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1. [losicHuTEIbHAA 3aIMCKA

1.1. Lenp u 3ama4uu AUCIUTLINHBI

Lenb AMCUMIUIMHBI — 03HAKOMJICHHE CTYIEHTOB C METOJaMH (pOPMUPOBAHUS KOMIUIEKCHOH CH-
cTeMbl HH(OPMAITMOHHOHN 0€30IaCHOCTH; OBJIAJICHUE METOJIaMH IPOSKTHPOBAHUS M TOIJICPKKH
KHU3HEHHOTO IMKJIA CHCTEM HH(POPMALMOHHOM Oe30macHOCTH, (pOopMHUpOBaHHE MPAKTUUYECKUX
HaBBIKOB I10 YIPABJICHHUIO M aJMUHUCTPUPOBAHMIO KAaK OT/EIFHBIMA KOMIIOHEHTAMH, TaK | MO
CHCTEMOM 3aIIUThl HH(OPMAIIMH B LIEJOM, a TAKXKe IO pa3paboTKe M BHEAPEHUIO MPEATIOKCHUN
10 ONTHMHU3AIMY KOMIUIEKCA CPEACTB 3aIIUTHl HHPOPMAIIHH.

3amaun TUCHUIUTUHBL:
— paccMoTpeHne 0a30BBIX HMOHATHH B O0JACTH XKM3HEHHOTO IMKJIA MOJCHCTEMBI 3allUTHl MH-

bopmanuu;

— pacCMOTpPEHHE JIEMEHTOB MPOCKTHPOBAHUS TOJCHCTEMBI 3alIUTHI WH(POPMAIIUU, BOIPOCOB
pa3paboTKU MOJIENH YIPO3 M MOJICIH HAPYIIUTEINsI, TOCTPOCHUS U TIOCTEAYIOIICH dKCIUTyaTa-
IIUH TTOJICUCTEMBI 3alTUTHI HHHOPMAIIHH C YIETOM dTHX MOJCTICH;

— ONpeneicHHe MPHHIUIIOB aIMUHUCTPUPOBAHUS IMOJCUCTEMBI 3alIUTHl MHPOPMAIUHU, 30HBI
OTBETCTBEHHOCTH W 00S13aHHOCTEH aIMHHUCTpAaTOpa HHPOPMAIIMOHHON OE30MTaCHOCTH;

— (QopmMupoBaHUEe MOHUMAHUS CIOKHOCTH 3a7a41 WHTErPAIlUH TIOJICUCTEMBI 3alIUThl HHPOpMa-
MM B MH(POPMAIMOHHYIO CHUCTEMY W aJMUHUCTPUPOBaHHS e€ Oe3 ymepOa s I1eJIeBOi
(YHKLIUU CHUCTEMBI.

1.2. ®opMupyeMble KOMIIETEHLIMH, COOTHECEHHbIE C IJIAHUPYEMBIMU pPE3yJbTaTaMH O0y4YeHHS

IO AUCHUIIIINHC:

Koanl komme-

Conep:xxanue Komie-

IlepedyeHb mIaHMpPyeMbIX Pe3yJibLTATOB 00yuUe-

TEeHINHU TeHUHu i HHS 0 TUCHUILINHE

OIIK-4 CIOCOOHOCTh ~ TTOHUMAThH | 3HATh: COCTAB MOJICUCTEM 3aIIUThI HH(POpMAIUU 1
3HaueHue WH(pOpPMAIMK B | IPUHIUIBI UX (YHKIIHOHUPOBAHUS.
Pa3BUTUHU COBPEMEHHOIO | YMETh: OCYIIECTBISATH BEIOOp U HACTPOMKY MOJI-
oOmiecTBa,  MPUMEHSATH | CHCTEM 3alUThI HH()OPMAIIUK B COOTBETCTBHUU C
UH(OPMaLIMOHHBIE  TeX- | pelIaeMbIMU 3aJja4aMHu.
HOJIOTUW IS TIOMCKa U | BrameTs HaBbIKAMHM yCTaHOBKU, HACTPOWKH U a-
00paboTku nHOpPMAIIMK | MUHHCTPUPOBAHUS MOACUCTEM 3alIUThI HHPOpMa-

1007078

[1CK-3.2 crocoOHOCTh  (hopmupo- | 3HaTh: TpeOOBaHMS, MPEABIBISAEMbIE K MOJICHCTE-
BaTh TMPEMJIOXKEHUS 110 | M€ 3aluThl WHGOpPMAIMK B  HOPMATHUBHO-
ONTUMM3AIMHU KOMILJIEKCA | METOAMYECKON JAOKYMEHTAIH, METOJIbl U CIOCO-
TEXHHYECKUX  CPENCTB, | Obl aJIMUHUCTPUPOBAHUS TMOJCHCTEMBI 3aIlUTHI
IpUMEHseMbIX B (yHK- | HHGOpMAIUU; METOJUKU OLIEHKH HaA&KHOCTH e
[IMOHAILHOM  Tpoliecce | QyHKIIMOHUPOBAHHUS.
3alIUIIAEMOT0 O0BEKTa C | YMETh: BBHINOJIHATh IUIAHUPOBAHUE BHEIPEHUS,
[ENbI0 00ECMEYCHHs €ro | BHEAPEHUE U IKCIUTYaTaI[MI0 CPEACTB 3allUThl UH-
nHpopManmoHHOW  0e3- | hopmMaIuu Kak BCTPOEHHBIX B OOIECHUCTEMHOE U
OMACHOCTH W OCYIIECTB- | MPUKIAIHOE MpOrpaMMHOE OOecredeHue, Tak H
JSATh TEXHHUKO- | CHEIMAIN3UPOBAHHBIX HAJIOKEHHBIX.
HIKOHOMHYECKOE 000CHO- | BnameTs: HaBbIKaMU  JIOKYMEHTAIBHOTO  COMPO-
BaHUeE npeyiaraeMbIX | BOKJICHHUS JIEHCTBUI MO HKCIUTyaTallui U aIMUHU-
Mep 3aIUTHL CTPUPOBAHHMIO KOMILUIEKCA CPENICTB 3allUThI WH-

dbopmarm
[1K-3 CIIOCOOHOCTH aIMUHM- | 3HATh: METOJIOJIOTUYECKHE W  TEXHOJIOTHYECKHUe

CTPUPOBATh TMOJCUCTEMbI

OPUHLIMIB GOPMHUPOBAHUS U HKCIUTyaTallMH MOJ-
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nHpopManmoHHOW  0e3-
OIIaCHOCTH OOBEKTa 3a-
[LUTEL.

CHUCTEMBI 3alTuThl HHGOpMAIHK HHGOPMAITMOHHON
CUCTEMBI.

YMeTh: yd4acTBOBaTh B pa3pabOTKe MOJIEIeH yrpo3
U HapyLIUTENEH, YYUTBIBATh IOJIOKEHUS MOJEIEH
IpU  aJIMUHUCTPUPOBAHWH KOMILIEKCA CPEICTB
3amUThl UHOOPMALIUH.

Branets: HaBbIKaMH HACTPOWKHU M aIMUHUCTPUPO-
BaHMs, a TakKe MOJEPHHU3ALUU KOMIUIEKCa
CPEICTB 3alIUThl MH(OPMALMU; YIPABICHUS CO-
MPSKEHUEM U COBMECTHOM 3KCIUTyaTallle pa3Ho-
POJIHBIX CPEJICTB 3alTUThl HHGOPMAIUK.

[K-11 CIOCOOHOCTh TPOBOJUTH | 3HATH: CTPYKTYPY IMOJCUCTEM 3aIIUTHI UHPOpPMa-
9KCIIEPUMEHTHI 10 33/1aH- | IUM U OCOOEHHOCTU pabOThI C HUMHU.
HOW MeToquKe, 00paboT- | YMeTh: OCYMIECTBIISITh BBIOOp W HACTPOHKY MOJ-
KY, OLEHKY MOTPEIIHOCTH | CHCTEM 3aIIUThI HH(OPMALIUU, TIPOBOJUTH OLICHKY
U JOCTOBEPHOCTH HX pe- | HAAEKHOCTH UX (PYHKIMOHUPOBAHHUSL.
3yJIbTaTOB Bnaners: meromamu oneHkd 3¢ (GEKTUBHOCTH pa-

0OTBI IOJICHCTEM 3aIIUTH HH(POPMAITUH.
[TK-12 CIOCOOHOCTh TPUHUMATH | 3HATh: METOABI TMPOBEPKH PabOTOCIIOCOOHOCTH

yd4acTue B IPOBEACHUU
OKCIIEPUMEHTAIBHBIX HC-

MOJCHCTEM 3aIIUT HH()OPMAIIH.
YMeTh: BBINOIHATH MPOBEPKY (HYHKIMOHUPOBAHUS

cJIeOBaHUI CUCTEMBI | TIOJICUCTEM 3aIIUTHI HH()OPMALIUH.
3anUThI HHGOPMAITUN Brnajers: HaBBIKAMU TECTHPOBAHUS TOJICUCTEM
3aMUTHl UHOOPMAIINH.

1.3. MecTo TUCIUTIITUHBI B CTPYKTYPE 00pa30oBaTEIbLHON MPOrpaMMBbl

Huctummaa « HpopMalnOHHBIE TEXHOJIOTHH. AJIMUHUCTPUPOBAHUE TOJICUCTEM 3aIlUThI HH-
dbopmarm» OTHOCUTCS K 0a30BOM YacTH OJI0Ka AUCITUTUIMH Y4eOHOTO TIaHa.

Jlist oCBOCHHMSI TUCIUIUTMHBI HEOOXOAMMBI 3HAHUS, YMEHHSI W BIAJCHUS, cOpMUpPOBAHHBIC B
XOJIe U3YUEHHSI CIEAYIONUX AUCIUILIAH U MPOXOXKICHUS MPaKkTHK: «HpOpMamoHHbIe TEXHO-
norumny, «CeTd U CUCTEMBI Tiepeiadn HH(HOPMALIUN .

B pe3syibrare OCBOCHHS TUCIMILIMHBI (POPMHUPYIOTCS 3HAHUS, YMEHHS M BIIAJICHUSI, HEOOXOTH-
MBI€ JJI1 U3YUCHUs CIICAYIOMUX TUCIUILIMH U MPOXOXKIACHUS MPAKTUK: «[ yMaHUTapHBIE acmek-
Tl MH(pOpMaANMOHHON Oe3omacHOCTHY, «KommiekcHoe obecrieueHne Oe30macHOCTH OOBEKTa
uHpopmaTuzanumny, « [poekTHpoBaHue CHCTEM 3aIUThl 00BEKTOB HH(POPMATHIAIII.

2. CTpyKTYypa JUCUMILIIUHBI
CTpyKTypa JTUCHUILIMHBI JJI51 04HOI (pOPMBI 00yUEeHUs
OO6mmas Tpym0EMKOCTh JUCIIUIUIMHEI cocTaBimsseT 3 3.e., 108 4., B TOM 4nciie KOHTaKTHas paboTa

oOyyaromuxcs ¢ npenogasareneM 42 4., IpoMeKyTouHas aTrectauust 18 .,
camocTosiTelbHas paboTa o0ydaromuxcst 48 .

Bunsl yaeOHoI paboThI
B yacax
( ) DopmBbI TEKyIIE-
KOHTAKTHas
. ro KOHTPOJIS
w
No Pa3nen mucrmiuim- g % - § 5 YCIIEBa€MOCTH,
Qo
/i HBI/TEMBI 5 z = & & | ¢opma nmpome-
O o 3} o 9 o
o -
% = g 2 = = = 5 o §L§ JKYTOYHOW aTTe
o | 5 = | & SE |28 s 2 CTaLMK
= & = < T \Q E S w S o
() ) () G S g =S O =z
ORI (ORI = = =




Mecmo u ponv noocu-
cmembl 3auumol UH-
Gopmayuu 6 cogpe-
MEHHBIX UHpOpMayU-
OHHBIX CUCTNEMAX

Omnpoc.

Yeposwvl 6ezonacrno-
cmu UHGoOpMayuoH-
HOU cucmembl

Ormpoc.

Mooenwv yepo3 u mo-
oenv Hapyuwiumens

Omnpoc.

Cywynocmo aomunu-
CMpUpOBanUsl

Omnpoc.

OcHosbl mexHono2uu
BUPMYATbHBIX 3aAUU-
wennovlx cemeti VPN

Omnpoc.

3awuma na xanano-
HOM, CeaHco80M U ce-
mesom ypoeHsx. Ac-
nexmol 3aujumsl 6e0-
nopmanoe

Ormpoc.

Aomunucmpuposanue
Mediccemesblx IKPAHO8

Omnpoc.

Oyenxa 3¢hghexmug-
HOCTMU U HAOENCHOCU
QYHKYUOHUPOBAHUS
nOOCUCMeEMbL 3aUUmbl
ungopmayuu

Ormpoc.

Ipaxkmuueckue 3amsi-
mus 1. Pazpabomxka
MOOenu yepo3 u Hapy-
wumerst

Otuér 0 mpakTu-
YECKOM 3aHATHU

10

Ipaxmuueckoe 3amsi-
mue 2. AOmuHucmpu-
POBaHUEe BCMPOECHHBIX
cucmem sawumst OC
Windows u Windows
Server

Otuér 0 mpaKkTu-
YECKOM 3aHATHU

11

Ipakxmuueckoe 3ans-
mue 3. Hacmpoiixa
MediccemesblX HIKPAHO8

Otuér 0 mpakTu-
YECKOM 3aHATHU

12

Ilpakmuueckoe 3ans-
mue 4. Cozoanue
VPN-kanana.

Otuér 0 npakTu-
9YECKOM 3aHATHU

IK3AMEH

18

3K3aMeH no ou-
aemam

HUTOTO:

20

22

18

48




3. Coaep:xkanue TUCHUINIMHBI

Tema 1. MecTO M poJsib MOJACHCTEMbI 3aIIUTHI HHPOPMALIMU B COBpEeMEHHBIX HH(opManm-
OHHBIX CHCTeMax

CrpykTypa aBTOMatu3upoBaHHOW wHpopManroHHol cuctembl (AUC). Ha3znauenue u 3amaum,
pemaemsie [13U. Crpykrypa II3U. Dtansr paspaborku [13U. KomruiekcHbl moaxon K paspa-
ootke [13U. Iloustue xu3HeHHOro mukia cucreMsl. JKusHeHusni muki [13U. Monenu xu3HeH-
Horo 1ukia. TpeboBanus k [1311 B HOpMAaTHBHO-METOAMYECKON JOKYMEHTAIUH.

Tema 2. Yrpo3sl 0e30nmacHOCTH HHGPOPMANMOHHOMH CUCTEMbI

VYrpo3sl 6e3onacHocTd HHGOpManuu. YTeuka nHpopMmanun. HecaHKIIMOHUPOBAaHHBIN TOCTYIT K
uHpopmanuu. Knaccupukanus yrpo3. Ys3BUMOCTH MHPOPMALMOHHBIX cucTeM. Iloacucremsl
cucrtemsl 3U.

Tema 3. Moaesb yrpo3 u Mojie/ib HAapymuTe/ s

PazpaboTka Mozenu yrpo3 U MOAEIH HapyluTens. PykoBoasiire HOpMaTUBHBIE TOKYMEHTHI IO
pa3paboTke Mojienel U onpeieNieHnsl aKTyalIbHbIX yTrpo3. DTallbl IJIAHUPOBAHUS U BHEAPEHUS
CPEJICTB 3alUThl HHPOPMAIUH.

Tema 4. CymHOCTb aIMUHUCTPUPOBAHUS

[IpaBua, periaMeHTsl U cTpaTerus aaMuHUCTpUpoBaHusi B AVIC. OyHKIUY U 33a4i aMIHH-
crpupoBanus. [lonmutuka 6e3onacHocTr. O0S3aHHOCTH aIMUHHUCTPATOPAa HHPOPMAIIMOHHON 0e3-
onacHocTH. [Iporpammbl 6€30MacHOCTH aJIMUHUCTPATUBHOTO U MPOLEAYPHOTO YPOBHs. 3aluTa
AC kak mpornecc yrnpapjieHus puckamMu. AHaU3 pUCKOB. OCHOBHBIE MOAXOAbl K AHAIU3Y PHUC-
KOB. OTanbl aHalu3a PUCKOB M YyOpasieHus UMH. AamuHucTtpupoBanue B OC cemelicTBa
Windows. AnmunanctpupoBanue B OC cemeiictBa Windows Server.

Tema 5. OcHOBBI TeXHOJIOTHHM BHPTYAJIbHBIX 3alIMIIEHHBIX ceTeil VPN

KoHnenmus nmoctpoeHusi BUpTyaIbHBIX YacTHBIX ceTell — VPN. OcHOBHBIC MOHATHS U QYHKIIUN
cetu VPN. 3amura uHpopmanuu B mporecce e€ mepenaun no TyHHemto VPN. VPN-ximeHr,
VPN-cepBep u numo3 6e3omacHoctd VPN. Peanuzanus mexanusma VPN. BapuanTer moctpoe-
HUS BUPTYaJIbHBIX 3alIMINEHHBIX KaHaioB. CpenctBa obecrieuenus: 6ezonacHoctd VPN. Kpure-
pun 6€30MacHOCTH JaHHBIX MPUMEHUTETHHO K 3amadamM VPN. VPN-pemenus nis moctpoeHus
sanuméHHbIX cereil. Knaccuduxanusa cereit VPN. Kputepun knaccudukanuu. OcHOBHbBIE Ba-
puanThl apxuTekTypbl VPN. JlocTonHcTBa mpuMeHeHus: TexHonoruii VPN.

Tema 6. 3amuTa Ha KAHAJBLHOM, CEAHCOBOM M CETEBOM YPOBHSMX. ACIEKThI 3allIMTHI Be0-
NMOPTAJI0B

[IpoTokonbl GpopMHUpOBaHUS 3AIMMIIEHHBIX KaHAJIOB Ha KaHaubHOM ypoBHe. IIporoxonm PPTP.
Crpyktypa naketa. [Iporokon L2TP, ero npeumymiectsa. @opMUpOBaHUE 3AMMIIEHHOTO BUP-
TyajbHOTO KaHana B nporokoiie L2TP. IIporokomnsl opMupoBaHus 3aIIMIIEHHBIX KaHAJIOB Ha
ceancoBoMm ypoBHe. IIpouenypa ycranomienus SSL-ceccun. HepoctaTku mpoTokosioB SSL u
TLS. TIporokon SOCKS, ero ocobenHoctu. Cxema yCTAaHOBJICHHS COCAMHEHUS IO MPOTOKOIY
SOCKS v5. 3amuta 6ecipoBoanbix cereit. [Iporokonst WEP, TKIP, WPA u WPA2.

3amyTa Ha KaHAJbHOM, CEAHCOBOM M CETEBOM YPOBHSX. APXHUTEKTypa CpeACTB 0e30macHOCTH
[PSec. KomnonenTsl peanuzanuid npotokosia IPSec umeroT ciaenyrommue. ApXUTEKTypa CTEKa
nportokoiyioB IPSec. 3anmura nepenaBaeMbiX AaHHBIX ¢ noMolbio nporokosnoB AH u ESP. Ilpo-
TOKOJI ayTeHTH(UIIUPYIOIETO 3arojioBka. [Ipumenenue nporokona AH B TpaHCTIOPTHOM M TYH-
HEJIbHOM pexumax. IIpoTokon MHKamcynupyromen 3amuThl, NpuMeHeHue nportokonaa ESP B
TPAHCIIOPTHOM U TYHHEIBHOM PEXKHUMaxX. AJTOPUTMBI ayTeHTHuKauu 1 mudpoBanus B [PSec.
Crpykrypa anroputma HMAC. Ilporokon ynpasnenust kpunrokiaodamu IKE. 3anaum, pemrae-
Mmble mipotokonamu IKE. YcranoBnenue 6e3omacHoii acconmarnuu. baser qanaeix SAD u SPD.
OcnoBuble cxembl npuMeHeHus [PSec. [IpakTuyeckune acneKThl 3allUThl BEO-MOPTAIOB OT MH-
dopManmoHHbIX aTak. TumoBas apXUTEKTypa BeO-mopraia. MOACUCTEMbl aHTUBUPYCHON 3alllu-
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ThI, KOHTPOJI IIEIOCTHOCTH, Pa3TPaHUYCHUs JIOCTyIa, OOHAPY)KEHUSI BTOPKEHUMU, aHANM3a 3a-
MUIIEHHOCTH, KPUNTOrpaduyIecKoi 3ammThl HHYOPMAIIUH, MMOJCHCTEMY YIPABICHUS 3aIlUTOMH
BEO-IIOPTAJIOB.

Tema 7. AIMUHUCTPHPOBaHNE MeKCETEBBIX IKPaHOB. CHCTEMbI 00HAPYKEHH S ATaAK
YTrpo3bl, CBA3aHHBIE C IEPUMETPOM KOPIIOPATUBHOM ceTu. COCTaBIAIOLIUE 3allUThl IEPUMETpA.
MesxcereBble 3KpaHbl WX BUABI. AJIMUHUCTPUPOBAHHE MEXKCETEBBIX SKpaHOB. JlemuiinTapuso-
BaHHAas 30HA. CHUCTEMEI YHOpaBJICHUA YA3BUMOCTAMMU. Anamuz COACPKUMOI'0 MMOYTOBOTO U B66-
tpaduka. CucreMbl oOHapykeHus atak. Kinaccudukanus cucreM oOHapyKeHUs aTak.

Tema 8. Ouenka 3ppeKTHBHOCTH U HAAEKHOCTH (PYHKIMOHMPOBAHUS MOJACHCTEMBI 3a1HU-
Tbl UHGOpMAUH

[onsarue >pdextuBHocTr. [TokazaTens u kpurepuit 3PPeKTUBHOCTH. MeTOABI OLeHKU P deK-
TUBHOCTU. Moaenu oueHku 3¢dexrnBHocTr. HanéxHocTh moacucTeMb! 3aIUTHl HHMOPMALIUH.
[onsarue aynura nndopmarionHoi 6e3omnacHocTH. Tunsl aynuta. MHCTpyMEHTaIbHBIE IPOBEP-

KH.

4. Ob6pa3oBaTesibHbIE TEXHOJIOTHH

Ne |HaummeHoBaHme pa3- .
Buabl yueOHbIX 3aHATHH OoOpa3oBare/ibHbIE TEXHOJIOTUH
n/n (geja
1 |2 3 4
1 |Mecmo u ponv noocu- |Jlexyus 1. Tpaouyuonrnas nexyus ¢ UCnolb-

cmembl 3auumsl UH-
Gopmayuu 6 cospe-
MEHHBIX UHGpOpMayU-
OHHBIX CUCEMAX

Camocmosmenvhas pa60ma

306aHUem npe3enmauuﬁ

H3ylteHue mamepuailos ﬂeKL{MI:Z

2 | Veposwvl 6ezonacnocmu
ungopmayuouHoli cu-
cmembl

Jexyus 2.

CamocmosmenvHasn paboma

Tpaouyuonnas nexyus ¢ UCnoib-
308aHUeM NPe3eHMayull

H3yuenue mamepuanos nekyuti

3 |Mooenw yepo3 u mooens
Hapywumers

Jlexyus 3.

CamocmosmenvHas paboma

Tpaouyuonnas nexyus ¢ UCnoib-
308aHUeM NPe3eHMayull

H3yuenue mamepuanos nekyuti

4  |Cywynocmo aomunu-
CMpUpo8anusl

Jlexyus 4.1
Jexyus 4.2

Camocmosmenvnas pa60ma

Tpaouyuonrnas nexyus ¢ UCnolb-
308aHUeM npe3eHmayull

H3ylteHue mamepuailos ﬂeKL{MI:Z

5  |Ocnosvr mexuonocuu
BUPMYATbHBIX 3aAUU-
wennovlx cemeti VPN

Jlexyus 5.

Camocmosmenvnas pa60ma

Tpaouyuonrnas nexyus ¢ UCnolb-
308aHUeM npe3eHmayull

H3ylteHue mamepuailos ﬂeKL{MI:Z

6 |3awuma na xanano-
HOM, CeaHco8oM U ce-
megom yposHsix. Ac-
nexmsl 3auumsl 6e0-
nopmainos

Jlexyus 6.1
Jlexyus 6.2

Camocmosmenvhas pa60ma

Tpaouyuonrnas nexyus ¢ UCnolb-
308aHUeM npe3eHmayull

H3ylteHue mamepuailos ﬂeKL{MI:Z

7 |AOmunucmpuposanue
MediccemesblX IKPAHO8

Jlexyus 7

CamocmosmenvHas paboma

Tpaouyuonnas nexyus ¢ UCnoib-
308aHUeM Npe3eHMayull

H3yuenue mamepuanos nekyuti

8  |Oyenka 3¢ppexmusno-

Jlexyus 8

Tpaouyuonrnas nexyus ¢ UCNOlb-




CIMU U HAOENCHOCTNU
@yHKYUOHUPOBAHUS
noocucmembl 3auiumeol
ungopmayuu

CamocmosmenvHas paboma

306aHUem npesenmauuﬂ

H3yuenue mamepuanos nekyuti

9 |lIpakmuueckue 3ams-
mus 1. Pazpabomxka
Mooenu yepo3 u Hapy-
wumerns

Jlabopamopnoe 3auamue 1.

CamocmosmenvHas paboma

Buinonnenue npaxkmuueckoeo 3a-
oanus

10 |Ilpaxmuueckoe 3ansa- |Jlabopamopnoe 3ansamue 2.  |Bvinonnenue npakmuyeckozo 3a-
mue 2. AOmuHucmpu- oanus
posaHue ecmpoenHvIx
cucmem 3awumol OC  |Camocmosmenvras paboma
Windows u Windows
Server
11 |Ilpaxmuueckoe 3ansa- |Jlabopamopnoe 3ansamue 3. |Bvinonnenue npakmuueckozo 3a-
mue 3. Hacmpoiixa oanus
meorccemesnvix akpana | Camocmoamenvnas paboma
12 |llpakmuueckoe 3ans- |[Ipakmuueckoe 3auamue 4.  |Bvinonnenue npakmuyueckoeo 3a-

mue 4. Cozoanue VPN-
Kaumana.

CamocmosmenvHas paboma

oanus

5. Ouenka nJIaHUPYeMbIX Pe3yJIbTATOB 00y4YeHM st

5.1. Cucrema oLleHUBaHUA

®opMa KOHTPOJIS Makc. K0JIM4ecTBO 0aJJI0B
3a ogny pa- |Bcero
ooty

Tekyimnii KOHTPOJIb:

— onpoc 3 6annos 24 b6annos

— npakmuueckoe 3auamue (memot 1,2.4) |10 6annos 30 6annos

— npakmuieckoe 3auamue (mema 3) 6 banos 6 bannos

[TpomexyTouHas aTTecTanus 40 6annos

9K3AMEH

HToro 3a nucuuniauny 100 6annos

IK3AMEH

[lepeyeHb KOMMETEHIHMH C YKa3aHUEM 3TarnoB UX (POPMUPOBAHUS B IPOIIECCE OCBOCHUS IUCIH-
IUIMHBI IPEJCTABISETCS B BUAE TaOIHIIbL:

Ne Konumponupyemuwie pazoenvt | Koo konmponupyemoii Haumenoeanue oye-
n/n (membl) oucyunIuHbl KomnemeHyuu HOYHO020 cpedcmea

I. Tema 1 OIIK-4 Omnpoc

2. Tema 2 OIIK-4 Ompoc

3. Tema 3 OIIK-4, IICK-3.2 Ompoc

4. Tema 4 I1K-3 Onpoc

5. Tema 5 IK-11, TICK-3.2 Omnpoc

6. Tema 6 ITK-11, TTK-12 Omnpoc

7. Tema 7 ITK-11, TIK-12 Omnpoc
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8. Tema 8 I1K-11, TIK-12, I[ICK-3.2 [ Ompoc

9. Ilpaxmuueckue 3ansamus 1. OIIK-4, [ICK-3.2 [Inan IIPAKTUYECKOIO
3aHATHS

10. | Ilpaxmuueckoe 3anamue 2. IK-11, ITK-12 [Inan IIPAKTUYECKOIO
3aHATHS

11. | Ilpaxmuueckoe 3anamue 3. IK-11, ITK-12 [Inan IIPAKTUYECKOIO
3aHATHS

12. | Ilpakxmuueckoe 3anamue 4. IIK-11, ITK-12 [Inan IIPAKTUYECKOIO
3aHATHS

[TosrydeHHBINM COBOKYIIHBIN Pe3ylbTaT KOHBEPTUPYETCSA B TPAAULIMOHHYIO KAy OLICHOK U B
IKay oleHoK EBporieiickoii cucteMsl nepeHoca 1 HakoruieHus kpeautos (European Credit
Transfer System; nanee — ECTS) B cooTBeTCTBHU C TaOIUTICH:

100-0ay1pHAad 1IKa- TpajuimoHHas WKana IIxama
Ia ECTS
95 -100 A
2394 OTJIMIHO B
68 — 82 XOPOIIO 3a4TE€HO C
56 — 67 D
50_55 YAOBJIETBOPUTEIBLHO E
20-49 FX
HEYJOBJIETBOPUTEIBHO HE 3a4TCHO
0-19 F
5.2. Kputepuu BbICTaBICHUS OLIEHKH O JUCHUILITMHE
Banany/ OneHka 1o auc- Kpurepun oueHKH pe3yJibTaTOB 00y4eHH sl MO U CIU-
HIxana IHUIJINHE IJIMHE
ECTS
100-83/ «OTIUYHOY / BricraBisiercs o0yyaromemMycs, €ciii OH IITyOOKO U Ipod-
A,B «3a4TeHo (0TInY- HO YCBOMJI TEOPETUYECKHUI U MTPAKTUYECKHUI MaTepual,
HO)» / MOXET MPOAEMOHCTPUPOBATH ITO HA 3aHATUAX U B XOJI€
«3a4TCHO MPOMEKYTOYHOM aTTECTALINH.

OOy4Jaromuiicss UCYEPIBIBAIOIIE U JIOTHUECKHA CTPORHO H3-
JaraeTr yuyeOHbIN MaTepual, yMeeT YBSI3bIBaTh TEOPHIO C
MPAKTUKOH, CIIPABIISETCA C pelIeHUueM 3a1a4 Ipodeccro-
HaJIbHOM HAIPAaBJIEHHOCTH BBICOKOTO YPOBHS CII0KHOCTH,
MPaBIJIBHO OOOCHOBBIBACT MPUHSTHIC PEIICHUSI.
CBoOoaHO OpHEHTUPYETCS B Y4eOHOH U TpodecCHOoHAIb-
HOU JIUTEpaType.

OreHka 1Mo JUCHUIUIMHE BBICTABIISIOTCS 00YYaIOmEMycs C
Y4ETOM PE3YyIbTATOB TEKYIIEH U MPOMEKYTOUHOM aTTe-
CcTaluu.

Kommnerenum, 3akperniéHubie 3a JUCIUIUTMHON, CHOPMHU-
pOBaHbI HA YPOBHE — «BBICOKUI.
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Banany/
HIxana
ECTS

OneHka mo auc-
IUILINHE

Kpurepun oueHkHu pe3yJbTaToOB 00y4eHHs MO IUCIHU-
TUINHE

82-68/

«XO0poIIoY /
«3a4TeHO (XOpo-
1mo)» /
«3a4TCHO

BricraBisiercss o0yyaromemMycs, €Clii OH 3HaeT TeopeTHye-
CKMH Y MPAKTUYECKHUI MaTepual, TpaMOTHO U MO CYIIECTBY
U3JIaraeT ero Ha 3aHATHAX U B XOJ€ IPOMEKYTOUHOM aTTe-
CTallMM, HE JOIyCKasl CylIECTBEHHBIX HETOYHOCTEH.
OOyuaronuiicst IpaBUIBHO PUMEHSET TEOPETHUECKHUE TT0-
JIOXKEHUS IIPU PELICHNU MPAKTUYECKUX 3a]a4 Ipodeccuo-
HaJIbHON HaIpaBJIEHHOCTU Pa3HOI'O YPOBHS CII0KHOCTH,
BJIaJieeT HEOOXOAMMBIMHU AJISl 3TOTO HAaBbIKAMU U NMPUEMa-
MHU.

JlocTaTogHO XOPOIIO OPUEHTUPYETCS B YIEOHOU U TIPO-
(beccroHambHOMN IUTEpaATYpE.

OreHka o JUCHUIUIMHE BBICTABIIAIOTCS 00YJaIOMEMYCs C
y4E€TOM pE3yIbTAaTOB TEKYILEU U IPOMEKYTOYHOM aTTe-
CTaLlUH.

Komnerenmuu, 3akpeniéHnble 3a JUCUUIUITMHON, CPopMHU-
POBaHbI HA YPOBHE — «XOPOLIUIY.

67-50/
D.E

«yIOBIIETBOPH-
TETBHOY /
«3a4TeHo (ymoBie-
TBOPHUTEILHO)» /
«3aUTEHO»

BricraBisiercst o0yyaromemMycs, €Ciii OH 3HaeT Ha 6a30BOM
YPOBHE TEOPETUUECKUN U MPAKTUYECKUN MaTepHal, J10-
MyCKAEeT OT/AEIbHBIC OMNOKH MPH €r0 U3JI0KEHUHU Ha 3aHs-
THAX U B XOJI€ IPOMEKYTOUYHOM aTTECTALIUH.
OOyuaromnuiicsi UCTIBITHIBACT ONPEIEIEHHBIC 3aTPYAHEHUS
B IIPUMEHEHUH TEOPETUYECKUX TOJIOKEHUH NPU PELICHUH
MPAaKTUYECKHX 3a/1a4 MPO(heCcCHOHATLHON HAIPaBIEHHOCTH
CTaHJAPTHOT'O YPOBHS CJIOKHOCTH, BJIa/IeeT HEOOXOMMBbI-
MU JUISI 3TOr0 0a30BBIMU HaBBIKAMU M ITPHUEMaMH.
JIeMOHCTpUpYET TOCTATOYHBIN YPOBEHb 3HAHUS yIeOHOM
JUTEPATypHI 110 IUCLUIIIINHE.

OreHka o JUCHUIUIMHE BBICTABIIAIOTCS 00YYaIOMEMYCs C
y4E€TOM pe3yIbTaTOB TEKYILEU U IIPOMEKYTOYHOM aTTe-
CTaLlMH.

Komnerenmuu, 3akpeniéHnble 3a JUCUUIUIMHON, CPopMHU-
POBaHbI Ha YPOBHE — «IOCTAaTOYHBINY.

49-0/
F,FX

«HEY/IOBJIETBOPH-
TEIBHOY /
HE 3a4TEHO

BricraBisiercst o0yyaromemMycs, €Clii OH He 3HaeT Ha 0a3o-
BOM YPOBHE TEOPETUUECKUI U MPAKTUYECKUN MaTepual,
JIOTMYCKaeT rpyOble OMMOKY MIPH €ro U3NI0KEHUH Ha 3aHsI-
THAX U B XOJI€ IPOMEKYTOUYHOU aTTECTALUH.
OOyuaronuiicsi UCTIBITHIBACT CEPbEIHBIC 3aTPYAHCHUS B
IIPUMEHEHUH TEOPETUYECKUX IOJIOKEHUI NPU PEIICHUU
MPAaKTUYECKHX 3a/1a4 MPO(eCcCHOHATLHON HAIPaBIEHHOCTH
CTaHJAPTHOT'O YPOBHS CJIOKHOCTH, HE BIIaJieeT HE0OX01u-
MBIMHM ISl 3TOT0 HaBBIKAMU U IPUEMaMHU.

JleMoHCTpUpYET (parMeHTapHbIC 3HAHUS YICOHOU JTUTE-
paTypsl 10 JUCLUIUIMHE.

OreHka o JUCHUIUIMHE BBICTABIIAIOTCS 00YJaIOMEMyCs C
y4E€TOM pe3yIbTaTOB TEKYILEU U IPOMEKYTOYHOU aTTe-
CTaLlUH.

KomMmnereH1umn Ha ypoBHE «OCTaTOUHBINY, 3aKPETUIEHHBIE
3a AMCUUIUINHON, HE COPMHUPOBAHBI.
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OueHounble  cpeAcTBa  (MaTepuasibl) JJisi  TEKYILIETro

MIPOMEKYTOYHON aTTECTAIMU 00YJAIONTUXCS IO TUCIIUILTAHE

Yemmuouii onpoc

KOHTPOJIS

yCIIEBAEMOCTH,

YCeTHBIH 0MPOC — 3TO CPEACTBO KOHTPOJIS, OPraHM30BaHHOE KaK CIeIHaIbHas Oeceaa mperoa-
BaTcis C 06y‘-IaIOH_II/IMC}I Ha TCMbI, CBA3aHHBIC C H3yqaeM0171 I[I/ICI_[I/IHJ'II/IHOI\/'I, " paCCUUTAHHOC Ha
BBISICHEHHE 00bEMa 3HAHUM, 00YJaIOMIErocs 1Mo ONpeIeIEHHOMY pa3ieny, TeMe, IpodaemMe U

T.II.
Ilepeuens ycmmuulx 60npocog 011 npoGepKu 3HAHUIL
Ne | Bompoc Peanusyemas
KOMIETEHITHS
1. | Ha3znauenue u 3amauu, pemaemMble MOJCUCTEMOM 3amuThl nHpopma- | OIIK-4
nuu (I[131).
2. | Crpykrypa I131. OIIK-4
3. | Dramnsl pa3zpadotku [13U. OIIK-4
4. | Yrpo3ssl 6e3onacHoctu uHpopmanuu. Kiaccuduxanus yrpos. OIIK-4
5. | Yreuka unpopmanyu. HecankimonupoBanusiii qoctyn k unpopma- | OIIK-4
017078
6. | Ysa3Bumoctu nHpopmanmoHHbIx cucreM. [loacucremsl cucremsl 31 OIlIK-4
7. | Pa3paboTka Moaenu yrpos. OIIK-4, TICK-3.2
8. | Pa3zpaboTka Moenu HapymIuTesl. OIIK-4, TICK-3.2
9. | PykoBogsmiie HOpMaTUBHBIE JOKYMEHTHI Mo pa3padoTtke mozeneit u | OIIK-4, [ICK-3.2
OIIpeJICJICHUS AKTYAJIbHBIX YTPO3.
10. | Tlonutuka 6e30macHOCTH. I1K-3
11. | IIporpammbl  6€30MaCHOCTH aJAMHUHUCTPATHBHOTO W mporeaypHoro | [1K-3
YPOBHSI.
12. | DTanbl aHanM3a PUCKOB U YIIPABJICHUS UMU. I1K-3
13. | Peanuzanusa mexanu3zma VPN IIK-11, IICK-3.2
14. | VPN-xment, VPN-cepBep u nutro3 6e3onacHoctd VPN, IK-11, IICK-3.2
15. | Kmaccuduxanms cereit VPN. IIK-11, TICK-3.2
16. | TIporokos PPTP. CtpykTypa makera. IK-11, ITK-12
17. | Ilpouenypa ycranosienust SSL-ceccun. IIK-11, TTIK-12
18. | Bammra GeCiPOBOIHBIX CETEH. IK-11, TTIK-12
19. | Cocrapinstoniye 3alMThl IEPUMETPA. IIK-11, ITK-12
20. | MexceteBble KpaHbl UX BUIbBL. AnmuHHcTpupoBaHue MmexcereBbix | [IK-11, [TK-12
HKPaHOB.
21. | JleMmunutapu3zoBaHHas 30Ha, €€ MOHATUE U CTPYKTypa [IK-11, ITK-12
22. | Ilokazarens u kputepuii 3pdextuBHocT Pynkuonuposanms [131. | I[TIK-11, TIK-12,
[1CK-3.2
23. | Hag&xHocth moacuctembl 3amuThl nHGopManuu. [lonstue aymura | [TK-11, TIK-12,
MH(POPMAIIMOHHOM 0€30MaCHOCTH. [1CK-3.2
24. | Mogaenu onieHKH 3P PEKTUBHOCTH. IIK-11, TTIK-12,
[1CK-3.2

Ilpumepnuie 6onpocel K IK3ameny — nposepka chopmuposannocmu komnemenyuit — OIIK-4,

1.

IIK-3, IIK-11, IIK-12, IICK-3.2

CrpykTypa aBTOMaTH3upoBanHON uHpopmarmonnon cuctemsl (AMC). Haznauenue u 3ana-

u, pemaeMsie [I3U. Ctpykrypa I[13U.

Oramnbl pazpadotku [13W. KomrmiekcHsiil moaxon k pazpadotke [13U. TlonsTre )XM3HEHHOTO

LIUKJIA CUCTEMBI.
Kusaennei nuki [131. Mozaenn »)XKU3HEHHOTO ITUKJIA.
Tpeb6oBanus k [1311 B HOpMaTUBHO-METOJUYECKOM JJOKYMEHTAIUH.
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11.
12.

13.
14.
15.
16.
17.
18.
19.
20.

21.
22.

23.
24.

25.
26.

27.

28.
29.
30.

31.
32.

33.
34.
35.

36.
37.
38.
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VYrpo3sl 6e3onacHoctu nHGpopmanuu. Knaccuduxanus yrpos.

VYreuka nunpopmanuu. Kanaiel yreuku.

HecankunonupoBanHnslii gocTyn Kk uHGopmarun. Buast HC/L.

VYsa3BumMocTr HHGOOPMAIIMOHHBIX CHCTEM.

[oncucremsl cuctemsl 3ammThl HHGopManuu. Kinacest 3ammmeénnoctu CBT, AUC, mexce-
TEBBIX YKPaHOB.

Oransl pa3paboTKa MOJENN yrpo3 U MOJIENN HapymuTens. PykoBoasie HOpMaTUBHBIE J0-
KYMEHTBI IO pa3paboTKe MOJIeNiel U onpeAesieHus] aKTyaJbHbIX yrpo3.

Dranbl MJIaHUPOBAHUS ¥ BHEIPEHUS CPEACTB 3aIIUTHI HH(POPMAIIHH.

[IpaBuna, permameHTsl U cTparerus agMuHucTpupoBanus B AUC. OyHkuuu u 3agayuum aju-
MUHHUCTPUPOBAHUSI.

[Tomutrka Ge3onmacHOCTH. OOS3aHHOCTH aJAMHHHCTpaTopa MHGOPMAIIMOHHONW Oe30macHo-
ctu. [IporpamMmMel 6€301acHOCTH BEPXHETO U MPOLETYPHOTO YPOBHS.

3anmra AMC kak mponecc yrpapiieHUs: puckaMu. AHainu3 puckoB. OCHOBHBIE MOAXOJbI K
aHAJIN3Yy PUCKOB. DTallbl AaHAJIN3a PUCKOB U YIPABICHUS UMH.

AnmvunnctpupoBanue B OC cemeiictBa Windows.

AnmunuctpupoBanue B OC cemeiictBa Windows Server.

KoHnenmus moctpoeHus: BUPTyalbHBIX YacTHBIX ceteid VPN. 3amura nndopmaiuu B mpo-
recce e€ nepenauu 1o TyHueno VPN.

VPN-kmuent, VPN-cepBep u mumo3 6ezonacaoct VPN. Peanuzanus mexannzma VPN. Ba-
PHAHTHI TOCTPOEHUSI BUPTYAIbHBIX 3aUIUIIEHHBIX KaHAJIOB.

CpenctBa obecnieuenus: 6ezomacHoctd VPN. Kpurepun 6€30macHOCTH JaHHBIX MPUMEHH-
TenbHO K 3a1a4yaM VPN. VPN-pemenus 1y ocTpoeHUs 3alUIIEHHBIX CETEH.
Knaccudukanms cereit VPN. Kpurepun knaccudukanuu. OCHOBHBIE BApUAHTHI apXUTEKTY-
pbl VPN. JlocTronHcTBa IpuMeHeHus TexHonorui VPN.

[Tpotokon PPTP. CtpykTypa makera.
[Iporokon L2TP, ero npeumymecrsa. @opmMupoBaHue 3aMIIEHHOTO BUPTYaJIbHOTO KaHala
B npotokoJjie L2TP.

[Ipouenypa ycranosnenus SSL-ceccun. Henocratku npotokosioB SSL u TLS.

[Iporokon SOCKS, ero ocobeHHOCTH. CXeMa yCTAaHOBICHHSI COCAMHEHHS 1O TPOTOKOIY
SOCKS V5.

3ammura 6ecripoBonHbIX ceteid. [IpoTokonsr WEP, TKIP, WPA u WPA2.

Apxutektypa cpeacts 6e3omnacHoctu [PSec. KomnonenTs! peanuszanuii mporokona IPSec
MMEIOT CIEayIolne. ApXUTEKTypa cTeka mpoTokoiioB [PSec.

3amura nepeaaBaeMbIX JaHHBIX ¢ oMmolblo npoTokosioB AH u ESP. Ilpumenenue npoto-
koJia AH B TpaHCIIOPTHOM U TYHHEJIBHOM PEKHMAaXx.

[Ipumenenue nporokosia ESP B TpaHCIIOPTHOM U TYHHEIBHOM PEXKHUMAX.

AnroputMmbl ayrentudukanuu u mudposanus B [IPSec. Ctpykrypa anropurma HMAC.
[Iporokon ynpasnenuss kpuntokiatouamu IKE. 3apmaum, pemaembie nporokonamu IKE.
VYcranosienue 0e3omnacHoii acconnanuu. baser qanaeix SAD u SPD.

[IpakTHyeckure aceKThl 3alUThl BEO-MOPTaIoB OT HH(POPMAIIMOHHBIX aTaK.

Yrpo3bl, CBA3aHHBIE C MEPUMETPOM KOPHOPATUBHOU ceTU. COCTaBISAIOMIME 3alIUTHl MEPU-
MeTpa. MexxceTeBble 3KpaHbl UX BUABIL.

Jemunutapu3oBaHHas 30Ha. AHAJIU3 COAEPKUMOTO ITOYTOBOTO U BeO-Tpaduka.

Cucremsl oOHapyxeHus atak. Knaccudukanus cucreM oOHapyKeHHUs aTak.

[Tonsitue adextuBHOCTH. [ToKazaTenp u kputepuii dppexruBHOCTH. METOABI OTICHKH (-
dextuBHOCTH. Monenu oreHKH 3G (HEeKTUBHOCTH.

Hanéxnocth nmoacucTeMsl 3aIUThl UHPOPMALIUH.

[onsarue ayaurta nadopmaronHoi 6e3onacHocTy. TUIlel ayaura.

HNHcTpyMeHTaIbHBIE TPOBEPKHU.

Ilpumepnsvie mecmoeswie 3a0anus — nposepka cghpopmuposannocmu komnemenuuii — OIIK-4,

IIK-3, IIK-11, IIK-12, IICK-3.2
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1. BupryaabHnas 3ammménnas cetb VPN — 310

a) o0beAMHEHNE KOMITHIOTEPOB B CETh U€pe3 OTKPBHITYIO BHEIIHIOK Cpeny nepemaadn uHdopma-
[[UU B €IUHYIO BUPTYAJIbHYIO KOPIIOPATUBHYIO CETh JJIsi 0OecredeHus 0e30MacHOCTH UPKYIIU-
PYIOIIMX JTaHHBIX.

0) 00veduHenue JOKANLHBIX cemell U OMOeNbHbIX KOMNbIOMEPO8 Yepe3 OMKPbIMYI0 SHEeUHII0
cpedy nepedayu uH@popmayuu 8 eouHylo SUPMYAIbHYI0 KOPHOPAMUBHYIO cemb, 0becnedusaio-
WY 6e30nacHoCcmb YUPKYAUPVIOUUX OAHHBIX.

B) 00beIMHEHNE JIOKAbHBIX CETeH U OTAEIbHBIX KOMIIBIOTEPOB uepe3 rodanbHyo ceth UHTep-
HET B €IUHYIO BUPTYAIbHYIO KOPIIOPATUBHYIO CETh, 00ECIEYNBAIONIYI0 0€30MaCHOCTh [IUPKYIIH-
PYIOIIMX JTaHHBIX.

r') 00beIMHEHNE OTACTBHBIX KOMIBIOTEPOB M MOOWIIBHBIX YCTPOWCTB Yepe3 II0OANbHYIO CETh
HHuTepHeT B €IMHYI0 BUPTY&IbHYIO KOPIIOPATUBHYIO CETh, 00ECIEUHBAIOLIYI0 O€30MacHOCTh
MUPKYTUPYIOIINX JTaHHBIX.

2. ITo npu3Haky «padouero» ypoBHs moaeau OSI paszauyaror ciaenyomue rpynnst VPN:

a) VPN kananwbno2o ypoeHs;

6) VPN npuknagHoro ypoBHS;

8) VPN ceanco8020 yposHs.

2) VPN cemesoco yposHs,

1) VPN TpaHCOpTHOTO ypOBHS;

e) VPN mpencraBUTEbCOro YPOBHS.

6. YueOHO-MeTOAUYeCKOe U MH(POPMAIIMOHHOE o0ecTieYeHre JUCHMITTHHBI

6.1. CnMCOK HCTOYHUKOB U JINTEPATYPhI

Hcrounuku
OcHoBHbIE

1. haszosas modens yepos bezonachocmu IEPCOHABHBIX JAaHHBIX TIPH UX 00padboTKe B HHMOP-
MAaIMOHHBIX CUCTEMaX MEPCOHAIBHBIX JAHHBIX. Y TBEpXkK/IeHA 3aMeCTUTENIEM TUPEKTOpa
OCTIK Poccun 15 depans 2008 r. [Dnekrponnsiii pecype] / @CTIK Poccun. — Pexum
nocrymna : https://fstec.ru/component/attachments/download/289, ceoboanbIit. — 3ari. ¢ 3xpa-
Ha.

2. I'OCT P 50922-2006. 3amuTa uadopmaryu. OCHOBHBIE TEPMHUHBI U OTIPE/ICICHUs. [ DIeK-
TPOHHBIN pecypc]| / Pexum gocryna :
http://www.consultant.ru/cons/cgi/online.cgi?req=doc&base=OTN&n=25219#022100440472
959426, cBoOOAHBINA. — 3ari1. ¢ KpaHa

3. Memoouka onpedenenus akmyanbHbiX yepo3 Oe30nacHocmu epcoOHaIbHBIX JaHHBIX IPU X
00paboTke B HH(GOPMAIIMOHHBIX CHCTEMaX MEPCOHANBHBIX JaHHBIX. Y TBEpP)KIeHA 3aMeCTUTe-
aem aupextopa PCTIK Poccun 14 despas 2008 r. [Dnextponnsiii pecypc] / PCTIK Poc-
cun. — Pexxum noctyma : https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114
-spetsialnye-normativnye-dokumenty/380, cBoOoaHbI. — 3ariL. ¢ 9KpaHa.

4. Memoouueckue pekomernoayuu no pazpabomxke HOPMaTUBHBIX MPABOBBIX aKTOB, OIIPEIEIISI-
IOIIMX YTPO3bl 0€30IaCHOCTH NEPCOHANBHBIX JAHHBIX, aKTyaJbHBIE IPH 00paboTKe mepco-
HaAJIbHBIX JAHHBIX B MHPOPMAIIMOHHBIX CUCTEMAaX MEePCOHANBHBIX JAHHBIX, IKCIUTYaTUPYEMBbIX
IIPU OCYILECTBICHUH COOTBETCTBYIOIIUX BUJIOB JCSITEIBHOCTH. Y TBEP)KICHBI PYKOBOJICTBOM
8 Llentpa ®Cb Poccum ot 31 mapta 2015 roma Ne 149/7/2/6-432 [ DnextponHHBIH pecypc] /
OCTIK Poccun. — Pexxum noctymna: mo HepabouuM JIHSM, B TH000€ BpeMs TEKCT JOKYMEHTa
MO>KHO TOJTYYUTh Ha 1. Touty http://www.consultant.ru/document/cons_doc LAW 185051/,
CBOOOJHBIN. — 3ari. ¢ SKpaHa.

5. Pykosooswuii 0okymenm. ABTOMaTU3UPOBAHHBIC CUCTEMBI. 3aIUTa OT HECAHKITMOHUPOBAH-
HOTo AocTyna K nHpopmanmu. Knaccugpukarus aBToMaTu3upoOBaHHBIX CUCTEM U TPEOOBaHUS
1o 3anuTe nHhopMaIui. Y TBEPKIECHO pelieHneM npezaceaaresns ['ocyrapcTBeHHON TEXHH-
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yeckoil komuccuu npu Ipesunenre Poccuiickoit @eneparnuu ot 30 mapra 1992 r. [Onek-
TpoHHBIN pecypc] : Pexxum gocryna : https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/384-rukovodyashchij-
dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g, cBoGOAHBINA. —
3ari. ¢ 3KpaHa.

6. Pykosooswuii 0oxymenm. CpeacTBa BEIYUCIUTEILHON TEXHUKHU. 3alIATa OT HECAHKIIUOHUPO-
BaHHOTO JIocTyna K nHpopMaruu. [lokazarenu 3amumEHNHOCTH OT HECAHKIIMOHUPOBAHHOTO
JocTyTa K nHGopManuu. Y TBEPKICHO pelieHueM npejacenarens ['ocyaapcTBEHHON TeXHUYe-
ckoit komuccuu npu [Ipesnnente Poccuiickoit @enepanuu ot 30 mapra 1992 r. [DnexTpon-
HBIH pecypc] : Pexxum moctyma : https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/385-rukovodyashchij-
dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g2, cBo601HBI. —
3aru. ¢ 3KpaHa.

7. Pykosooswuii 0oxymernm. CpeAcTBa BEIYUCIUTEILHON TEXHUKU. MeXCEeTeBbIC SKpaHbI 3allln-
Ta OT HECAHKIMOHUPOBAHHOTO JOCTyMa K nHpopmanuu. [Tokazarenu 3amumEHHOCTH OT He-
CaHKLIMOHUPOBAHHOTO JOCTYyNa K MHPOpMAaIK. Y TBEpKICHO pelieHueM npezacenatens ['oc-
yZIapCTBEHHOU TexHUuecKoil komuccuu npu [Ipesunenre Poccuiickoit @enepanuu ot 25
utonis 1997 r. [DnexrponHsIii pecype] : Pexxum noctyna : https://fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/383-
rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-25-iyulya-1997-
g, CBOOOHBIN. — 3arJ. ¢ 3KpaHa.

JlonomHuTenbHbIC

8. Ilpuxasz @CTIK Poccuu ot 11.02.2013 Ne 17 «O06 yTBepkaeHUN TpeOOBAHUH O 3aIIUTE UH-
dbopmariu, He COCTaBIISAIONICH rOCYIapCTBEHHYIO TallHY, COJIEPKAIIECHCS B TOCY1apCTBEHHBIX
UH(POPMALIMOHHBIX CHCcTeMax» [ DNeKTpoHHBIN pecypc] : Pexxum nocryna :
https://fstec.ru/normotvorcheskaya/akty/53-prikazy/702, ceo0oaHbBIH. — 3ari. ¢ SKpaHa.

9. Pykogooswuii 00KymenT. 3alluTa OT HECAaHKIIMOHUPOBAHHOTO OCTYyMa K mHpopmaruu. Tep-
MHUHBI U OTIpeJIeTICHUs. Y TBEPKIEHO pelIeHueM npecenarens ['ocrexkomuccun Poccuu ot
30 mapra 1992 r. [OnexTpoHHbIN pecypce] : Pexxum nocryma : https://fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/386-
rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-
g3, cBOOOIHBIN. — 3aril. ¢ KpaHa.

10. Pyxosoosawuii 0okymenm. 3aluTa OT HECAHKIIHOHUPOBAHHOTO JOCTYIA K MH(POpMAIUH.
Yacts 1. [Iporpammuoe obecniedeHue cpenct 3amuTsl nHGopmanuu. Knaccudukanms mo
YPOBHIO KOHTPOJISI OTCYTCTBUS HEJICKIIAPUPOBAHHBIX BO3MOXKHOCTEH. Y TBEPKICHO PEIICHUEM
npencenarens ['ocynapcTBeHHOM TexHM4Yeckor komuccun npu [Ipesnnente Poccuiickoi ®e-
nepaunu ot 4 uroHs 1999 r. Ne 114. [OnextpoHnHbIii pecypc] : Pexxum nocryna :
https://fstec.ru/component/attachments/download/294 cBo6oaHbIHi. — 3ari. ¢ SkpaHa

1. Deodepanvhuiil 3akon «O06 nHDOpMany, THHOPMAITMOHHBIX TEXHOIOTHIX U O 3aIUTE
uHpopmarum» ot 27.07.2006 Ne 149-D3 (pexn. ot 19.07.2018). [DnekTponHsbIi pecypc] : Pe-
*uM noctyna : http://www.consultant.ru/document/cons_ doc LAW_ 61798/, cBoGoaHbIi1. —
3arii. ¢ ’KpaHa.

JIureparypa
OcHoBHas

1.I'so3aeBa B.A., UndopmaTuka, aBTOMaTU3HPOBAHHBIE HH(POPMAITMOHHBIE TEXHOJIOTHU U CUCTE-
Mbl: YueOnuk / M.:1J1 ®OPYM, HUL] UH®PA-M, 2015. - 544 c.

2.®enorosa E.JI. MadopMalimoHHble TEXHOJIOTUHA U CUCTEMBL: YuyeObHoe nocobue / M.: U] ©O-
PYM: HULI Undpa-M, 2013. - 352 c.

3.3aronckuii A.B. MHbopMmaoHHbIe TEXHOIOTHH: pa3paboTka MHPOPMALMOHHBIX MOJENEH U
cucrem: Yue6. moc. / M.: 11 PUOP: HUL] UH®PA-M, 2014 - 344c.

4.I'so3neBa B.A. MHbopMaTrka, aBTOMaTH3UPOBAHHBIE HH(POPMAIIMOHHBIE TEXHOJIOTUU U CHUCTE-
Mbl: YueOnuk / M.:MJl ®OPYM, HULL UHOPA-M, 2015. - 544 c.
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JomnonauTenpHas
I'puwuna H. B. Opranusanusi KOMITICKCHON cucTeMbl 3amuThl nHpopmaruu / H. B. I'pumm-
Ha. - M. : T'emmoc APB, 2007. - 254 c. : puc., Tabm. ; 20 cMm. - Dk3. Ne 541-08 c aBTOrp. aBT. -
bubnuorp.: c. 248-252 (45 nass.). - ISBN 978-5-85438-172-7 : 150.00.

6.2. Ilepeuenpb pecypcoB HHPOPMAITMOHHO-TEIIEKOMMYHUKAITMOHHOM ceTn « HTEepHETY.

1.

2.

OXPAHA . .ru. Poccuiickoe CMU o 6e3omacHocTH. [ DIeKTpOHHBIN pecypc] : Pexum nocryna :
https://oxpaha.ru/, cBoOoaHBIA. — 3ari. ¢ FKpaHa.

Sec.ru. [Topran mo 6e3omacHOCTH. [DIeKTPOHHBIN pecypc]| : Pexxum moctyna : http://sec.ru/,
HEo0X0uMa perucTparys. — 3ari. ¢ SKpaHa.

. bank dannvix yepo3z bezonacnocmu ungopmayuu. [Inekrponnsiit pecype] / ®CTIK Poccun,

DAY «'HUUU IIT3U ®CTIK Poccum» — Pexxum moctyma : http://sec.ru/, cBoOOIHBIN. —
3arn. ¢ skpana. Oyenka s¢hghexkmusnocmu cucteM 3amuTel HHPopMarwu // [DIeKTpOHHBIN
pecypc]: Pexum moctyma: http://infoprotect.net/note/ocenka_yeffektivnosti_sistem_zasccityi
informacii, cBOOOIHEBIN

. Buoeo ypoxu Cisco Packet Tracer. Kypc momnomoro 6oiima. [DnekTpoHHbIi pecypce] : Pexxum

JOCTyTa https://www.youtube.com/playlist?list=PLcDkQ2Au8aVNYsqGsxRQxYyQijlLa

94T9, cBoOOaHBIN. — 3aril. ¢ FKpaHa.

7. MaTtepuajibHO-TeXHUYECKOe o0ecredeHne JUCIUNINHBI

Jlnst MaTepuanbHO-TEXHHUECKOTO 00eCTIiedeHUs JUCITUTIIMHBI HEOOX0IMMO:
1) nyist IEKIIMOHHBIX 3aHATUM — JIGKIIMOHHBIA KJIACC C BUACONMPOEKTOPOM U KOMIIBIOTEPOM, Ha
KOTOPOM JIOJDKHO OBITh ycTaHOBJIEHO cienyrorniee [10:

Nent Haumenosanue 110 [IpousBogurens Crmioco0 pacrmpocrtpane-
/m HUSA (TUYeH3UOHHOe UTU
€80000H0 pacnpocmpa-
HslemMoe)
1 Microsoft Office 2010 Microsoft JIMLIEH3UOHHOE
2 Windows 10 Pro Microsoft JIUIEH3UOHHOE
3 Kaspersky Endpoint Security Kaspersky JIUTIEH3MOHHOE

2) nns MPaKTUYECKUX 3aHATUH — KOMIIBIOTEPHBIN Kilacc, 000pyIOBaHHBIM COBPEMEHHBIMH IEp-
COHAJIbHBIMM KOMIIBIOTEPAMU JUIsSl KaXI0ro cTyAeHTa. Ha koMnbroTepe TOKHBI ObITh YCTaHOB-

neno caexyroniee [10:

Nont Haunmenosanue 10 [IpousBoguTens Crnoco6 pacrpocTpane-
/m HUS (TUYyeH3UOHHOe Ul
Cc80000HO pacnpocmpa-
Hsemoe)
1 Microsoft Office 2010 Microsoft JIMLIEH3UOHHOE
2 Microsoft JIUIEH3UOHHOE
3 Kaspersky Endpoint Security Kaspersky JIUIEH3UOHHOE
4 Cisco Packet Tracer v.7.2 Cisco Systems YCJIOBHO CBOOOJTHOE

(HeoOXoaMMa perucrpa-
IS B CETEBOI aKkageMUU
Cisco)

5 VMware Workstation 15 Player u
BBIIIIC

VMware, Inc

cBOOOHOE

6 nnu VirtualBox 6.0

Oracle

cBOOOIHOE
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8. Obecnieyenne 00pa3oBaTeJLHOr0 Mpomecca A JHI €  OrPAHHYEHHBIMH
BO3MOKHOCTSIMH 3I0POBbSI 1 HHBAJIN/I0B

B xoze peanuzanuu IUCUUILTMHBI UCIIOJIB3YIOTCS CIEIYIOLIUE JOTOTHUTEIbHBIE METOIbI
00y4YeHHs, TeKYIEro KOHTPOJISI YCIIeBAeMOCTH M MPOMEKYTOYHOM aTTecTallui 00yUYaroluXCsl B
3aBUCHUMOCTH OT UX WHIUBUAYAIBHBIX OCOOCHHOCTEH:

® IS CIICIIBIX U CIa0OBUIAIINX:

— JIEKIIMM OOPMIIIOTCS. B BHJIE€ JIEKTPOHHOTO JOKYMEHTA, JOCTYIHOTO C MOMOIIbIO KOM-
IBIOTEPA CO CIIEUAIN3UPOBAHHBIM MPOTPAMMHBIM 00ECTICUCHUEM;

— NUCbMEHHBIC 33JaHMs BBIMOJHAIOTCA HA KOMIBIOTEPE CO CIEHUATU3UPOBAHHBIM IPO-
I'PaMMHBIM 00€CIIe4eHUEM, UK MOTYT ObITh 3aMEHEHBI YCTHBIM OTBETOM;

— obecreunBaeTCsl HHANBUIYaIbHOE paBHOMEPHOE ocBenieHue He MmeHee 300 Jrokc;

— ISl BBIMOJIHEHUS 3a/laHUsl TNPH  HEOOXOAMMOCTH TIPEAOCTABISAECTCS YBEIHMYMBAIOIICE
YCTPOMCTBO; BO3MOXKHO TaKKe UCIIOJIb30BAaHHE COOCTBEHHBIX YBETUUHMBAIOIINX YCTPOUCTB;

— MUChMEHHBIE 3a/1aHUS 0(OPMIISIOTCS YBEIIMYCHHBIM HIPU(TOM;

—3K3aMeH U 3au4€T IMPOBOJATCA B YCTHOW (pOopMe HIIM BBIIOJHSIOTCSA B MUCbMEHHOU dopme
Ha KOMIIBIOTEPE.

® JUIS TIYXHUX U CIa0O0CIBIIIAIINX:

— JIGKIIMM OQOPMIISIFOTCSI B BUJE AJIEKTPOHHOTO JIOKYMEHTa, JTUOO MpEeoCTaBisieTcs 3BYKO-
YCUJIMBAIOILAS aNlaparypa HHIUBUAYATLHOTO MOJIb30BAHNUS;

— MUChbMEHHbIE 3aJJaHKsI BBITTOJIHAIOTCS Ha KOMIIBIOTEPE B MUCbMEHHOU hopme;

—9K3aMEeH M 3a4€T MMPOBOJAATCS B MUCbMEHHOH (popMe Ha KOMIIbIOTEpPE; BO3MOXKHO IPOBEIE-
HUE B (popMe TECTUPOBAHHS.

e JUIs JIUL C HAPYIIEHUSIMH OTIOPHO-/IBUTATEJILHOTO amnmapaTra:

— JIeKUuu O(POPMIISIOTCS B BUJE JIEKTPOHHOTO JOKYMEHTA, JOCTYITHOTO C IOMOIIbIO KOM-
NBIOTEPA CO CINEMATU3NPOBAHHBIM POTPAMMHBIM 00ECIICUEHHUEM;

— IMCbMEHHBIE 33JaHMsI BBINOJHAIOTCA HA KOMIBIOTEPE CO CIEHUAIM3UPOBAHHBIM IIPO-
TPaMMHBIM 00€CTICeUCHUEM;

—9K3aMeH U 3a4€T MPOBOJATCS B YCTHOH (popMe MIIM BBIOJHSIOTCS B MHUCBMEHHOH (opme
Ha KOMIIBIOTEPE.

[Tpu HEOOXOIUMOCTH MpeyCMaTPUBACTCS YBETUUYEHUE BPEMEHHU JJIS TIOATOTOBKU OTBETA.

[Ipouenypa  mnpoBeneHHS  MPOMEXKYTOUYHOM  arrecTauu Uil  OOy4YaroIuXcs
YCTaHABIMBACTCS C Y4YETOM UX HMHIUBUAYAJIbHBIX IICUXO(PHU3MUECKUX OCOOEHHOCTEH.
[TpomexxyTouHast aTTecTalusi MOXKET MIPOBOIUTHCS B HECKOJIBKO ATAIOB.

[Tpu mpoBeneHNH TPOLEAYPHl OLECHUBAHUS PE3YIbTATOB OOYyUCHHsS MpEayCcMaTpHBAETCS
UCIIOJIb30BAaHME TEXHUYECKUX CPEACTB, HEOOXONMMBIX B CBSI3W C WHJIUMBUIYaJIbHBIMU
0COOCHHOCTSAMHU O00yYaroIuXcs. DTU CPEICTBA MOTYT OBITh HPEIOCTABICHBI YHUBEPCUTETOM,
WJIM MOTYT MCIIOJIb30BaThCSl COOCTBEHHBIE TEXHUYECKUE CPEICTBA.

[IpoBenenne mpomenypsl OICHHMBAHUS  PE3YJAbTaTOB  OOy4YEHHMs JIOMYCKaeTcs C
HCIIOJIb30BaHUEM JIMCTAHIIMOHHBIX 00pa30BaTeIbHBIX TEXHOIOTHH.

ObecneunBaeTcst AOCTYN K MH(POPMALMOHHBIM M OHOIMOrpaduyeckuM pecypcam B CETH
WnuTepHer ans kaxzaoro oOydaromierocs B (opMax, aJanTUPOBAHHBIX K OTPAHUYEHUSIM HX 3]10-
POBBSI U BOCIIPHUSTUS MHPOPMALTUU:

e JUIS CIENbIX U CIa00BUISIINX:

— B IIeYaTHOU (popMe YBEITUUCHHBIM MIPUDTOM;

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B (hopme ayauodaiina.

® Ui TIYXHX U cIa0O0CITBIIIANTHX:

— B 1e4aTtHoi (opme;

— B hopMe JIEKTPOHHOTO TOKYMEHTA.

e Ui 00yYaroIuXcs ¢ HAPYIICHUSIMHU OMOPHO-ABUTaTEIbHOTO arapara:
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— B 1e4aTtHoO# opme;
— B hopMe JIEKTPOHHOT'O IOKYMEHTA;
— B opme ayauodaiina.

VY4eOHble ayAUTOpUH IS BCEX BUAOB KOHTAKTHOM M CaMOCTOSITENIbHON paboOThl, HayuHas
OubnuoTeka W WHBIC TOMEIICHUS IJisi OOyYeHUs OCHAIICHBI CHEIHATLHBIM OO0OPYJOBaHHEM U
y4eOHBIMU MECTaMH C TEXHHUYECKUMHU CPEJICTBAMU O0yUEHUS:

® JUIS CIENBIX ¥ CTa0O0BUISIINX:

— YCTPOMCTBOM JIJIsl CKAaHUPOBaHUS 1 uTeHus ¢ kamepoid SARA CE;

— nuctuieem bpaiing PAC Mate 20;

— mpunTepoM bpaiins EmBraille ViewPlus;

® JUIS TIIYXUX U CIa0OCIBIIIAIINX:

— aBTOMAaTU3HPOBAHHBIM pa0OYMM MECTOM JJIS JIFOJICH C HApPYIICHHEM CIyXa U Cl1abOoCIbI-
HIanux;

— aKyCTUYECKUN YCUTTUTEINb U KOJIOHKH;

e U5 0O0YYarOMIMXCS C HAPYLIEHUSIMU OTIOPHO-/IBUTaTENILHOTO afrmapara:
— MEePEIBMKHBIMU, PETYJIUPYEMBIMU 3proHoMuyeckumMu napramu CU-1;
— KOMIIBIOTEPHON TEXHUKOH CO CHEIHATbHBIM MPOTPAMMHBIM 00€CTICUCHUEM.

9. MeroauvecKkue MaTepuaJibl

9.1. [Tnanel 1abOpaTOPHBIX 3aHATHHA — MpoBepka chopmupoBaHHOCTH KommereHimii — OITK-4,
I1K-11, IIK-12, [ICK-3.2

Tembl yueOHON TUCIUIUIMHEI IPEyCMATPUBAIOT MPOBEICHNUE MPAKTUYECKUX 3aHSATUH, KOTOPBIC

CIIy’KaT Kak IeJIIM TEKYIIEro U MPOMEXYTOYHOTO KOHTPOJISL OJTOTOBKU CTYJEHTOB, TaK U Iie-

JSIM TIOJTYYEHUSI TPAKTUYECKUX HABBIKOB MPUMEHEHUsS METOAOB BBIPAOOTKU PEIICHUM, 3aKper-

JICHUS] U3YYEHHOT'0 MaTepHualia, pa3BUTHUsS YMEHUN, MPUOOPETEHUS OTbITa PEIIEHUS! KOHKPETHBIX

npo0sieM, BEIEHUsl TUCKYCCHI, apryMEHTAIlMH W 3alluThl BHIOpaHHOTO pemieHus. [lomorns B

9TOM OKa3bIBAIOT 3a/IaHUs Ul MPAKTUYECKUX 3aHATHIH, BblAaBaeMble IPEroaaBaTeeM Ha Kax-

JIOM 3aHSATHH.

Heabio 1a00paTOpHBIX 3aHATHI SBJISETCS 3aKpEeIUIEHHE TEOPETUUECKOro MaTepralia u npuoope-

TEHUE TPAKTHUYECKUX HABBIKOB PAOOTHI C COOTBETCTBYIOIIUM OOOPYIOBAHUEM, MPOTPAMMHBIM

oOecrieueHreM U HOPMATHUBHBIMU MTPABOBBIMU JTOKYMEHTAMH.

TemaTtuka 1a00paTOPHBIX 3aHATUN COOTBETCTBYET MPOrPaMMe JUCIHUILTHHBL.

Jlabopamopnoe 3anamue 1 (6 u) — nposepka cipopmuposannocmu komnemenyuit — OINK-4,

IICK-3.2

3aganus:

1. [Ipoananu3upoBaTh yrpo3sl 6e3omnacHoctu AC opraHu3aiuu.

2. Pa3paborarb MOJENh YIPO3 MO MPEIIOKEHHON PopMe ¢ yuETOM HOPMATUBHBIX JOKYMEHTOB
OCTIK.

3. Pa3paboraTe MOAENb HAPYIIUTEIS

VYka3aHus M0 BBINOJHEHUIO 3aJaHUN:

1. M3yuuTh TeOpeTUUECKUA MaTepran no teme, HopmatuBHbie 10KyMeHTHl @CTIOK Poccun.

2. IlpenonaBaTeneM BbIIAETCS CTPYKTypa aBTOMATU3UPOBAHHONW CUCTEMBI OpraHU3aLu1

3. OTBeTUTH HA TEOPETUUYECKHE BOIIPOCHI B KOHIIE MTPAKTUYECKOTO 3aHATUS

Cnucoxk nurepaTypsl:

1. ba3oBas Mozenb yrpo3 0€30MacHOCTH MEPCOHANIBHBIX TAHHBIX MPU WX 00paboTke B HHPOP-
MalMOHHBIX CUCTEMAaX MEPCOHANIbHBIX TaHHBIX. Y TBEPXKIEHA 3aMECTUTENIEM IUPEKTOpa
OCTIK Poccun 15 depans 2008 . [Dnekrponnsiii pecype] / ®CTIK Poccun. — Pexum
nocrymna : https://fstec.ru/component/attachments/download/289, ceoboanbIit. — 3ari. ¢ 3kpa-
Ha.

2. Metoauka omnpeieNieH!s aKkTyallbHBIX yIrPpo3 0€30MacHOCTH MEePCOHANBHBIX JaHHBIX MTPH UX
00paboTke B MHGOPMAIIMOHHBIX CUCTEMaX MEPCOHANBHBIX JaHHBIX. Y TBEpPXKJIeHA 3aMeCTUTe-
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aem aupektopa PCTIK Poccun 14 despains 2008 r. [Dnextponnsiii pecypc] / @CTIK Poc-
cun. — Pexxum noctyma : https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114
-spetsialnye-normativnye-dokumenty/380, cBoOoaHbI. — 3arL. ¢ 9KpaHa.

MarepuanbHO-TEXHUYECKOE 00ecTIeyeHHEe 3aHsATHS:

1. Kommbrotrepsl mo konmuyecTBy oOyuatomuxcsi ¢ paspépuHyror OC Windows 10 Pro u
Microsoft Office 2010.

Jlabopamopnoe 3anamue 2 (6 u.) — nposepka chopmuposannocmu komnemenyuit — I1K-11,

IIK-12

3agaHus:

1. Pa3paboTka moauTuku 0€30MacCHOCTH KOMITAHHH.

2. AnvunuctpupoBanue B OC Windows.

3. AnmunuctpupoBanue B OC Windows Server.

VYka3aHus 0 BBINOJHEHUIO 3aJaHUM:

1. M3yuuTh TEOpETUUECKUI MAaTEpHaI IO TEME.

2. Pa3BepHyTb Ha BUPTyalIbHOI MammHe onepaunonHslie cucrembl Windows u Windows Server.

3. IlpenoxaBarens BBIIAET KaXKAOMY CTYIEHTY OpraHU3alMOHHO-IITATHYIO CTPYKTYPY (GUPMBI U
npoctpancTBo [P-anpecoB st paboTEhI.

4. OTBETUTH HA TEOPETUUYECKUE BOMPOCHI B KOHIIE MPAKTUYECKOTO 3aHITHS

Cnucoxk nurepaTypsl:

1. ll]eenos A.JO. 3amurta nHGOpMaIIUKA: OCHOBBI TEOPHH : YUCOHHUK JjIs OakamaBpraTa U Maru-
crpatypsl / A. 1O. llernos, K. A. Hlernos. — M. : U3natensctBo FOpaiit, 2019. — 309 c. —
(Cepus : bakamaBp u maructp. Akagemudeckuid kypc). — ISBN 978-5-534-04732-5. [Dnek-
TPOHHBIA pecypc] : Pexxum goctyma : https://www.biblio-online.ru/book/zaschita-informacii-
osnovy-teorii-433715, cBoOOTHBII

2. llanveun B.@. KommiekcHas 3amuTa HHGOpMAIMK B KOPIIOPATHBHBIX CUCTEMaX : y4el. mo-
coobue / B.®. lllanbrun. — M. : U]l «®OPYM» : UTHOPA-M, 2017. — 592 c. — (Briciiee 06-
pa3oBanue: bakanaBpuar). - Pexxum nocryna: http://znanium.com/catalog/product/546679

MartepuanbHO-TEXHUYECKOE 0OecTieyeHHe 3aHsTHS:

1. KommbroTeps! o koauuecTBy o0ydaromuxcs ¢ pazpépayroit Windows 10 Pro u Microsoft
Office 2010, Buptyanbaoii Mamunoit VMPlayer.

Jlabopamopnoe 3anamue 3 (4 u.) — nposepka cgpopmuposannocmu komnemenyuit — I1K-11,

IIK-12

3agaHus:

1. Pabora c mexcereBbiM 3kpaHoM Cisco ASA.

2. AIMUHUCTPUpPOBaAHKE MEKCETEBbIX 3KpaHoB B mporpamme Cisco Packet Tracer.

VYKa3zaHus 110 BBLITOJIHEHUIO 3aJaHUN:

1. M3y4nuTh TEOpEeTUUECKHUI1 MaTepHral 1o TEME.

2. BeIDomHUTE 3amaHus.

3. OTBeTUTH HAa TEOPETUUECKHE BOIIPOCH! B KOHIIE MPAKTUYECKOTO 3aHATHUS

CHIuCOK JIUTepaTyphI:

[IpuBenén B n. 6 nannoi PIT/]

MarepuanbHO-TEXHUYECKOE 0OecTIeyeHHEe 3aHsATHS:

1. Kommbrotepsl o konmuecTBy oOydvaromuxcs ¢ pa3pépayroi Windows 10 Pro u Microsoft
Office 2010, Cisco Packet Tracer.

Jlabopamopnoe 3anamue 4 (6 u.) — npoeepka cghopmuposannocmu komnemenyuit — I1K-11,

IIK-12

3agaHus:

1. Co3gate VPN-kaHan Mexay GpunraiaMu U EHTPaTbHBIM O(pHCOM.

2. Hactpouts nentp aBropusanuu AAA.

VYKa3zaHus 10 BBLITOJIHEHUIO 3aJaHUN:

1. ITpenogaBaTenp BBIIAET KaXAOMY CTYIEHTY apECHOE MIPOCTPAHCTBO YaCTHBIX CETEH U aJpe-
COB «IIpOBaMiepar.
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2. OTBETHTH Ha TEOPETUIECKUE BOTIPOCHI B KOHIIC PAKTHYECKOTO 3aHSATHS

CHuCOK JIUTepaTyphl:

1. Buoeo ypoxu Cisco Packet Tracer. Kypc momnonoro 6oiina. [DnekTponssiii pecypc] : Pexum
noctyna :  https://www.youtube.com/playlist?list=PLcDkQ2Au8aVNYsqGsxRQxYyQijlLa
94T9, cBobOAHBI. — 3ari. ¢ 3KpaHa.

MarepuaabHO-TEXHHUECKOE 00ECTICYCHNE 3aHATHS:

1. KommbroTeps! o KoJauuecTBy o0ydaromuxcs ¢ pazsépayroit ndows 10 Pro u Microsoft
Office 2010, Cisco Packet Tracer.

ITo pe3ynbraTam 1a00paTOPHOIO 3aHATHUS O0YUAIOIIHUECS COCTABISAIOT OTYET, CTPYKTypa KOTOPO-
ro npezacraBieHa Hike. OTYET COCTABISACTCS B AJIEKTPOHHON (hopMe ¢ UcTonb30BaHueM MS
Office 2007 u BpIIIe U epea€Tcs MPETO1aBaTEIO0 TTOCPEICTBOM OTOBOPEHHOU (DOPMBI CBSI3H
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Ilpunoocenue 1
AHHOTALIUA AUCHUITJIINHBI

Jucunmmaa «MHGOpMaIMOHHBIE TEXHOJIOTUH. AJIMUHUCTPUPOBAHUE IOJICUCTEM 3aIUThl WH-
dopmanun» peanusyercs Ha ¢akynprere NHOPMAMOHHBIX CUCTEM M 0€30MacCHOCTH JUISl CTY-
JICHTOB 3-T0 Kypca, 00yJaromuxcsi o IporpaMMe OakaraBpuara 1o HalpaBJICHHIO MTOATOTOBKH
10.03.01 Uudopmammonnas 6ezonacHocTh (poduis moarotroBku — Ne 3 KomrekcHas 3ammra
00bekTOB MHGOpMaTH3aIUN) Kadeapoil KOMITJIEKCHON 3aIuThl HH(GOPMAIIHIH.

Llens AMCHUIIIMHBL O3HAKOMJIEHHE CTYJCHTOB C METOJaMH (OPMHUPOBAHUS KOMILICKCHOW CH-
CTeMbl HH(POPMALIMOHHOM 0€30MacHOCTH; OBJIQJICHUE METOJaMH IPOSKTHUPOBAHUS U TOIIEPKKU
JKU3HEHHOTO IHMKJIa CUCTeM WH(OPMAIMOHHOW 0e30macHOCTH, (POPMUPOBAHHE MPAKTHUICCKUX
HaBBIKOB [0 YIPABJICHUIO M aIMUHUCTPUPOBAHUIO KaK OTJCIbHBIMU KOMIIOHEHTaMH, TaK M MOJ-
CHCTEMOM 3aIIUTHl HH(GOPMANNHU B LIEJTOM, a TaKXKe 10 pa3pabOTKe W BHEAPECHUIO MPEATIOKCHUH
110 ONITUMH3AIMH KOMIIJIEKCa CPEJICTB 3aIIUTHI HHPOPMALIUH.

3amgaun: paccMOTpeHne 0a30BBIX MOHATHH B 00JACTH KU3HEHHOTO IUKJIA MOACHCTEMBI 3aIUTHI
UH(OPMALIMH; FIEMEHTHI MPOSKTUPOBAHMS TOJCUCTEMBI 3alUTH HH(POPMAIIUHU, pa3padoTKa MO-
JIeTT YTPO3 M MOJICNIM HApYIINTENs], TIOCTPOCHUE U MOCIEAYIOIasi KCILTyaTalisl MOCUCTEMBI
3alIUTHl HPOPMALIUU ¢ YYETOM ITUX MOJIENEH; ONpeAeTIeHUs MPUHIMIIOB aJMUHUCTPUPOBAHUS
HOACHUCTEMBI 3alINTHl MH(OpPMALNH, 30HB OTBETCTBEHHOCTH M O0S3aHHOCTEH aJMHHHUCTpaTopa
UH(POPMALMOHHON Oe3omacHOCTH; (HOPMUPOBAHUE MOHUMAHHS CIOKHOCTH 3314l MHTETpalluu
HOJCHCTEMBI 3aIIUTHI HHYOPMALMOHHON 0€3011aCHOCTH B MH(OPMAIIMOHHYIO CUCTEMY M aIMU-
HUCTpHUpOBaHus e€ 6e3 yuiepoa s 1eneBor GyHKIIMHA CUCTEMBI.

JucnumnivHa HampaBieHa Ha GOPMHUPOBAHHE CISAYIONTINX KOMITETEHITHIA:

e OIIK-4 — crmocoOHOCTh MOHWMATh 3HAYCHHE WH(POPMAIMH B PA3BUTUH COBPEMEHHOTO
o01ecTBa, MPUMEHITh WH(POPMAIMOHHBIE TEXHOJOTHUU IS MOWCKa U 00pabOTKH HH-
dbopmanun

e JICK-3.2 — cnocoOHOCTH (POpMHUPOBATH TMPEUIOKEHUS TIO ONTHUMH3AIUNA KOMIUICKCA
TEXHUYECKHX CPEJICTB, MPUMEHSEMBIX B (DYHKIIMOHAIBHOM IPOIECCe 3allUIIaeMOro
00BeKTa C 1epl0 o0ecreueHus ero HH(PpOpMaIMOHHON 0€30MaCHOCTH M OCYIIECTBIATH
TEXHUKO-IKOHOMHYECKOE 00OCHOBAHUE MPEJIaraeMbIX Mep 3aIlHTHI.

e JIK-3 — crmocoOHOCTh aAMHUHUCTPUPOBATH MOJCUCTEMBI MH(POPMAIIMOHHON Oe30macHo-
CTH 00BbEKTa 3allUTHI.

e [IK-11 — cnocoGHOCTh MPOBOAMUTH HKCHEPUMEHTHI 10 33J1aHHONW METOAMKE, 00paboTKY,
OILICHKY TIOTPEIIHOCTH U JOCTOBEPHOCTH UX PE3YJIHTaTOB

e JIK-12 — cmocoOHOCTh MPUHUMATH YYaCTUE B MIPOBEACHUHU SKCIEPUMEHTATBHBIX HCCIIE-
JIOBAaHUM CHUCTEMBI 3aLIUTHI HTHOPMAITUU

B pe3ynbrare ocBoeHUS AUCIUIIITUHBI 00YYaIONUICS JTOTKEH:

3HaTh COCTaB IMOJCHUCTEM 3aIIUTHl HHPOPMAIUH, TPUHIMIBI UX (QYHKIIMOHUPOBAHUS U OCOOEH-
HOCTHU PabOTHl C HUMHU; METOAOJIOTHYECKHE U TEXHOJIOTHMUYECKUE MPUHIUIBI (DOPMHUPOBAHUS U
9KCILTyaTalluu TMOACHCTEMbI 3allUThl MHPOpMAIMK WH(GOPMALMOHHONW CHUCTEMBI; TpeOOBaHMUS,
peIbsIBIsSEMbIE K MOJCUCTEME 3alUThl HHPOPMAIIMA B HOPMATHBHO-METOUYECKON TOKYMEH-
TaIuU, METObI U CIIOCOOBI aIMUHUCTPUPOBAHHUS MTOJACUCTEMBI 3aIIUTH HHPOPMAIIHN; METOTUKN
OIICHKU HAA&KHOCTU ©€ (DYHKIIMOHHPOBAHUS; METOBI MPOBEPKH PabOTOCIIOCOOHOCTH IMOJCH-
CTEM 3aIuT WHPOpMAIIUH.

YMeTh OCYIIECTBISITh BEIOOP U HACTPOWKY MOJCUCTEM 3aIUTHI HHPOPMAITUU B COOTBETCTBUU C
peliaeMbIMH 3a7lauaMi, MPOBOJUTH OLEHKY HAIA&KHOCTH MX (DYHKIMOHHPOBAHUS; BBIMOIHSITDH
IUTAHUPOBAHKUE BHEIPEHUsS, BHEAPEHUE U JKCIUTyaTAllMIO CPEJICTB 3allUThl MHPOPMAIUU KaK
BCTPOEHHBIX B OOIIECHCTEMHOE U MPUKIAAHOE MPOrpaMMHOE OOeCrieueHre, TaK U CIeIHallu31-
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POBaHHBIX HAJIOXEHHBIX; YY4aCTBOBaTh B pa3paboTKe Mojenel yrpo3 W HapyIIUTEeNeH, YUuThI-
BaTh IMOJIOKEHUST MOZICTICH MTPH aJ]MHHUACTPUPOBAHIH KOMIUIEKCA CPEICTB 3alIUThl HH)OPMAIIHH;
BBIIOJHATL IJIAHUPOBAHUC BHCAPCHUA, BHCAPCHUC U SKCILTyaTallUIO CPCACTB 3allUTLI I/IHq)Op-
MalMi KaK BCTPOCHHBIX B OOIECHCTEMHOE M TPHUKIIAIHOE MPOTrpaMMHOE oOecrieueHue, Tak U
CTHELUATU3UPOBAHHBIX HAJI0XKECHHBIX; BBIMOIHATH MPOBEPKY (PYHKIMOHUPOBAHUS IOACUCTEM
3amuTHl HTHGOPMAITHH.

Brnaners HaBbIKAMU YCTaHOBKH, HACTPOWKM M aIMUHUCTPUPOBAHUS MOJICUCTEM 3aLUTHI HH(POP-
MaIllfH, & TaK)Ke MOACPHHU3AIMHA KOMIUIEKCA CPENICTB 3alIUThl HHPOPMAIIUH; YIIPABICHHS COMPSI-
KEHHEM M COBMECTHOM JKCIUTyaTalueil pa3HOPOJHBIX CPEICTB 3allUThl MHPOPMALIMHU; HABbIKA-
MH TECTHPOBaHUSI U OIEHKH 3()(PEKTUBHOCTH pabOTHI MOJCUCTEM 3alIUThl HHGOPMAITUH JTOKY-
MCHTAJIbHOT'O COIPOBOXKACHU A HeﬁCTBHﬁ IO 3KCITyaTalu U aAMUHUCTPHUPOBAHUIO KOMIIJICKCA
CPEACTB 3alUThI HH()OPMAIIHH.

[o nqucuuMHe MpeaycMOTpeHa MPOMEXKYTOYHAsI aTTecTalus B popme 3K3aMeHa.

OO0mast TpyA0EMKOCTh OCBOCHHUS AUCIUIUINHBI COCTABIISICT 3 3a4ETHBIX €TUHHUIIBI.
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Ilpunoscenue 2

JIUCT U3MEHEHUN
No | Texkcr akTyanuzamnuu uinu npunaraeMbii K PITJ] mokymeHT, Hara Ne nipoto-
COZIEpIKAIINI U3MEHEHHUS KoJ1a
1 | Obnosnen cocmas npoepammnoeo ovecneuenus (I110), co- 29.06.2017 a. 10
8pemenHbIX npogheccuonanvuvix 6az oannvix (B/]) u un-
dopmayuonno-cnpasounwvie cucmem (MCC)
2 | ObHnosnena cmpykmypa Oucyuniunsl (MoOyis) 01s OYHOU 26.06.2018 a. 11
dopmwi 006yuenus (2018 2.)
3 | Obnosnena ocnosnas u donornumenvras aumepamypa 26.06.2018 2. 11
4 Obnoesnenue pazoena 9. Memoouueckue mamepuanvl 26.06.2018 2. 11
5 | Obnosnen cocmas npoepammnozo obecneuenus (I10), co- 26.06.2018 a. 11
8peMeHHbIX NpogeccuonanvHvlx 6az oanuwix (B/]) u un-
dopmayuonno-cnpasounvie cucmem (MCC)
6 | ObHoseHa OCHOBHAS U OONOJIHUMENLHASL TUMepPamypa 29.08.2019 a. 1
7 | Obnosnen cocmas npocpammnoeo ovecnevenus (I110), co- 29.08.2019 a. 1
8pemenHbIX npogheccuonanvuvix 6az oannvix (B/]) u un-
dopmayuonno-cnpasounvie cucmem (MCC)
8 | ObHosnena cmpykxmypa oucyuniunsl (Mo0ys) 05l O4HOU 23.06.2020 14
dopmwi 006yuenus (2020 2.)
9 | ObHnosnena ochosHas u OonoaHUMeNbHASL TUMePAmypa 23.06.2020 14
10 | Obnosnen pazoen n.4 ObpazosamenbHvle MexXHOIO2UU 23.06.2020 14
11 | ObHosnen cocmas npoepammnozo obecneuenus (I10), co- 23.06.2020 14
8peMeHHbIX NpogeccuonatvHvlx 6az oanuwix (B/]) u un-
dopmayuonno-cnpasounvie cucmem (MCC)




24

[Tpunoxenue 1
K JINCTY U3MEHEHU U

1. CocraB nporpammHuoro oboecnedenus (I10), coBpeMeHHbIX PodeccHOHATIBLHBIX 043 T1aH-

HbIX (b/1) 1 undpopmannonno-cnpaBounsnie cucrem (MCC) (2017 r.)

Ilepeyens 11O
Tabauya 1
Neri/mm Haumenosanue [10 [TpousBonutens | Crocol pacpocTpaHeHUs
(ruyensuonnoe unu c60600-
HO pacnpocmpansemoe)
1 MicrosoftOffice 2013 Microsoft JIMIEH3UOHHOE
2 Windows XP Microsoft JIMLIEH3UOHHOE
3 KasperskyEndpointSecurity Kaspersky JIUTIICH3UOHHOE
4 OC «Anbt O6pazoBanue» 8§ 00O «bazanbT | JULEH3UOHHOE
CIIO
IMepeuens Bl u UCC
Tabauya 2
Neni/m HaumenoBanue
1 Mexnynapoanasie pedepaTuBHbIe HaykomeTpuueckue bJl, noctymHsie B paMmkax

HaIIMOHAJILHOM nmoamucku B 2017 T.

Web of Science
Scopus
2 [Tpodeccuonanpubie momHOTEKCTOBBIE B/, TOCTYITHBIE B paMKax HAIMOHAITBHOU
noamucku B 2017 T.
Kypnansr Oxford University Press
3 KoMnbroTepHble ClIpaBOYHBIE TIPABOBBIE CHCTEMBI
Koncynperant Ilmtoc,
I'apant
CocraBurernb:

K.T.H. [[.A. MuTromua
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[Tpunoxenue 2
K JINCTY U3MEHEHU U

2. O0HOBJIEHHE CTPYKTYPbI AUCUUIIJIMHBI (MOIYJIs1) AJIs1 04HOM (popmbl 00yueHus (2018 r.)

CrpyKkTypa AMCHMILUIMHBI (MOLYJIs1) AJIs1 04HOM (opMBbI 00yUeHHsI

OO6mmas Tpym0EMKOCTh JUCIIUIUIMHEI cocTaBisseT 3 3.e., 108 4., B TOM 4nciie KOHTaKTHas paboTa
oOyyaromuxcs ¢ npenojasareneM 42 4., MpoMeKyToyHas aTrectauust 18 .,

camocTosiITelbHas paboTa o0yvarommuxcsi 48 .

Bunsl yueOHoI paboThI

(B uacax) DopmBbI TEKyIIE-
KOHTaKTHAasI . 1o KOHTPOTIS
No Pa3nen mucrmiuim- g % - E % YCIIEBa€MOCTH,
/i HbI/TEMBI § 2 a S % g dopma ipome-
&l < | §|E « S 59 £ S | KyTouHOi aTTe-
S| 5 | E|EE 5E|z5 | &% cTanmu
505 |3 £E5 82|85 | ¢
ORI (I = =~ o
1 Mecmo u ponv noocu- |6 |2 4 Ompoc.
cmembl 3auumsl UH-
Gopmayuu 6 cospe-
MEHHBIX UHGOpMayU-
OHHBIX CUCTEMAX
2 Yeposwi bezonacho- 6 (2 5 Ormpoc.
cmu UHGopmayuoH-
HOUL cucmembl
3 | Mooenwv yepo3 u mo- 6 (2 5 Ormpoc.
oelb Hapyuiumens
4 Cywnocmov aomunu- 6 |4 5 Ormpoc.
CMPUPOBAHLSL
5 Ocnoevl mexnonoeuu |6 |2 5 Ormpoc.
BUPMYATbHBIX 3AUjU-
wéHnovlx cemeul VPN
6 3awuma na xanano- 6 |4 5 Ompoc.
HOM, CeaHCO80OM U ce-
megom yposHsix. Ac-
NeKmbl 3auumul 6eo-
nopmanog
7 | AOmunucmpuposanue |6 |2 5 Ormpoc.
MedHccemesblX IKPAHO8
8 | Oyenka s3¢pghexmus- 6 |2 5 Ompoc.
HOCMU U HAOEHCHOCMU
@yHKYUOHUPOBAHUSL
noocucmembvl 3auyumol
ungopmayuu
9 IIpakmuueckue 3ans- | 6 6 OT4éT 0 mpakTu-
mus 1. Pazpabomka YECKOM 3aHATHH
Mooenu yepo3 u Hap)y-
wumerns
10 | I/lpaxmuueckoe 3ansa- | 6 6 OT4éT 0 mpakTu-
mue 2. AOmuHucmpu- YECKOM 3aHSITUU
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POBaHUEe BCMPOECHHBIX
cucmem sawumst OC
Windows u Windows
Server

11 | IIpaxmuueckoe 3ans- 4 Otuér 0 npakTu-
mue 3. Hacmpoiixa YECKOM 3aHSITUU
MedHccemesblX IKPAHO8

12 | Ilpakmuueckoe 3aHs- 6 9 Otuér o npakTu-
mue 4. Co30anue YECKOM 3aHSITUU
VPN-kanana.

K3 18 9K3ameH no ou-
aemam
UTOTO: 20 22 18 48




3.00HO0BJIeHNE€ OCHOBHOM U JONOJHHUTEILHOM JuTepatypsl (2018 r.)

B paznen 6. YueObHOo-MeToqu4ecKoe M HHGOPMAIIMOHHOE 00€CTICUeHUE TUCITUTIITUHBI BHOCSTCS
CIIETYIOIINE U3MECHCHUS:

Hononuute pazaen Ocrosuas tumepamypa

3awuma ungopmayuu : yaeo. nocodue / A.I1. XKyxk, E.IL. Kyk, O.M. Jlenemkun, A.U.
TumonrkuH. — 2-¢ uzn. — Mocksa : PUOP : UH®PA-M, 2018. — 392 c. — (Beicmiee o6pa3oBanue:
bakanaBpuat; Marucrparypa). — https://doi.org/10.12737/4868. -- TekcT : 2IeKTPOHHBIH. —
URL: https://new.znanium.com/catalog/product/937469

4.00H0BIeHHe pa3esa 9. MeToanyeckue MaTepuabl
B paznen 9 BHecTH crenyromme n3MeHEHHUS.
3aMEHUTh IMPOU3BOAHBIC CJIOBA OT CJIOBA «na6opaT0prH‘/’1» Ha COOTBCTCTBYIOIINUEC TPOU3BOJHBIC
CJIOBA OT CJIOBA «IIPAKTUYECKUID.

5.CocraB nporpammuoro odecnedennsi (I10), coBpemeHHBbIX NpodecCHOHANBbHBIX 0a3
nanHbIxX (b/1) u undopmanuonno-cnpasounbie cucrem (MCC) (2018 r.)

1. Ilepeuens 110
Tabnuya 1
Nent Haumenosanue [10 [TpouzBonutens | Crocol pacpocTpaHeHUs
/i (ruyensuonnoe unu c60600-

HO pacnpocmpaHsiemoe)
1 Adobe Master Collection CS4 Adobe JIMLEH3UOHHOE
2 Microsoft Office 2010 Microsoft JIMIIEH3UOHHOE
3 Windows 7 Pro Microsoft JIMLIEH3UOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOJTHO pacIpoCTpaHse-

MoOe
5 Archicad 21 Rus Student Graphisoft CBOOOJTHO pacIpoCTpaHse-
Moe
6 SPSS Statisctics 22 IBM JIMLIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JIMIIEH3UOHHOE
8 SPSS Statisctics 25 IBM JIMIIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JIALICH3UOHHOE
10 OC «AnwsT O6pazoBanue» 8 00O «ba3zaneT | IUIEH3UOHHOE
CIIO
11 Microsoft Office 2013 Microsoft JIMIIEH3UOHHOE
12 Windows 10 Pro Microsoft JIMIIEH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JUIEH3UOHHOE
2. Ilepeuens b1 u UCC
Tabnuya 2

Neri/in HanmenoBanwue

Web of Science
Scopus

MexnayHnaponnsie pedepaTuBHbIE HaykoMeTpudeckue bJl, mocTymHbple B pamMKkax
HaIIMOHAJILHOM moamucku B 2018 T.

[TpodeccuonanpHble MOTHOTEKCTOBBIE bJl, JOCTYIHBIE B paMKaxX HAIlMOHAJILHOU
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noanucku B 2018 r.
KypnansiCambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals
Kypuainsr Taylor and Francis
DJEeKTPOHHBIC U3JJaHNS U3JaTeNbCcTBa Springer

[Tpodeccuonanbubie MOTHOTEKCTOBBIC B/]
JSTOR
W3nanus no o01eCTBEHHBIM U TYMaHUTAPHBIM HayKaM

KomMmiproTepHble CripaBOYHBIE TIPABOBBIE CHCTEMBI
Koncynbrant Ilmoc,
l'apanT

CocraBuTenb:

K.T.H. [[.A. MuTromua
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ITpunoxxenue 3
K JINCTY U3MEHEHU U

6.0O0HOBNIEHNE OCHOBHOM M JIOTIOJHUTEILHOM uTepaTypsl (2019 1.)

1. B paznen 6. YueOHO-MeTOaMYECKOE ¥ HHPOPMAIIMOHHOE 00€CTIeUeHNEe TUCITUTIINHBI BHOCST-

CA CIICAYIOIINEC NU3MCHCHMU:

Hononuute pazaen Ocrosuas iumepamypa

l]ecnos, A. IO. 3amura uHGOpMauu: OCHOBBI TEOPUH : y4eOHUK I OakajaBpuaTra M Maru-
crpatypsl / A. 1O. Illernos, K. A. Hlernos. — Mocksa : M3narensctBo FOpaiit, 2019. — 309 c. —
(bakanmaBp u maructp. Axkagemudeckuii Kypc). — ISBN 978-5-534-04732-5. — TekcT : 31€KTpPOH-
Helii / OBC FOpaiir [caiiT]. — URL: https://www.biblio-online.ru/bcode/433715 (mara obparie-

Hus: 23.08.2019).

Ulanveun B.@. KommekcHast 3aniuTa HHPOPMALUU B KOPIIOPATUBHBIX CUCTEMax : y4el. 1moco-
oue / B.®. lllansrun. — Mockga : U] «®OPYM» : UHDPA-M, 2019. — 592 c. — (Bricmiee 06-

pa3oBaHue:

bakanaspuar). - Teker

https://new.znanium.com/catalog/product/996789

JJIEKTPOHHBIN. — URL:

7.Cocta nporpammuoro obecniederus (I10), coBpeMeHHBIX podeccuoHaIbHBIX 0a3 JaH-
Heix (B/1) u uapopmarmonno-crnpasounsie cuctem (MCC) (2019 1.)

[Iepeuens I1O
Nent Haumenoanue 10 [IpousBoaurens Crioco0 pacrmpoctpane-
/m HUSA (TUYeH3UOHHOe UTU
€80000HO pacnpocmpa-
HAEMOE)
1 Adobe Master Collection CS4 Adobe JIALICH3UOHHOE
2 Microsoft Office 2010 Microsoft JIMLIEH3UOHHOE
3 Windows 7 Pro Microsoft JIALICH3UOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOTHOpACIIPOCTPaHSI-
eMoe
5 Archicad 21 Rus Student Graphisoft CBOOOHO pacmpocTpa-
HIEMOE
6 SPSS Statisctics 22 IBM JIMIIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JIMIIEH3UOHHOE
8 SPSS Statisctics 25 IBM JIALICH3UOHHOE
9 Microsoft Office 2013 Microsoft JIMLIEH3UOHHOE
10 | OC «AnbT OGpazoBanue» 8 00O «bazanst CIIO | nuuieH3nOHHOE
11 Microsoft Office 2013 Microsoft JIMIIEH3UOHHOE
12 Windows 10 Pro Microsoft JIMLIEH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JULIEH3UOHHOE
14 Microsoft Office 2016 Microsoft JIMIIEH3UOHHOE
15 | Visual Studio 2019 Microsoft JINLICH3UOHHOE
16 Adobe Creative Cloud Adobe JIMIIEH3UOHHOE
Ilepeuens B/1 u NCC
Nerr HanmenoBanne
/i

1 | MexnyHapoanbie pedeparuBHbie HaykoMeTpuieckue b/, qoctynmHbie B paMkax Halu-
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OHaJILHOU moamucku B 2019 1.
Web of Science
Scopus

2 | Ilpodeccuonanbubie MosHOTEKCTOBBIE B/I, TocTymHbIE B paMKax HallMOHATIBHOM 1MO/1-
nucku B 2019 .

KypnansiCambridge University Press

ProQuest Dissertation & Theses Global

SAGE Journals

Kypnansr Taylor and Francis

3 | [Ipodeccrnonanbubie momHOTEKCTOBBIE B]]

JSTOR

W3 nanust mo oOmiecTBEHHBIM M TyMaHUTApHBIM HayKaM
OnekTponHas oubimoreka Grebennikon.ru

4 | KoMnbproTepHBIE CLIPABOYHBIE IPABOBHIE CHCTEMBI
Koncynperant Ilmroc,
l'apanT

CocTaBUTENb:

K.T.H. /. A. MuTromua
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[Tpunoxenue 4
K JINCTY U3MEHEHU U

8. O0HOBJIEHHME CTPYKTYPbI JAUCUHUIJIMHBI (MOIYJIs1) AJ1s1 04HOM (popmbl 00yueHus (2020 r.)

CrpykTypa AMCHMILVIMHBI (MOYJI5) AJIs1 04HOM (popMBbI 00yUeHust

OO6m1ast TpyA0€MKOCTh JUCITUTUTMHBI COCTABsET 3 3. €., 114 4., B TOM 4ucie KOHTaKTHAs

pabota oOywaromuxcs ¢ mpenojaBareneM 42 4., camocTosiTelnbHas pabora oOydarommxcs 54 4.

Bunpl yue6HO# paboThI
(B uacax) DopmBbI TEKyIIE-
KOHTaKTHas . 1o KOHTPOTIS
No Pa3nen mucrmiuim- g % o E % YCIIEBa€MOCTH,
n/m HBI/TEMBI § g é s % g dbopma ipome-
&l - | § |2 Ex |88 £ S | KyTouHOIi aTTe-
8| 5 |E EE gE|z5 | g¢ cTanmuu
5|8 |3 E5 52|83 |88
O 1B o ES=E8|F 8
1 Mecmo u ponv noocu- |6 |2 2 Ompoc.
cmembl 3auumsl UH-
dopmayuu 6 cospe-
MEHHbIX UHpOpMayU-
OHHBIX CUCEMAX
2 Yeposwi bezonacho- 6 (2 3 Ormpoc.
cmu UHGopmMayuoH-
HOUL cucmembl
3 | Mooenwv yepos u mo- 6 |2 3 Ompoc.
oenb Hapyuwiumers
4 Cywnocmos aomuHu- 6 |4 3 Ompoc.
CmMpuposanus
5 OcHosvl mexnonocuu | 6 |2 3 Ompoc.
BUPMYANTLHBIX 3AUjU-
wennovlx cemeti VPN
6 | 3awuma na kanane- 6 |4 3 Ormpoc.
HOM, CeaHco80M U ce-
mesom ypoeHsx. Ac-
nexmol 3aujumsl 6e0-
nopmanoe
7 | Aomunucmpuposanue |6 |2 3 Ompoc.
Medccemesblx IKPAHO8
8 | Oyenka s3¢pghexmus- 6 |2 3 Ompoc.
HOCMU U HAOEHCHOCMU
@yHKYUOHUPOBAHUSL
noocucmembl 3auyumol
ungopmayuu
9 IIpakmuueckue 3ans- | 6 6 5 OT4éT 0 mpakTu-
mus 1. Pazpabomka YECKOM 3aHATHH
MoOenu yepo3 u Hap)y-
wumerns
10 | I/lpaxmuueckoe 3ans- | 6 6 5 OT4éT 0 mpakTu-
mue 2. AOmuHucmpu- YECKOM 3aHSITUU
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PpOBaHUe 8CMPOEHHBIX
cucmem sawumst OC
Windows u Windows
Server

11 | Ilpaxmuuyeckoe 3ans- | 6 4 5 OT4éT 0 mpakTu-
mue 3. Hacmpoiixa YECKOM 3aHSITUU
MedHccemesblX IKPAHO8

12 | Ilpakmuueckoe 3ana- | 6 6 7 Otuér o npakTu-
mue 4. Cozoanue YECKOM 3aHSITUU
VPN-kanana.
oK3aAMEH 6 18 9 drzaen no ou-

aemam

UTOTO: 20 22 18 54

9. O0HOBJIEHHE OCHOBHOM M JI0MOJHUTEIbHOM JuTepatypsl (2020 r.)

B pazgen 6. YueOHOo-MeTOoAMUYeCKOe U MH(POPMAITMOHHOE O0ecreuyeHHue TUCIUTIITUHbI
BHOCATCA cnez[yloume N3MCHCHMUSI:

1. Jononuuts pazaen OcHOBHAas JUTepaTypa
[lernos, A. FO. 3amura uHDOpMAIIMK: OCHOBBI TEOPHH : YUYCOHUK I OakajgaBpuaTa M Maru-
crpatypsl / A. FO. llernos, K. A. llernoB. — Mocksa : M3parensctBo FOpaiit, 2020. — 309 c.
— (bakanaBp u maructp. Axkagemudeckuii Kypc). — ISBN 978-5-534-04732-5. — TekcT : amek-
tpouHblid // DBC IOpaiit [caiiT]. — URL: https://urait.ru/bcode/449285 (mata oOpareHus:
11.09.2020).

2. JlonosnHUTE pa3zaen JonoaHuTe/bHas JJUTEpaTypa
benoyc, A. U. Kubepopyxue n kubepoezonacHocTb. O CIOXKHBIX BEIIaxX MPOCTHIMU CJIOBAMHU :
monorpadus / A. U. benoyc, B. A. Conoayxa. — Mocksa ; Bonoraa : Undpa-Uuxenepus, 2020.
- 692 c¢. — ISBN 978-5-9729-0486-0. — Tekct : omektponsbii. — URL:
https://znanium.com/catalog/product/1167736 (nata o6pamenus: 11.09.2020). — Pexxum mocry-
1a: 1o MO/IHUCKE. .

10. B snement paboueit mporpammbl .4 OOpa3oBaTejibHbIe TEXHOJOTHH BHOCSTCS
CIIEYIOLNE U3MEHEHUS:

B nepuox BpeMEHHOro NpPHUOCTAHOBIEHHS MOCELIEHHsS] O0Y4aroIUMKCSA MOMEIEHUH U
tepputopun PITY. mis opranuzamuu y4eOHOro mporecca ¢ MPUMEHEHHEM 3JIEKTPOHHOTO
o0y4eHMs] M JAMCTAaHIMOHHBIX OOpPa30BaTENbHBIX TEXHOJIOTUH MOIYT OBITh HCIIOJIB30BaHbI
cleAyIonme o0pa3oBaTeNIbHbIE TEXHOIOTHHU:

— BUJICO-JICKIINH;

— OHJIAMH-JIEKLIUU B PEKUME PEATbHOI'O BPEMEHH;

— DJIEKTPOHHbIC Y4EOHUKH, yuyeOHbIe TOCOOUS, HayUHbIC U3[AHUS B SJIEKTPOHHOM BUJE U
JOCTYT K MHBIM 3JIEKTPOHHBIM 00pa30BaTEIbHBIM pPecypcam;

— CHCTEMBI JUISl DJIEKTPOHHOTO TECTUPOBAHMS,

— KOHCYJIBTALIUU C UCIIOJIb30BAHUEM TEJIEKOMMYHUKAIIUOHHBIX CPEJCTB.

11. B snement paboueii mporpammbl 7. MaTepuajibHO-TeXHHYeCKoe ofecrevyeHne
AUCHMIIIMHBI/MOYJISl BHOCATCS CIEYIOINE U3MEHEHUS:

Ilepeuens B/l u UCC
Neni/n Haumenosanue
1 MexnyHaponsele pedepaTuBHbIe HaykoMmeTrpudeckue bJl, moctymHele B paMkax
HalMoHaJILHOU nmoanucku B 2020 r.
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Web of Science
Scopus
2 [Ipodeccuonanpabie momHOTEKCTOBBIE bBJI, mOCTYmHBIE B paMkKax HaIMOHAIBHOU
noxamnucku B 2020 1.
Kypuaner Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals
Kypnans! Taylor and Francis
3 [TpodeccuonanpabIie TOTHOTEKCTOBBIE b/]
JSTOR
W3 nanust mo oO1iecTBEHHBIM ¥ TYMaHUTAPHBIM HayKaM
OnektponHas 6ubianoreka Grebennikon.ru
4 KomnbroTepHbie CripaBOYHBIE TPABOBBIE CUCTEMBI
Koncynprant Ilntoc,
I"apanT
Cocras nporpammuoro odecnedenus (I1O)
Nent Haumenoanue 10 [IpousBogurens Crmioco0 pacrpoctpane-
/m HUSA (TUYeH3UOHHOEe UTU
€80000H0 pacnpocmpa-
HslemMoe)
1 Adobe Master Collection CS4 Adobe JTUIICH3UOHHOE
2 Microsoft Office 2010 Microsoft JIUIIEH3UOHHOE
3 Windows 7 Pro Microsoft JIMLIEH3UOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOIHO pacrpocTpa-
HSIEMOE
5 Archicad 21 Rus Student Graphisoft CBOOOIHO pacrpocTpa-
HSIEMOE
6 SPSS Statisctics 22 IBM JIUIIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JIMLIEH3UOHHOE
8 SPSS Statisctics 25 IBM JINLIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JTUTICH3NOHHOE
10 OC «AnpT O6pazoBanue» 8 000 «bazanst CIIO | mUIIEH3UOHHOE
11 | Microsoft Office 2013 Microsoft JIUIIEH3UOHHOE
12 Windows 10 Pro Microsoft JIMLIEH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JUIEH3UOHHOE
14 Microsoft Office 2016 Microsoft JIMLIEH3UOHHOE
15 Visual Studio 2019 Microsoft JINLIEH3UOHHOE
16 | Adobe Creative Cloud Adobe JTUTICH3UOHHOE
17 Zoom Zoom JINIIEH3UOHHOE
CocraBurernb:
K.T.H. J.A. MuTrommHa




