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1. IlosicHUTENLHASA 3aNIHCKA
1.1. Ilens u 3a1a9M TUCIUTLIAHBI

Lenp TUCHUIIIIMHBI — TEOPETUUYECKOE U3YUCHHE U MTPAKTUYECKOE OCBOCHUE MTPUHIIUIIOB MTOCTPOE-
HUS U QYHKIIMOHUPOBAHUS COBPEMEHHBIX CETEeH U CHUCTEM Iepe/layu JTaHHBIX.

3ajaun JUCHUTIIINHBI:

— (QopmupoBaHue 3HaHHUI B 00J1acTU BHIOOpA, aHAJIM3a U MPUMEHEHUs CeTel U CUCTeM Iepesa-
YM JIaHHBIX;

— YSICHEHHE OCHOBHBIX MOHSATUH W ONpeNesIeHUul nepenayd MHGOpMaLUU, STAIOHHOW MOZENn
B3aMMOJICHCTBUSL OTKpPBITHIX cucteM (monenb ISO/OSI, moxens TCP/IP), apxuTekTypsl u
CPEJICTB B3aUMOJICHCTBHS IIPOLIECCOB B CETSAX;

— PacCMOTPEHHE COBPEMEHHBIX TEHICHIIMN Pa3BUTHUS CETEN CBS3H.

1.2. CDOpMI/IpyeMLIe KOMIICTCHIIUH, COOTHECEHHEBIE C IJIaHUPYEMBIMU pE3yJibTaTaMU O6y‘IeHI/I5{
10 JUCHHMITIIMHE:

Koawbi Conepxanue IlepeyeHb MIAHUPYEMBIX Pe3yJbTATOB
KOMIIeTEeHIUH | KOMIeTeH it 00y4eHHUsI MO AUCUUILINHE
OIIK-7 CIIOCOOHOCTh ~ OMPENENATh | 3HaTh: OCHOBHBIC HMPHUHIIMIIBI MOCTPOCHUS, apXH-

WH(POPMAIIMOHHBIE  Pecyp-
Chbl, MOJIEXKAIINE 3aLIUTE,
yrpo3bl 0€30MacHOCTH WH-
¢dopmanMu M BO3MOKHBIE
MyTH WX peanu3aliui Ha
OCHOBE aHaJN3a CTPYKTY-
pBl U coaepkaHusi UHOp-
MAaIMOHHBIX TPOLECCOB U
0coOeHHOCTEN  (yHKIMO-
HUPOBaHMsI 00BEKTa 3allH-
THI.

TEKTypy U Tomojoruto coBpemeHHbix JIBC, Tex-
nonoruu Ethernet (FastEthernet, GigabitEthernet),
TokenRing, FDDI-cranmaptsl, npuHOUIBL pado-
Thl, CPAaBHUTEJIbHbIE XapPAKTEPUCTUKHU, MPEUMYILE-
CTBa M HEJOCTAaTKU, OCHOBHBIE CPEJICTBA MOCTPOE-
Hus coBpemeHHbIX JIBC, knaccu¢ukanuu, BHYT-
PEHHIOIO apXUTEKTYpPY, PEKUMBI pabOThI, MPOTO-
KoJibl ceteBoro ypoBHs Mojenu ISO/OSI; mynbTu-
CEPBHCHBIE CETH, TEXHOJIOTMM Mepeaaun Trojioco-
Boro tpaduka VolP, IP-tenedonumu.

YMeTh: HacTpauBaTh 0a30Bble HACTPOUKHU CETEBBIX
YCTPOMCTB 2-r0 M 3-TO YpOBHS; OOHapyXHUBaTh
OIMOKM B HACTpPOMKE MapLIpyTU3AlUM; YMETh
II0JIB30BATHCS HAYYHO TEXHUYECKOW JINTEPATYpOI
B 00J1aCTH KOMITbIOTEPHBIX CETEH.

Bnaners: 6a30Boif TepMHHOJOTHEH MO AHUCIIH-
IUIMHE, HaBbIKAMHM HACTPOMKHM M SKCILTyaTal[uu
KOMMYHHKAIITHOHHOTO 000PYA0BaHMUS.

1.3. MecTo TUCIUIUTUHBI B CTPYKTYpe 00pa30BaTeIbHON MPOrpaMMbl

Huctummaa «CeTd U CHCTeMBI Tepenadyd MHQOpMAaIm) OTHOCUTCS K 0a30BOM uyacTH Oioka
JTUCIUIUIMH y4eOHOro IUIaHa.

st ocBOGHMSI TUCIUIUTMHBI HEOOXOAMMBI 3HAHUWS, YMEHUS W BIaJICHUSA, CHOPMUPOBAHHEBIE B
X04€ M3YUYCHHUA CIACAYIOINUX JUCHUIIINH U IMIPOXOXKIACHHUA IMPAKTHK! ((I/IH(i)OpMaHI/IOHHBIe TEXHO-
noruu. OmnepanmoHHbIE CUCTEMBI», «MaTreMaTuyecKue OCHOBBHI 3aluThl WHpopmanuny», «H-
q)OpMaHI/IOHHI)Ie IpoHeCChbl U CUCTEMBI. BrrancinurensHbIe ceTH.

B pesynbrare ocBOCHHS NUCHUIUIHHBI (DOPMUPYIOTCS 3HAHUS, YMEHUS U BIIaJIEHUSI, HEOOXOIH-
MBIC JUISI W3YYEHUS CICIYIOIMX JUCIHUILUIAH W MPOXOXACHUS MpakTuk: «HpopmannoHHbIE
TEXHOJIOTUH. AJIMUHUCTPHPOBAHUS MOACHUCTEM 3alIUThl MHpopManum», «bezomacHocTh mpo-
TPaMMHOTO o0ecIeueHus», «ATTecTanus 00bEKTOB HH(POPMATH3AITII.



2. CTpyKTYypa IMCHUILIMHBI

CTpyKTypa IMCUMIIMHBI 1JIS 04HOI opMbI 00yUeHM I

O6mas Tpy1o€MKOCTh AUCHMIUIMHEL cocTaBnsier 4 3.e., 144 4., B TOM YMCIIEe KOHTaKTHas paboTa
oOyJaromuxcs ¢ npenojasareneM 56 4., mpoMekyTouHas arrtectanus 18 4.,
caMoCTosTeNbHAs paboTa oOyJaromuxcs 70 .

Bunpl yueOHOM paboThI

(B yacax) ®opMBbI TEKY-
KOHTaKTHAas IIET0 KOHTPOJIS
No 9 9 L Z é yCIIEBaEMOCTH,
W Tembl AUCIHUIUTAHBL/ = £ 5 E 5 dbopma mpome-
. al 2 S ;n § S & | KYTOUHOH ar-
5| E| 2| 2| g8 ¢ £| 8 &| recrauun (no
21 g E| 3 =8 & s : = 5| cemecmpam)
S |28 8| S5|=g 0=
1 | Obwue nonwamusa cemeii. Mo-| 5 | 2 4 | Ompoc
oenv OSI/ISO, unxancynsayus
2 | Ilepeoauu cuenana uepes kaman | 5 | 2 4 8 | Ompoc, BbI-
C8A3U, puzuyecKull yposeHs. MIOJTHEHNE
MIPAKTUYECKOTO
3aJlaHus
3 | Kananvnuiii yposenv nepedauu 5 | 4 6 12 | Ompoc, BbI-
ungopmayuu MOJTHEHUE
MPAKTUIECKOTO
3aJlaHus
4 | Cemesoti yposens, popmam 5 | 4 8 12 | Ompoc, BbI-
3azonoexa npomokoaa IP, MOJTHEHUE
NPOMOKONbL MAPUWPYMUZAYUL MPAKTUIECKOTO
3aJlaHus
5 | Tpancnopmmuuwiii ypogews, npo- 5 | 4 6 10 | Ompoc, BbI-
moxonvt TCP u UDP TTOJTHEHUE
MPAKTUIECKOTO
3aJlaHus
6 | Paspewenue aopeca. [Ipomo- 5 |2 4 10 | Ompoc, BbI-
xoavt ARP, DNS. IIOJTHEHUE
MIPAKTUIECKOTO
3aJIaHus
7 | Ilpomokonvt npukiaonoco 5 |2 8 18 | Ompoc, BHI-
yposua. HTTP, FTP, noumosysle MOJIHEHUE
cepsucyl MIPAKTUIECKOTO
3a/laHus
9K3aMeH 5 18 9K3aMeH No
ounemam
UTOTO: 20 36 | 18 | 70




3. Conep:xkaHue THCHUTLTUHBI
Tema 1. Ocnoebl nocmpoenus cemeit

TenexoMMyHHKaMOHHBIE ceTH. Apxutekrypa. Coobmenue. Jlnausa u kanan nepenaun. Kommy-
Tauus KaHaioB. KommyTtanus nakeroB. MynbTUCEpBUCHBIE ceTH. Mapumpyrusanus. 3agadu
Mapupytuzanuu. Merpuka. MyJnbTUIUIEKCUPOBAHUE U IEMYJIbTUIIEKCUPOBaHUE. Buabl cereil.
OcuoBuble Mojenu cereit. Drtamonnas moaenb OSI/ISO. Eaunnna ganueix mportokona (PDU).
Mopnens TCP/IP. Muakancynsanus, nennkancyisnus. CpaBHeHue mozeneid. [IpoTokon nepenaun
JAHHBIX.

Tema 2. Ilepeoauu cucnana uepe3 Kanau ceA3u, huzuuecKuil ypoeeHs

Cpenpl nepepaun naHubeiXx. OpraHuzaluu Mo CTaHAapTH3anuu. MeaHble KaOeld, KaTeropuu.
Cranpapt noakitouenus TS68A u T568B. Ipsamoit u kpoccoBblii kabenb. KoHCONMbHBIN Kabelb.
Bonokonno-ontrueckue kabenu. MHOroMo1I0BbIe M OAHOMO/IOBbIE Kalenu. becnpoBoanas cpe-
na niepenaun ganabix. Cranmapt IEEE 802.11. Tomomoruu cereii. Jlorndeckue u (puU3U4eCKue
Torojorud. TEeXHOJOTHH JIOKaIbHBIX BbluncauTenbHbix ceredl (JIBC). Token Ring, FDDI,
Ethernet.

Tema 3. Kananouulit yposenv nepedauu ungopmayuu

Texuounorust Ethernet. ®opmar kaapa. Texuonorusst CSMA/CD. IlogypoBHH KaHAJIBHOTO ypOB-
Hs. Kommyratopel B jokanbHbix ceTsix. Ethernet-coBmectumbie texnomoruu. Kaapsr LAN u
WAN. Anpecarus. Bugst MAC-aapecos. Kommyraropsi. Cisco 10S. Packet Tracer.

Tema 4. Cemesoii yposens, hopmam 3azonoseka npomoxona IP, npomokonsl mapuipymu3sa-
uuu

[Tpuniuns! Mapmpytusanui. Mapmpyruzatopsl. Jlornyeckue aapeca Bepcuu IPv4. Macka noa-
cetu. DopmupoBanue mnoxacerer. PparmentupoBanue I[P-nakeroB. MTU. Haznauenme IP-
aapecos. IIporokon DHCP. Ceresbie npoTtokonsl. @opMmar nakera nporokona IP. IIpoTokosst
Mapupyrusauuu. KonpurypupoBaHue MapipyTu3aTopoB.

Tema 5. Tpancnopmmuutii yposens, npomoxonvt TCP u UDP

MynbTUIUIEKCUPOBAHUE U IEMYJIbTUIIIIEKCUPOBAHNE MPUIIOKEHUN. [IpOTOKOIBI TPAaHCIIOPTHOTO
ypoBHs. CerMeHThI U JeiTarpammsl. Jlornueckue coequHeHns. MeTo1bl KBUTUPOBAHUS.

Tema 6. Pazpewmenue adpeca. Illpomoxonvt ARP, DNS.

[TpoTtokon paspemenus agpecos. [Ipotokon Proxy-ARP. Ataku na ARP. Cucrema DNS. Ilpo-
ctpancTtBO DNS-umén. Ataku Ha DNS.

Tema 1. IlIpomoxoil nPUKIAOHO20 YPOGHA.

ITpukmagnoit ypoenb. IIporoxkonsr HTTP, HTTPS, FTP. Hacrpoiika npotokonos HTTP na
npumepe Apache m Nginx. IToutoBas ciyx0Oa. IIpotokonsr IPOP3 u IMAP. IP-renedonus.
VolIP. Crannapter H.323. be3onacHocts VolP-tpaduka. 3amuiméHHbIil KaHa CBSI3U C HCIIONb-
30BaHueM npotokosna SSL/TLS.

4. Obpa3oBaTesibHbIE TEXHOJIOTHH

Ne [HaumeHoBaHuUe pa3- .
Buabl yueOHbIx 3ansaTuii (O0pa3oBaTesbHbIC TEXHOJIOTHH
n/n |gejaa
1 (2 3 4
1. |Obwue nonamus ce- |Jlexyus 1. Tpaouyuonnas rekyus ¢ UCNOIbL30BAHU-
meti. Mooenw em npezeHmayutl
OSI/ISO, unkancyns-
yus Camocmosmenvras pabo- |[lo0comoexa Kk 3aHAMUAM C UCNOIB30-
ma sanuem I5C




Ilepedauu cuenana
yepe3 KAHA CBA3U,

Jlexyus 1.

Tpaouyuonnas n1ekyust ¢ UCNONb308AHU-
eMm npeszeHmayuil

Gusuueckuti yposetw.
Jlabopamopnoe 3anamue 2.|3aHamus ¢ UCHONb308AHUEM CHEYUAU-
suposannozo 110 — Cisco Packet Tracer
Camocmosmenvras pabo- |[lo0comoexa Kk 3aHAMUAM C UCNOIB30-
ma sanuem I5C
Kananonwiii yposenv  |Jlexyus 3.1. Tpaouyuonnas nekyus ¢ UCNOIb308AHU-
nepeoauu ungopma- |Jlexyus 3.2. eM npezeHmayuti

yuu

Jlabopamopnoe 3ansmue 3.

Camocmosmenvuas pabo-
ma

3anamust ¢ uCnoIbL308aHUEM CREYUATU-
suposannozo I10 — Cisco Packet Tracer

Tloozomoeka k 3aHAMUAM C UCHOIB30-
sanuem ObC

Cemesoti ypogeny,
¢opmam 3a2on06ka
npomoxkona IP, npo-
MOKOJIbl Mapuipymu-
3ayuu

Jlekyus 4.1.
Jlexyus 4.2.

Jlabopamopnoe 3anamue 4.

Camocmosmenvuas pabo-
ma

Tpaouyuonnas 1exyust ¢ UCNONb308AHU-
eM npeszeHmayuil

3anamust ¢ uCnoIbL308aHUEM CREYUATU-
suposannozo I10 — Cisco Packet Tracer

Tloozomoeka k 3aHAMUAM C UCHOIB30-
sanuem ObC

Tpancnopmmuuwiii ypo-

6€Hb, NPOMOKObL
TCPu UDP

Jlexyus 5.1.
Jlexyus 5.2.

Jlabopamopnoe 3anamue 5.

Camocmosmenvhas pabo-
ma

Tpaouyuonnas nexyus ¢ UCNOIb308AHU-
em npezeHmayuil

3ansimus ¢ UCNONBL306aHUEM CREYUATIU-
suposannozo 110 — Cisco Packet Tracer

Toozomoeka xk 3aHAMUAM C UCHOIB30-
sanuem ObC

Paspewenue aopeca.
IIpomoxonvt ARP,
DNS.

Jlexyus 6

Jlabopamopnoe 3ansmue 6.

Camocmosmenvhas pabo-
ma

Tpaouyuonnas nexyus ¢ UCNOIL308AHU-
em npezeHmayuil

3anamus ¢ ucnonvbsosanuem cneyuanu-
suposannoco 110 — Cisco Packet Tracer

Tloozomoeka k 3anAMUAM C UCROIB30-
sanuem IbC

IIpomoxonwl npu-
KIAAOHO20 YPOBHSL.
HTTP, FTP, noumo-

6ble CePBUCHL

Jlexyus 7.1
Jexyus 7.2

Jlabopamopnoe 3ansmue 1.

Camocmosmenvhas pabo-
ma

Tpaouyuonnas n1ekyust ¢ UCNONb308AHU-
eM npeszeHmayuil

3auamust ¢ UCNOIBL308AHUEM CREYUATU-
suposannozo 110 Cisco Packet Tracer,
Apache u Nginx

Tloozomoeka k 3aHAMUAM C UCNOAB30-
sanuem IbC
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5. OneHka IVIaHNPYeEMBbIX Pe3yJIbTATOB 00y4YeHH s

5.1. Cucrema orieHUBaHUSA

®opMa KOHTPOJISI

Makc. KoJIu4ecTBO 0aJ1710B

3a onny pa- |Bcero
ooty
Texymuii KOHTPOJIb:
— onpoc (memvi 1-3) 4 banna 12 b6annos
— onpoc (memvit 4-T) 3 banna 12 b6annos
— npakmuueckoe 3ansmue (memwvl 2-6) |6 bannos 36 bannos
[IpomexxyTouHas arrectrarus 40 6annos
9K3AMEH
HToro 3a nucuuniaiuny 100 6annos
9K3AMEH

HepequL KOMHGTGHHI/Iﬁ C YKAa3aHHUEM 3TAIlOB UX (1)OpMI/Ip0BaHI/I$[ B IIpOLeCCC OCBOCHUA AUCIIH-

TJTMHBI PEJICTABIISIETCS. B BUJIC TAOJIHIIBI:
No Konumponupyemuwie pazoenwvt | Koo konmponupye- | Haumenosanue ouenounozo
n/n OUCUUNTIUHDL MOl KomnemeHyuu | cpeocmea
1. 1-7 OIIK-7 [Tnan nabopaTopHBIX 3aHITHIA

ITomy4eHHBIM COBOKYIHBIA pe3yjbTaT KOHBEPTHUPYETCS B TPAAUIMOHHYIO IIKAIy OLEHOK U B
HIKany OIeHOK EBpomeiickoil cucteMbl mepeHoca M HakoruieHus: kpeautoB (European Credit
Transfer System; nanee — ECTS) B cooTBeTCTBUH ¢ TabIHIIEH:

100-6annpHas mKa- TpamonHas mxana [kana
na ECTS
95— 100 A
8394 OTIMYHO B

68 — 82 XOpOLIO 3a4TEHO C

56 — 67 D

50 _55 YJIOBJIETBOPUTEIHHO E

20 —49 FX
0_19 HEYIOBJIETBOPUTEIEHO HE 3a4TEHO F
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5.2. Kputepuu BbICTaBIIEHUS OLIEHKH 10 TUCIUTUIMHE

Banany/
HIkaJuaa
ECTS

OueHka mo guc-
HUILINHE

KpnTeplm OLICHKH PE3yJbTAaTOB oﬁyqe}mﬂ mo JucCuu-
IJIMHE

100-83/
AB

«OTIIHYHOY/
«3a4TeHo (OTJINY-
HO)»/

«3aYTEHOY

BeicTaBnsercs oOyuaromemycs, €Ciii OH ITyOOKO U IIpoY-
HO YCBOWJI TEOPETUYECKHUN U NPAKTUYECKUN MaTepHall,
MOJKET IIPOJAEMOHCTPUPOBATH ITO HA 3aHATHUAX U B X0
MIPOMEKYTOYHOM aTTECTALUU.

OO0yyaromuiicst KCUYEPIBIBAIOIIE U JIOTHYSCKH CTPOMHO U3-
Jaraet yuyeOHBI MaTepHrall, yMeeT yBSI3bIBaTh TEOPHUIO C
IPaKTUKOMH, CIIPABIISeTCs C pellieHueM 3aad npodeccuo-
HaJIbHOM HalpaBJIE€HHOCTH BBICOKOTO YPOBHS CIOKHOCTH,
IPaBUIbHO OOOCHOBBIBAET NPUHSATHIC PEILICHUS.
CB000IHO OpHUEHTHPYETCS B YUeOHOH 1 podecCHOHATb-
HOI1 JIuTepaType.

OneHka 1o JUCUHUIUIMHE BBICTABIIAIOTCS 00YYaIOLEMYCs C
y4€TOM PE3YJIBTATOB TEKYIEH U IPOMEKYTOYHON aTTe-
CTaLlUH.

Komnerenmyu, 3akperiiéHnble 3a JUCUUIUIMHON, chopMu-
POBAHbI HA YPOBHE — «BBICOKHID.

82-68/

«XOpOMIO»/
«3a4TeHo (Xopo-
110)»/
«3a4TEHO»

BricTaBnsiercst o0y4aromemMycsi, €Cli OH 3HaeT TeopeTHYe-
CKHI Y MPAaKTUYECKUN MaTepuall, FpaMOTHO U 110 CYIIECTBY
M3JIaraeT ero Ha 3aHATHSIX U B XOJ€ MPOMEKYTOUHOM aTTe-
CTallMM, HE JOIyCKasl CYIIECTBEHHBIX HETOUHOCTEH.
OO6yyaromuiics MpaBUJIbHO IPUMEHSAET TEOPETHUUECKUE T10-
JIOKEHHUs TIPU PeIIeHUH NMPaKTHUECKUX 3a7a4 npodeccuo-
HaJIbHOM HAIIPAaBJIEHHOCTH Pa3HOI'O YPOBHS CII0KHOCTH,
BJIaJieeT HEOOXOAMMBIMU JIJIsl 3TOTO HaBBIKAMU M ITpHEMa-
MHU.

JIoCTaToO4uHO XOPOIIO OPUEHTUPYETCS B y4eOHOH U Mpo-
(heccuoHanbHOM JIUTEpaATYpE.

OneHka 1Mo JUCHUIUIMHE BBICTABIISAIOTCS 00YJaIOIEMYCs C
y4€TOM PE3YJIbTATOB TEKYIIEH U TPOMEKYTOUHON aTTe-
CTallUH.

Komnerenium, 3akpeniéHHbie 3a JUCIUILIMHON, chOpMU-
pOBaHbl Ha YPOBHE — «XOPOLIHIIY.

67-50/
D,E

«YIOBJICTBOPH-
TEIBHOY/

«3a4TeHo (ymoBie-
TBOPUTEIIHHO)»/
«3aUTEHOY

BricTaBnsiercs oOy4aromemMycsi, €cii OH 3HaeT Ha 0a30BOM
YPOBHE TEOPETUUECKUI U MPAKTUYECKUI MaTepuall, 10-
MyCKAaeT OT/AENbHbIE OMNOKU MPH €ro U3JI0KEHUHU Ha 3aHs-
TUSAX U B XOJI€ IPOMEKYTOUYHON aTTECTALIUH.
OOyyaromuiics UCIBITHIBAET ONPeIeIEHHbBIE 3aTPYAHCHUS
B IPUMEHEHUH TEOPETUUECKUX MOJIOKEHUM NPU PELIEHUH
MPaKTUYECKHX 3a71a4 Mpo(dhecCuoHaNbHOM HallpaBIeHHOCTH
CTaHJApTHOT'O YPOBHS CIIO’KHOCTH, BJIajIeeT HEOOXOMMBbI-
MU JUIs 3TOr0 0a30BBIMU HaBBIKAMU U TPUEMaMH.
JIeMOHCTpHpYET 10CTaTOYHBIN YPOBEHb 3HAHUS y4eOHOM
JUTEPATYypPBI IO TUCLUIUINHE.

OreHka 1o JUCHHUIUIMHE BBICTABIISIOTCS 00YJaIOLIEMYCS C
Y4ETOM PE3YIbTATOB TEKYIIEH U MMPOMEKYTOUHOM aTTe-
CTallUH.
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banabl/ Ouenka no auc- Kpurepum oueHku pe3yjbTaToB 00yUYeHHS MO JUCHH-
Ikana HMILTHHE IUINHE
ECTS
Komnerenmuu, 3akpeniéHnble 3a JUCUUTUTMHON, CPOPMHU-
pOBaHbI Ha YPOBHE — «IOCTATOYHBINY.
49-0/ «HEYIOBIETBOPU- | BricTaBisercst o0yJaronieMycs, €Clid OH He 3HaeT Ha 0a3o-
F.FX TEIBHOY/ BOM YPOBHE TEOPETHUECKHUHN U MPAKTUICCKUI MaTepHual,
HE 3a4TEHO JOTyCKaeT rpyOble OMMOKY MPU €ro U3JI0KEHUU Ha 3aHsI-

TUSAX U B XOJI€ IIPOMEKYTOYHON aTTECTALUN.
OOyuaronuiicst UCTIBITHIBACT CEPhE3HBIC 3aTPYAHEHUS B
IIPUMEHEHNU TEOPETUYECKUX TOJI0KEHUH NIPU PELICHUH
MPAKTUYECKHX 33124 MPO(HEeCCHOHAILHON HAPaBICHHOCTH
CTaHJApTHOI'O YPOBHS CJIOKHOCTH, HE BJIaJieeT He0OX01u-
MBIMH I 3TOTO HAaBBIKAMM U IIPUEMAMH.
JleMoHCTpHpYeT (parMeHTapHble 3HaHUs yUeOHOI JuTe-
paTypsbl IO JUCLHUILINHE.

OneHka 1o JUCHUIUIMHE BBICTABIIAIOTCS 00YYaIOEMYCs C
y4€TOM PE3YJIBTATOB TEKYILEH U IPOMEKYTOUHOM aTTe-
CTaLluH.

Komnerenun Ha ypoBHE «1OCTaTOYHBII», 3aKPEIIEHHBIE
3a AMCLUUILUIMHON, HE CHOPMHUPOBAHBI.

5.3. OueHouHbIe CpelIcTBa (MaTepualbl) sl TEKYIIEro KOHTPOJIS YCIIeBAEMOCTH, IPOMEXKYTOY-
HOM aTTeCTaIlui O0OYYAIOIIUXCS 110 JUCITUTIITMHE

Yemmuouii onpoc

YcTHBIN 0POC — 3TO CPEJCTBO KOHTPOJIS, OPraHM30BaHHOE KaK clrielaabHas Oecea npemnoja-
BaTelst ¢ 00y4aroIIMMCs Ha TEMBI, CBSI3aHHBIE C H3y4aeMOU TUCITUIUIMHOM, U PACCYMTAHHOE Ha
BbISICHEHHE 00bEMa 3HaHUM, 00yJaroIerocs 1o onpeAeIeHHOMY pa3Jieny, TeMe, mpodiieMe U

T.II.
Ilepeuens ycmuuix 60npocos 013 npoeepKu 3HAHUU
Ne | Bompoc Peanusyemas
KOMIIETECHIIUS
1. | KommyTarusi KaHaJIOB U TTAKETOB. OIIK-7
2. | MynbtucepBucHble cetd. Mapmpyrusamus. 3amaun  Mapmpyrtusanun. | OITK-7
Metpuka. MyNnbTUIIIEKCHUPOBAHUE U JIEMYJIbTUIUIEKCUPOBaHUE. Bubl
cereit. OCHOBHBIE MOJIETN CETEH.

3 Enununa ganneix nporokona (PDU). OIIK-7
4 Pazmuune moneneit OSI/ISO u TCP/IP OIIK-7
5. | Mennsle kabenu, KaTErOpHH. OIIK-7
6. | Crammapt noaximroueHus TS68A u T5S68B. OIIK-7
7 MHOroMog0BBIE U OTHOMOJIOBBIE Ka0ETH. OIIK-7
8. | Cranpapr IEEE 802.11. OIIK-7
9. | ®opmar kaapa Ethernet. OIlK-7
10. | IlogypoBHHM KaHaJIHHOTO YPOBHSI. OIIK-7
11. | Kagpst LAN 1 WAN. OIIK-7
12. | Anpecanus MAC OIIK-7
13. | IlpuHIMIIBI MAPIIPYTU3AIIH. OIIK-7
14. | Jlornueckue agpeca Bepcun [Pv4. OIIK-7
15. | ®parmenTupoBanue IP-nakeros. OIIK-7
16. | Ilporoxon DHCP. OIIK-7
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17. | MynapTUIIIIEKCUPOBAHUE U JEMYJIbTUILIEKCUPOBAHNUE MTPUIIOKCHUM. OIIK-7
18. | IIpoTOKOJIBI TPAHCTIOPTHOTO YPOBHSI. OIIK-7
19. | MeTox CKOJIB3AIMIETO OKHA. OIIK-7
20. | CerMeHTHI U e TarpaMMBbl. OIIK-7
21. | ITpoTOKOJI pa3peneHust aJipecoB. OIIK-7
22. | Tabauna ARP OIIK-7
23. | Cuctema DNS. OIIK-7
24. | IIpoctpanctBo DNS-uméEH. OIIK-7
25. | ITpOTOKOJIBI TOYTOBOM CITY>KOBI. OIIK-7
26. | IIporokoubl nepenauu Gaition OIIK-7
27. | Ilepemaua rojoca mo cetu Ethernet OIIK-7
28. | Crannmapter H.323 OIIK-7

=

15.
16.
17.
18.
19.
20.
21.
22.
23.
24.

Ipomescymounas ammecmauus (npumepnole 60nPOCHL K IKIAMEHY) —
npoeepka cpopmuposannocmu komnemenyuii — OIK-7

ApXUTEKTypa KOMIIBIOTEPHBIX CETEH.

Mopnens OSIVISO. YpoBHUM B3aUMOAEHCTBUS B paMKaX KOMITbIOTEPHBIX ceTeil. [lonsTue

MIPOTOKOJIOB U HHTEP(EICOB.
Crek nporokosioB TCP/IP. Ilponeaypa nHKANCyNISIHUN.

Ousnueckuii u  KaHanbHble ypoBHHM wmozenu  OSI/ISO. Tomomormst  cereil.

KommyHHMKaImoHHoe 000py0BaHUE KaHAJIbHOI'O YPOBHS.

®opmar kazapa Ethernet. Texnonorus CSMA/CD.

IIpyHIMIIBI TOCTPOEHUS CETEN, CETMEHTUPOBAHHBIX HA KAHAJIIBHOM YPOBHE.
Hasnauyenue n npuHIumel padots! mporokosioB ARP/RARP. Ataka ARP-spoofing.
OyHKIMY U TPUHIUIEI peanu3anuu nporokoiaa IP. dopmar 3aronoska IP.
®parmentuposanue [P nakeros. MTU.

Hactpoiika cereBoro wuHtepdeiica B OC Microsoft u Unix. Crarudeckas

MapLIpyTH3ausl.

. Hacrpoiika cratudeckoil MapuipyTruzanuu Ha npumepe odopynosanus Cisco.

[TpoTOKOABI AMHAMHUYECKON MapIIPyTH3aLIHH.

. IIporoxoisl ynpasnenus cerbro Ha npumepe ICMP u SNMP.
. OYHKIMM W OPUHLUIB paOOTHl MPOTOKOJIOB TPAHCIOPTHOTO YPOBHA. 3arojOBKU

nporokonoB TCP u UDP.

Jlormueckue coenvHeHus. MeToabl KBUTUPOBAHUS

Haznauenue u npunimns! padboTs! mpotokona DNS.

Ataku Ha DNS

Haznauenue u npuniuns! padbots! nporokona FTP.

[Tporoxon HTTP, nactpoitka HTTP-cepBepa Ha nmpumepe apache u nginx.
[TpoTokomnsl mo4ToBoii cBsi3u Ha npumepe POP3 (IMAP) u SMTP.
IP-renedonus. VolP.

Cranpapter H.323.

beszonacnocts VolP-tpaduka.

Opranuzanys 3aluIEHHOT0 KaHalla CBA3H ¢ UCnoJib30BaHueM nmpotokona SSL/TLS.

Hpomeofcymoquaﬂ ammecmauun (npumepuble npakmuueckue 3a0anus K 9l<3ameuy) -

NS

npoesepka chopmuposannocmu komnemenyuii — OINK-7

Boraucnuts anpec nojceTu U aapec y3ia B Heil qui 3anucu 192.168.3.20/26.
Breraucnuth anpec mojaceTu U aapec ysia B Hel it 3anucu 192.168.3.12/21.
Brraucnuts anpec nojceTu U aapec ysia B Hell juit 3anucu 192.168.253.20/25.
Breraucnuts anpec nojaceTu u aapec ysia B Hel it 3anucu 192.168.3.6/30.
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Pa30uts cerp 192.168.12.20/26 Ha Tpu cermeHTa ¢ kKonmdectBoM y3ioB 10, 20 u 8.
VYka3aTh 1Mana3oH aJpecoB y3J0B B KaXIOM CEIMEHTE.

Pa36uts cers 192.168.12.20/24 na Tpu cermenra ¢ koauuectsoM y3nos 100, 20 u 110.
Vka3aTh 1uana3oH aipecoB Y3JIO0B B KaX/IOM CEIMEHTE.

Pa36uts ceth 192.168.12.20/25 Ha Tpu cermeHTa ¢ KonmdyectBoM y3i0B 43, 60 u 10.
VYKa3aTh 1Mana3oH aJ[pecoB y3J0B B KaXJIOM CEIMEHTE.

Pa36uts cerp 192.168.12.20/28 Ha Tpu cerMeHTa ¢ KOJIMYECTBOM Y310B 2, 3 u 4.
Vka3aTh 1uana3oH aipecoB Y3J0B B KaX/IOM CEIMEHTE.

Kakoii orBer BhimacT komauaa ping 192.168.12.31 mus cetn 192.168.12.20/28 (mpu
YCIIOBHH, YTO BCE Y3JIbl B CETU pabouue).

Kakoii orBer BhimacT komauaa ping 192.168.12.30 mus cetn 192.168.12.20/28 (mpu
YCIIOBHH, YTO BCE Y3JIbl B CETU pabouue).

Kakoii orBer BbmacT komanna ping 192.168.12.16 nnsa cetn 192.168.12.20/28 (npu
YCIIOBHH, YTO BCE Y3JIbl B CETU paboyuue).

Kakoii orBer BeImacT koMauaa ping 192.168.12.23 mns cetn 192.168.12.21/30 (npu
YCIIOBHH, YTO BCE Y3JIbl B CETU paboyuue).

B cumymsarope CPT coemunute 1Ba cermenta cetu 192.168.15.0/26 uepe3
mapuipytuzarop. [IpogemoHcTprpoBaTh paboTy ceTH.

B cumynstrope CPT coemunuth 1Ba cermeHta cetd 192.168.18.12/27 wuyepes
mapuipytuzarop. [IpogemoHcTprpoBaTh paboTy ceTH.

B cumymsarope CPT coemunute 1Ba cermenta cetu 192.168.19.0/26 uepe3
mapuipytuzarop. [IpogemMoHcTprpoBaTh paboTy ceTH.

B cumynstrope CPT coemunute 1Ba cermenta cetu 192.168.20.10/28 depes
mapuipytuzarop. [IpogemMoHcTprpoBaTh paboTy CeTH.

B cumymstope CPT paznenuts cetb 192.168.20.10/28 Ha ABa BUPTyaIbHBIX CETMEHTA
yepe3 koMmmyTtartop. [IpogemMoHCcTprpoBaTh paboTy CErMEHTOB.

B cumymnstope CPT paznenuts cetb 192.168.20.10/28 Ha ABa BUPTyaIbHBIX CETMEHTA
yepe3 kommyTtatop. [IpogemMoHCcTprpoBaTh paboTy CErMEHTOB.

B cumymnstope CPT paznenuts cetb 192.168.20.10/28 Ha ABa BUPTyaIbHBIX CETMEHTA
yepe3 kommyTtatop. [IpogemMoHCTprpoBaTh paboTy CErMEHTOB.

B cumymnstope CPT paznenuts cetb 192.168.20.10/28 Ha qBa BUPTYyaIbHBIX CErMEHTa
yepe3 koMmmyTtatop. [IpogemMoHCcTprpoBaTh paboTy CErMEHTOB.

Ilpumepnvie mecmoswvie 3a0anusn nposepka chopmupoeanHocmu KOMnemeHyuil —
OIIK-7

1. ITporoxoa ARP —3T0:
a) MPOTOKOJT JMHAMUYECKON MapIIpyTH3aHN
0) npomokoJ paspeuienus aopeca

B) MPOTOKOJI «OXBATHIBAIOIIETO JIEPEBa
T') IPOTOKOJI CUCTEMBI JOMEHHBIX UMEH
2. AnpecoMm cetu y3Ja 175.25.63.58/26 sBasiercst aapec:

a) 175.25.63.33
6) 175.25.63.40
6) 175.25.63.0

r) 175.25.63.28
1) 175.25.63.52

6. YueOHO-MeTOAMUYECKOE M HH(POPMALIMOHHOE 00ecnedeHne THCIUTITHHBI

6.1. CriucoK NCTOYHHUKOB U JIUTEPATYPHI

JIureparypa

OcHoBHas
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1. Onugbep B.I. KoMnblOTEepHbIE CETH : MPUHIMIIBI, TEXHOIOTHH, IpoToKoisl / B. I'. Omudep,

H. A. Omudep. — 3-e uzn. — M. [u ap.] : [Turep, 2008. — 957 c.

JlomoHUTEIbHAS
1. Cemu mnosozco noxonenus -- NGN: Yuebnoe mocobme mns By3oB / B.M. burnep, 1I.I1.

MuxaiinoBa. — MockBa :

l'op. muams-Tenekom, 2011. — 226 c.: wun.; 60x88 1/16. —

(CnenmanbHocTh). (06m0kka) ISBN 978-5-9912-0149-0, 500 5k3. — TeKCT : 3MEKTPOHHBIMH. -
URL.: https://new.znanium.com/catalog/product/308917

2. buprokos, A. A. UndopmarmonHas 6€30mMacHOCTh: 3aIuTa U HanajaeHue / A.A. BuprokoB. —
2-e u3 ., mepepad. u gom. — Mocksa : [IMK Ilpecc, 2017. — 434 c. - ISBN 978-5-97060-435-
9. — Tekcr : anekrponnblit. — URL: https://new.znanium.com/catalog/product/1028060

3. PHP. Ilpakxmuxa co3zoanus Web-caiimos: Ilpaktuueckoe mnocobue / Kysnenor M.B.,
CumpusnoB U.B., - 2-e m3a., mepepab. u gom. — CI16:BXB-Iletepoypr, 2008. — 1251 ¢. ISBN
978-5-9775-0203-0 -

https://new.znanium.com/catalog/product/SSOSOé

3JICKTPOHHBIMN. — URL.:

6.2. [lepeuens pecypcoB HHPOPMAITMOHHO-TEIEKOMMYHUKAIIMOHHOM ceTu «HTepHEeT».

1. Cemesasn axaoemus Cisco Networking Academy [Dnekrponnsiii pecypc] : Pexxum mocrymna :

https://www.netacad.com/ru, cBOGOAHBIiA.

2. Nginx.org — [Dnexkrpounslii pecypc] : Pexxum mocryma : https://nginx.org/ru, ceo601HbI#.

3. Wireshark

Developer’s

Guide  [DaeKTpOHHBIH

https://www.wireshark.org/docs/wsdg_html_chunked/, ceo6ombIii.

pecypcl:

Pexxum JIOCTyTaA:

6.3.1lepeuenv B/ u UCC
Nen/ HaumenoBanue
m
1 Mexnynapoansie pedepaTuBHbIe HaykomeTpuueckue bJI, nocTynmHbie B paMKax Hallu-

Web of Science
Scopus

OHaJIbHOM moamucku B 2017 T.

I'apanT

KomnbioTepHble cipaBOYHbIE PABOBBIE CUCTEMBI
Koncynprant [Lmtoc,

7 MarepuajibHO-TEXHUYECKOE oD0ecriedeHne TN CIUTIHHbI

Jiis MaTepraabHO-TEXHUUYECKOTO 00eCTIeYeHHs JUCHUIUINHBI HE00X0AUMO:
1) Ans IEKIMOHHBIX 3aHITHUH — JICKIIMOHHBIN KJIACC C BHCOMPOCKTOPOM M KOMIIBIOTEPOM, Ha
KOTOPOM JIOJDKHO OBITh ycTaHOBJIeHO ciaenymomniee [10:

Nori/mm Haumenoanue [10 [TpousBoauTenn Cnoco6 pacrmipoctpane-
HUS

1 Microsoft Office 2010 Microsoft JIMIICH3UOHHO®

2 Windows 10 Pro Microsoft JINIEH3UOHHOE

3 Kaspersky Endpoint Security Kaspersky JIMIIEH3MOHHOE

2) UTs TIPAKTHYECKUX 3aHATHI — KOMIBIOTEPHBII Kiiacc, 000pyI0BaHHbBIH COBPEMEHHBIMHU TIep-
COHAJIbHBIMH KOMIBIOTEPAMHU JJIsI KaXI0TO CTyAeHTa. Ha KOMIbIoTepe TOMKHBI OBITh YCTAHOB-
neHo caenyromee [10:

Neri/mt Haumenoanue 10 [IpousBoauTenn Crioco6 pacmpocTtpane-
HUA

1 Microsoft Office 2010 Microsoft JIUIIEH3UOHHOE

2 Windows 10 Pro Microsoft JIMIIEH3MOHHOE

3 Kaspersky Endpoint Security Kaspersky JTUICH3NOHHOE
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4 Cisco Packet Tracer v.7.2 Cisco Systems CBOOOTHOE

5 Apache 2.0 Apache Software Foun- | cBoboanoe
dation

6 Nginx NGINX, Inc CcBO0OIHOE

7 WireShark Wireshark Foundation | cBo6oanoe

8. Obecneuenne 06Pa30BaTeJILHOF0 nmpouecca 1Jist Jimi ¢ OrpaHun4Y€HHbIMUA BO3MOKHOCT s1-
MHU 3/10PpOBbHA U HHBAJIUI0B

B X0J¢€ pcaiM3aliu AUCHUIUIMHBI UCITOJIB3YIOTCA CIICAYIOIINEC JOIMOJIHHUTCIBbHBIC MCTO/AbL
O6y‘leHI/I5{, TEKYLIETO KOHTPOJIA YCII€EBAEMOCTU U HpOMeX(YTOqHOﬁ aTTeCTallu o6yqafoumxc;1 B
3aBUCHUMOCTHU OT UX MHAUBUAYAJIbHBIX 0COOEHHOCTEHA:

® JUIs CIENbIX U CIa00BUIAIINX:

— JIeKIuu 0(POPMIISIOTCS. B BUJE DJIEKTPOHHOTO JOKYMEHTA, JOCTYITHOTO C IMOMOIIBI0 KOM-
IbIOTEPA CO CIEUATN3UPOBAHHBIM IPOTPAMMHBIM 00€CIIEUEHUEM;

— MMUCbMEHHBIE 3aJlaHMs BBIMOJHSAIOTCS HAa KOMIIBIOTEPE CO CIEHUAIM3UPOBAHHBIM TIPO-
IPaMMHBIM 00€CIIe4eHUEM, WIIM MOTYT ObITh 3aMEHEHBI YCTHBIM OTBETOM;

— obecnieunBaeTcs MHANBUIYAIbBHOE paBHOMEPHOE ocBenieHue He MeHee 300 roke;

— ISl BBIMOJIHEHUS 3aJaHusl INPU HEOOXOAMMOCTH IPEIOCTaBISIETCsS YBEIMYUBAIOIEe
YCTPOHCTBO; BO3MOXHO TAK)KE€ MCIIOJIb30BaHHE COOCTBEHHBIX YBEINYHBAIOIINX YCTPOICTB;

— MUCbMEHHBIE 3a/1aHUs 0OPMIIAIOTCS YBEIIMYEHHBIM HIPU(TOM;

—9K3aMEH U 3a4€T MPOBOJATCS B YCTHOH (pOpME WMIIM BBIOJHSIOTCS B MMCBMEHHOH (popme
Ha KOMIIBIOTEpE.

® JUIS TIYXHX M CIa0O0CTBIIIAIIHX:

— JIEKIUU OQOPMIISIOTCST B BHJIE AJIEKTPOHHOTO JOKYMEHTA, JTHOO MPEAOCTABISETCS 3BYKO-
YCUJIMBAIOILAS aniaparypa MHIUBUAYAIbHOTO MOJIb30BAHHUS;

— MUChMEHHBIE 3a/IaHU BBITIOIHIIOTCS HAa KOMIIBIOTEPE B MUCBMEHHOU (hopMe;

—3K3aMeH M 3a4€T MPOBOJATCS B MUCbMEHHOH (hopMe Ha KOMITBIOTEPE; BO3MOXKHO MIPOBEJIe-
HUE B (popMe TECTUPOBAHHUS.

e IS JIUL C HAPYILIEHUSIMH OTIOPHO-/IBUTATEIBHOTO amnmnapaTra:

— JIeKIuu 0POPMIISIOTCSI B BUJE DIEKTPOHHOTO JOKYMEHTA, JOCTYITHOTO C MOMOIIBI0 KOM-
IbIOTEPA CO CIELUATN3UPOBAHHBIM POTPAMMHBIM 00€CTIEUEHUEM;

— MMUCbMEHHBIE 3aJlaHMs BBIMOJNHAIOTCS HAa KOMITBIOTEPE CO CIENUAIN3UPOBAHHBIM TIPO-
IpaMMHBIM 00ecIieueHUeM;

—9K3aMEH W 3a4€T MPOBOJATCS B YCTHOH ()OpPME HITM BBITIOJIHSIOTCS B MMCBMEHHOH (opme
Ha KOMITBIOTEpE.

[Tpu HEOOXOMUMOCTH TIpeIyCMaTPUBACTCS YBEITMUYCHUE BPEMEHH ISl TIOATOTOBKH OTBETA.

[Iponienypa  mpoBefeHUsT ~ NPOMEXYTOUYHOM  arrecTaluu Ui OOYy4aroLIUXCs
YCTaHABIMBACTCS C YY€TOM WX HHIUBHIYaJbHBIX ICUXO(DHU3MUECKUX OCOOEHHOCTEH.
[TpomexyTo4Hast aTTeCTAIHsI MOYKET TPOBOAUTHCS B HECKOJIBKO 3TAIOB.

[Tpu npoBeneHNM TPOLEAYPHI OLCHUBAHUS PE3YNbTaTOB OOY4YEHHUs MpPEeayCMaTpUBACTCS
UCTIOJIb30BAaHNE TEXHUYECKUX CPEICTB, HEOOXOAMMBIX B CBSI3W C HHIUBUAYaJTbHBIMHU
0COOEHHOCTSAMHU O00yYaroIuXcs. DTU CPEeACTBA MOTYT OBITh MPEJOCTABICHBI YHUBEPCUTETOM,
WJIA MOT'YT HCITOJTb30BAThCSI COOCTBEHHBIE TEXHUYECKHE CPECTBA.

[IpoBeneHre mpoueAypbl OLIEHUBAaHMUA  pE3yIbTaroB  OOy4eHHUs  JIOMyCKAaeTcsi ¢
UCTIOJIb30BaHUEM JUCTAHIIMOHHBIX 00Pa30BaTeIbHBIX TEXHOIOTHH.

ObecneunBaeTcs A0CTYN K MH(POPMALMOHHBIM M OuOIMorpaduyeckuM pecypcaMm B CETH
WHTepHeT ans kaxxgoro odyvaromerocst B popMax, aJalTHPOBAHHBIX K OrPaHMUYCHUSM UX 3[10-
POBbS U BOCHPUATHUS MH(OPMAITHH:

® JUIs CJICIBIX U CIa0OBUIAIINX:
— B I1e4aTHOM (hopMe YBEIMUYCHHBIM HIPUPTOM;
— B (popMe 2JIEKTPOHHOTO TOKYMEHTA;
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— B popme ayauodaiina.

® JUIS TIYXHX U CJIa0O0CTBIIIAIIHX:

— B miedaTHou (opwme;

— B JOopMe PIIEKTPOHHOTO JIOKYMEHTA.

e Ui O0yYaroIUXCs C HAPYIICHUSIMU ONIOPHO-ABUTaTEIbHOTO arapara:
— B miedaTHou (opwme;

— B popMe 2IIEKTPOHHOTO IOKYMEHTA;

— B opme ayauodaiina.

Y4eOHbIe ayIUTOPHH I BCEX BUIOB KOHTAKTHOH M CaMOCTOSITEIILHOW PabOThI, HAYYHAs
O0ubnMMoTeKa M MHbBIE MOMEIICHUS ISl 0OyYeHHs] OCHAILICHBI CIEIHAIbHBIM 000pYZIOBaHHEM U
y4EOHBIMH MECTaMHU C TEXHUYECKHUMH CPEICTBAMU OO0YUCHUS:

® IS CJICIIBIX U CIIA0OBUISIINX:

— YCTPOMCTBOM /Jis CKaHupoBaHus U ureHus ¢ kamepod SARA CE;

— muctuieem bpaitis PAC Mate 20;

— npuntepoM bpaiins EmBraille ViewPlus;

® JUIS TIIYXHX M CJIa0O0CTBIIIAIIHX:

— aBTOMATHU3MPOBAHHBIM PAa00OYMM MECTOM JUIS JIFOJICH C HApYIIEHHEM CIiyXa U CI1a00CibI-
Ianux;

— aKyCTHYECKUH YCHIIUTEIh ¥ KOJIOHKH;

e Ui O0yYaroIUXCs C HAPYIICHUSIMU ONIOPHO-BUTATEIBHOTO arapara:
— TepeBUKHBIMHE, PETYIHPYEMBbIMU d)proHoMudeckumu napramu CU-1;
— KOMITBIOTEPHOM TEXHUKOM CO CHEIHAIbHBIM IIPOrPAMMHBIM 00€CIICUCHHEM.

9. MeToauyeckne MaTepHaJIbl
9.1. ITnansl 1a00paTOPHBIX 3aHATHN — IPOBEpKa chopMUpoBaHHOCTH KommeTeHuui — OITK-7

Tembl yueOHOM IUCHUIUIMHBI TPEyCMaTPUBAIOT IPOBECHHUE J1a00PAaTOPHBIX 3aHATUH, KOTOPBIE
CIIy’KaT KakK LEJIsIM TEKYLIEro U MPOMEKYTOYHOI'O KOHTPOJISL 3a IMOATOTOBKON CTYAEHTOB, TaK U
LEJSIM TIOJIy4€HUsI MPAKTUYECKUX HaBBIKOB NMPUMEHEHMsI METOJIOB BBIPAOOTKM pellIeHUuil, 3a-
KpeIJIeHUsI U3y4eHHOr0 MaTrepuana, pa3BUTHs YMEHUH, NPUOOPETEHHUsS OIbITa PElIeHHUs KOH-
KpPETHBIX MpoOJeM, BeIeHUs JUCKYCCUN, apryMEHTalluu U 3allUThl BeIOpaHHOro pemeHus. Ilo-
MOIIb B 3TOM OKa3bIBAIOT 33/1aHUs JJIs JAOOPAaTOPHBIX 3aHATHUI, BblIaBaeMble MpErnoaBaTeieM
Ha KaXJ10M 3aHSATUH.

Hesblo 1a00paTOPHBIX 3aHATUN SBISETCA 3aKpeIUIEHHNE TEOPETHUECKOro MaTepuaia u npuoope-
TE€HUE TPAKTUYECKUX HABBIKOB PAOOTHI C COOTBETCTBYIOLIUM OOOpYIOBAaHUEM, NMPOTrPaAaMMHBIM
o0ecrieyeHreM 1 HOpMaTUBHBIMH MTPABOBBIMU JIOKYMEHTaMH.

TemaTuka 1a00paTOPHBIX 3aHATUNA COOTBETCTBYET MPOrpaMMe AUCIUILITNHBIL.

Tema 2 (4 u.) Ilepedauu cucnana uepe3 Kanaa c6A3U, (uU3uUUeCKUil ypoeenv — NPosepKa
cghopmuposannocmu komnemenyuii — OIIK-7

3agaHus:

Nzyuenue mratHbix cpenctBa OC HAaCTpOIKU ceTeBBIX UHTEP(ENHCOB.

Ycranorka (mpu Heooxoaumoctn) IITIT Cisco Packet Tracer (CPT) u Wireshark.

N3zyuenne pexxumoB CLI HacTpoek cereBbix ycrpoticTB B CPT.

N3yqenue [I1IT Wireshark.

BBINOTHUTB TPACCUPOBKY M MOCBUIKY 3X0-3alPOCOB B ceTh. [IpMII0KUTH CKPUHILIOTHI BBIIOJI-
HEHHBIX 33J[aHU# C BEIBOJAMHU 1O padoTe.

6. CoctaBUTh OTUET O JTAOOPATOPHOM 3aHSATHH.

Yka3aHus 10 BBINOJHEHUIO 3aJaHUI:

1. V3yuuTh TEOpETUUYECKHUI MaTepual 1o TeMe.

2. Wsyuuts ucnonp3oBanue komana ipconfig, ping, traceroute (tracert), nslookup u netstat B OC
Windows u Unix-mmomo0GHbIX.

[TpenonaBaTens BEIAAET KAXKIOMY CTYIEHTY IpocTpaHcTBO [P-anpecoB st paboThI.
OTBeTUTH Ha TEOPUTHUYECKHE BOIIPOCHI B KOHIIE Ja0OPaTOPHOTO 3aHATHUS

asrLONE
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Cnucoxk nureparypsl:

1. Onugpep B.I'. KOMIIBIOTEpHBIC CETH : MPHUHIUIIBI, TEXHOJOTHH, TPOoTOKOJbI / B. I'. Omudep,
H. A. Omudep. — 3-e u3a. — M. [u ap.] : [lurep, 2008. — 957 c.

MarepuanbHO-TEXHUUYECKOE 00eCIIeUeHNE 3aHITHA:

1. KommbtoTepsl 1o Konu4ecTBy oOyuaromuxcs ¢ pazsépuyroidi OC MS Windows, IIIIT Cisco
Packet Tracer u Wireshark.

Tema 3 (6 u.) Kanansuuiii yposens nepedauu ungopmayuu — nposepka cpopmuposannocmu

komnemenuyuii — OIIK-7

3anaHus:

1. Usyuenue crpykrypsl Kaapa Ethernet 8 CPT u B Wireshark.

2. OrcaenuTh MPOX0OXKIEHHE Kajpa uepe3 kommyTraTopsl B CPT.

3. Ilpoananu3uposats Buasl MAC-aapecos.

4. CocTtaBuTh OTYET O JIAOOPATOPHOM 3AHSITUH.

VYKa3zaHus 110 BBIIOJIHEHUIO 3aJaHUI:

1. V3yuuTh TEOpETHUUECKUN MaTEpUal 10 TEME.

2. IlpenogaBarenb BbIIAET KAKIOMY CTYAECHTY MpocTpaHCcTBO IP-anpecos i paboThl.

3. OTBeTUTH HA TEOPETUYECKHE BOTIPOCHI B KOHIIE JTA0OPATOPHOTO 3aHATHSI.

Criucok nureparypsl:

1. Onughep B.I" KoMIbIOTEpHBIE CETH : MPUHIUIIBI, TEXHOIOTUH, TpoToKouel / B. T'. Onudep,
H. A. Omudep. — 3-e uzn. — M. [u ap.] : [lurep, 2008. — 957 c.

MarepuanbHO-TEXHIUECKOE 00eCTIeYeHHE 3aHATHS:

1. KommbroTepsl 10 Koau4decTBy o0yuaromuxcs ¢ pa3pépuyroit OC MS Windows, ITI1IT Cisco
Packet Tracer u Wireshark.

Tema 4 (8 u.) Cemesoit yposens, popmam 3azon06xa npomokona IP, npomoxonsvt mapuwpy-

mu3sayuu — nposepka cghopmuposannocmu komnemenyuii — OIIK-7

3agaHus:

Nzyuenue ctpykrypsl |IP-makera 8 CPT u B Wireshark.

DopMUPOBAHUE MOJICETEN.

HccenenoBanue cTaTH4ECKOM U TMHAMUYECKOW MApLIIPYTU3ALNH.

KondurypupoBanue MapmpyTuzaTopoB

Hcnomws3zoBanue nportokoia DHCP u DHCP-cepsepa.

. CocraBuTh OTUET O 1TAOOPATOPHOM 3AHATHH.

YKasaHm{ TI0 BBITTOJIHEHHIO 32 /TaHHIA:

1. M3yuuts TeOpeTHUECKUI MaTepua Mo TeMe.

2. IlpenogaBarenp BBIIAET KAKIOMY CTYACHTY MPOCTpaHcTBO [P-anpecoB st paGoTHI.

3. OTBeTUTH HAa TEOPETUUYECKHE BONPOCH B KOHIIE JTA00OPATOPHOTO 3aHATHUS

Cnucok mrepaTypsl:

1. Onugbep B.I. KoMnbloTepHbIE CETH : MPUHIMIIBI, TEXHOIOTHH, IpoTokoisl / B. I'. Omudep,
H. A. Omudep. — 3-e u3n. — M. [u np.] : [Turep, 2008. — 957 c.

MarepuanbHO-TEXHHUECKOE 00eCTIeYeHUEe 3aHATHSL:

1. KommbroTepsl 10 KoJH4YecTBY o0y4aroruxcs ¢ pa3sépuyroit OC MS Windows, TIITIT Cisco
Packet Tracer u Wireshark.

Tema 5 (6 u.) Tpancnopmuetii yposensv, npomoxonvt TCP u UDP — nposepka cpopmuposan-

Hocmu komnemenyui — OIIK-7

Samanus:

1. Uzyuenue crpykrypsl npotokoioB TCP u UDP B CPT u B Wireshark.

2. Pasnenenne cetu Ha 2...3 VLAN B CPT.

3. CoctaBuTh OTYET O TAOOPATOPHOM 3AHSATHUH.

VYKa3zaHus 110 BBLITOJIHEHUIO 3aJaHUH:

1. V3yunTh TEOpETHUECKUN MaTEPUAI 110 TEME.

2. IlpenomaBaTenpb BBIIAET KAKIOMY CTYACHTY NpocTpancTBo IP-anpecoB st paboThl.

3. OTBeTUTH HA TEOPETUUYECKHUE BOMPOCH B KOHIIE JTA00OPATOPHOTO 3aHATHUS

oukrwdE
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Cnucoxk nureparypsl:

1. Onugpep B.I'. KOMIIBIOTEpHBIC CETH : MPHUHIUIIBI, TEXHOJOTHH, TPOoTOKOJbI / B. I'. Omudep,
H. A. Omudep. — 3-e u3a. — M. [u ap.] : [urep, 2008. — 957 c.

MarepuanbHO-TEXHUUYECKOE 00eCIIeUeHNE 3aHITHA:

1. KommbloTeps 110 KoaudecTBY o0y4atommuxcs ¢ pa3sépuyroit OC MS Windows, TIIIIT Cisco

Packet Tracer u Wireshark.

Tema 6 (4 u.) Pazpewenue aopeca. Ilpomoxonst ARP, DNS — npoeepka cghopmuposannocmu

komnemenuyuii — OIIK-7

3anaHus:

1. M3y4eHue npoTokosa pa3pelieHus aJpecos.

2. Ilo ucxomauoit Tononoruu cetu B CPT u3yunts co3nanue u pacrnpocrpanenue naketroB ARP u

ICMP.

3. Uzyuenne mpocrpanctBa DNS-umén.

4. N3zyuyenue arak Ha DNS

5. CocTaBuTh OTYET O 1TAOOPATOPHOM 3AHSATHUH.

VYKa3zaHus 10 BBIIOJIHEHUIO 3aJaHU:

1. V3yunTh TEOPUTHUECKUN MATEpUAI 10 TEME.

2. IlpenogaBarens BbIIAET KAKIOMY CTYACHTY MpocTpaHCcTBO IP-anpecos i paboThl.

3. OTBEeTUTH HA TEOPUTUIECKHUE BOMIPOCHI B KOHIIE JTa0OPATOPHOTO 3aHATHUS

Criucok nureparypsl:

1. Onughep B.I" KoMIbIOTEpHBIE CETH : MPUHIUIIBI, TEXHOJIOTHH, TpoToKouel / B. T'. Onudep,
H. A. Omudep. — 3-e uzn. — M. [u ap.] : [lurep, 2008. — 957 c.

2. bBuprokos, A. A. UndopmanmonHasi 0€30MacHOCTh: 3aIuTa U HanaaeHue / A.A. Buprokos. —
2-e u3n., nepepad. u nom. — Mocksa : JIMK Ilpecc, 2017. — 434 c. - ISBN 978-5-97060-435-
9. — Tekcr : anekrponnbIit. — URL: https://new.znanium.com/catalog/product/1028060

MarepuanbHO-TEXHUUYECKOE 00ecTIedeHne 3aHITHS:

1. KommbroTepsl 10 KoJIH4YecTBY o0y4atommuxcs ¢ passépayroit OC MS Windows, Cisco Packet

Tracer.

Tema 7 (8 u.) Hzyuenue npomokonoe HTTP, SMTP, POP3 u DNS — nposepka cipopmupo-

eannocmu komnemenyui — OIIK-7

3agaHus:

1. Tlo ucxoauoit rononoruu cetu B CPT npucBouTh aapeca y3inaM ceTu, HACTPOUTh TOYTOBBIE

CepBepHI.

HccnenoBaTh MOYTOBBIE TPOTOKOJIBI

Hactpouts DNS-cepsep.

N3zyuenue cepepoB Apache ninm Nginx u Hactoiika nmpotokonoB HTTP.

Pab6ora c IP-tenedonueii B CPT.

. CocraBuTh OTUET O TAOOPATOPHOM 3AHATHH.

YKasaHm{ IO BBHITIOJTHEHUIO 33/IaHUH:

1. MByuuTth TEOPUTHUECKUI MaTEpUa MO TEME.

2. TlpemomaBatenb BBIIAET KAXKAOMY CTYACHTY pOCTpaHCcTBO [P-aapecos mist paboThI.

3. OTBeTUTH HA TEOPUTUUECKHE BONIPOCH B KOHIIE Ja0OPaTOPHOTO 3aHATHUS

Cnucok mrepaTypsl:

1. Onugbep B.I. KoMnbloTepHbIE CETH : MPUHIMIIBI, TEXHOIOTHH, IpoTokoisl / B. I'. Omudep,
H. A. Omudep. — 3-e u3n. — M. [u np.] : [Turep, 2008. — 957 c.

2. PHP. Ilpaxmuxa co30anus Web-caiimos: llpaktnueckoe mocobue / Kysnemor M.B.,
CumasaoB U.B., - 2-e u3x., nepepal. u non. — CI16:6XB-Iletepoypr, 2008. — 1251 c. ISBN
978-5-9775-0203-0 — Tekcr : AIIEKTPOHHBIH. — URL:
https://new.znanium.com/catalog/product/350502

MarepuanbHO-TEXHUUECKOE 00eCTIeYeHUE 3aHATHSL:

1. KoMmbroTepsl 1o KosmmdecTBy oOy4daronuxcs ¢ pa3sépayroit OC MS Windows, BUpTyaabHOM

marao#, TITIIT Cisco Packet Tracer, NGINX u Apache2.

SRR
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Ipunoowcenue 1
AHHOTANUA AUCHUIIJINHBI

Hucuunnuna «CeTu M cucTeMbl nepenaun MHGopMalumn» peanusyercs Ha (axyibTere
WMHpOpMaLMOHHBIX CUCTEM M 0€30MaCHOCTH JJISl CTYACHTOB 3-TO Kypca, 00ydarouuxcs mo mpo-
rpamme OakanaBpuarta 1o HampasieHuto noarotroku 10.03.01 Mudopmannonnas 6e30macHOCTb
(mpodunu moarotoBku — Ne 2 Opranuzanus U TexHoJorus 3amuTbl nHGopmaruu u Ne 3 Kom-
IUIEKCHAsI 3aIuTa 00bEKTOB HHPOpMATH3aIMK) KaQeapoil KOMIUIEKCHOMN 3aliThl HHPOPMAIIHH.

Lenp AMCUMIUIMHBI: TEOPETUYECKOE HM3YUYECHHE U MPAKTUYECKOE OCBOCHUE MPHUHIIMIIOB
MOCTPOCHUS U (YHKITHOHUPOBAHHS COBPEMEHHBIX CETEH M CHCTEM Tepeaadn JaHHbBIX.

3anauu:

— dbopMupoBaHue 3HaHUN B 00JaCTH BBIOOpA, aHAIW3a U MPUMEHEHUs CeTe U cH-
CTEM Tepe/iau JaHHBIX;

— VSICHCHHE OCHOBHBIX IMOHSTHH W ONpEICIICHUN repenadyn WH()OpMaInu, dTAIOH-
HON MOJIETIM B3aUMOJIEHCTBUS OTKPHITHIX cucteM (Moxaenb ISO/OSI, monens TCP/IP), apxu-
TEKTYpbI U CPEACTB B3aUMO/ICUCTBUS ITPOLIECCOB B CETSIX;

— paccMOTpEeHUE COBPEMEHHBIX TCHACHUMI Pa3BUTHS CETEN CBS3H.

JucuunauHa HanpaBieHa Ha OpMUPOBAHUE CIEAYIOMMNX KOMITETCHITHIN:

. OIIK-7 cocoOGHOCTH omnpenensTh HH(PpOPMAIMOHHBIE PECYPCHI, MOJISKAIINE 3a-
HIUTE, YIPO3bl 6€30MaCHOCTH MH(OPMAIMK U BO3MOXKHBIE IIyTH MX peaju3alliy Ha OCHOBE aHa-
JM3a CTPYKTYPHI U cofiepkaHust HH(GOPMAIMOHHBIX MPOIECCOB U 0coOeHHOCTeN (YHKIIMOHUPO-
BaHUs 00BEKTA 3aIUTHI

B pe3ynbraTe 0cBOEHUS NUCHUILIMHBI 00 YyUYaIOLIUICS TOJKEH:

3HaTh: OCHOBHBIE MPHUHIUIIBI TOCTPOCHUS, APXUTEKTYPY U TOIOJOTHUIO COBPEMEHHBIX
JIBC, rtexnonorun Ethernet (FastEthernet, GigabitEthernet), TokenRing, FDDI-cranmapTsi,
MPUHIIUIIBI PaOOTHI, CPABHUTEIHHBIC XaPAKTEPUCTUKH, IPEUMYIIIECTBA U HEAOCTATKH, OCHOBHBIE
cpencTBa noctpoeHus cospeMmennbix JIBC, kiaccuukanyuy, BHyTPEHHIO apXUTEKTYpPY, PEKU-
MBI pabOThI, MPOTOKOJIBI ceTeBoro ypoBHsa Mozaenu [SO/OSI; MynbTu-cepBUCHBIE CETH, TEXHOJIO-
MM niepesayu rojocosoro Tpapuka VolP, IP-renedonum.

YMeTh: HacTpauBaTh 0a30BbIE HACTPOUKH CETEBBIX YCTPONUCTB 2-TO U 3-T0 YpPOBHS;, OOHa-
PY)KHUBaTh OITMOKA B HACTPOWKE MapIIPyTHU3AIMU; YMETh MOJB30BAThCS HAYYHO TEXHUUYECKOU
JUTEPaTypoil B 00J1aCTH KOMITbIOTEPHBIX CETEH.

Brnaners: 6a30BOi TEPMHHOJIOTHEH IO TUCIUTUIMHE, HABBIKAMU HACTPOUKH M DKCILTyaTa-
I KOMMYHUKAIIHOHHOTO 000PYIOBaHUS.

[To nucnumnnHe TperycMOTpEeHa MPOMEXYTOUHas aTTecTalus B (hopMe IK3aMeHa.

OO6mmast Tpy10EMKOCTh OCBOCHHUSI TUCIIUIUIMHBI COCTABIISICT 4 3a4€THBIC CIUHUIIBI.
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Ipunoowcenue 2

JUCT UBMEHEHMHA
Ne | Teker akryanuzauuu win npunaraeMbii Kk PIIJ[ nokymeHT, Hara Ne mporo-
COJICP KA N3MEHEHHSI KoJIa
1 | Obnosren cocmag npoepammnozo obecneuenus (110), co- 29.06.2017. 10
8pemeHHbIX npogeccuonanrvuvix 6as oannvix (bB/]) u un-
Gopmayuonno-cnpasounwvle cucmem (MCC)
2 | ObHosnena cmpykmypa OuCYuniunsl (Mooyis) OJisi O4HOU 26.06.2018 11
Gopmoel 0b6yuenus (2018 2.)
3 | Obnosnen pazoen 9. Memoouueckue mamepuavl 26.06.2018 11
4 | Obnosnena ocHo8HAS U OONOIHUMENbHASL IUMEPAMYpd 26.06.2018 11
5 | O6nosnen cocmas npoepammuozo obecneuenus (I10), co- 26.06.2018 11
8peMeHHbIX npogheccuonanrbhulx 6a3 oannvix (b)) u un-
Gopmayuonno-cnpasounvle cucmem (MCC)
6 | ObHnosnena ocnosnas u donornumenvHas aumepamypda 29.08.2019 .. 1
7 | Obnosnen cocmas npoepammnozo ovecneuenus (I110), co- 29.08.2019 2. 1
8pemeHHbIX npogeccuonanrvuvix 6as oannvix (bB/]) u un-
Gopmayuonno-cnpasounvie cucmem (MCC)
8 | Obnosnena cmpyxmypa oucyuniunsl (Mo0ys) Oisi OUHOU 23.06.2020 14
Gopmor 0d6yuenus (2020 2.)
9 | Obnosnena ocnosHas u OONOIHUMENbHASL IUMePamypa 23.06.2020 14
10 | Obnosnen pazoen n.4 Obpazosamenvhble MexHOI02UU 23.06.2020 14
11 | Obnoeren cocmag npocpammnozo obecnevenus (I10), co- 23.06.2020 14
8pemeHHbIX npogeccuonanrvuvix 6as oannvix (bB/]) u un-
popmayuonno-cnpagounwvie cucmem (MCC)
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[Ipunoxenue 1
K JIUCTY U3MEHEHUI

1. CoctaB nporpammHuoro odecniedenusi (II0), coBpeMeHHBIX NpodecCHOHATBHBIX 0a3 TaH-
HbIX (B/1) 1 undpopmaunonno-cnpaBounsnie cucrem (MCC) (2017 r.)

Ilepeuens 11O

Tabauya 1
Nent Haumenosanue [10 [IpouzBoautens | Cnocol pacnpocTpaHeHus
/i (ruyenszuonnoe unu c60600-
HO pacnpocmparsiemoe)
1 MicrosoftOffice 2013 Microsoft JIALIEH3MOHHOE
2 Windows XP Microsoft JIMIIEH3UOHHOE
3 KasperskyEndpointSecurity Kaspersky JIMIIEH3UOHHOE
4 OC «Anbst O6pazoBanue» 8 00O «bazanbT | IUIIEH3NOHHOE
CIIO
Hepeyens B/l u UCC
Tabnuya 2
Neni/n HaumenoBanue
Mexnynaponnslie pedeparuBablie HaykomeTpudeckue bJl, moctymnHble B paMkax
HAIMOHAJILHOM noamucku B 2017 T.
Web of Science
Scopus
[Tpodeccuonanpubie moMHOTEKCTOBBIE b/, TOCTyMHBIE B paMKaX HaI[MOHATHHOU
rmoamucku B 2017 1.
XKypuaner Oxford University Press
KommbroTepHbIe CIIPaBOYHBIC MPABOBBIC CUCTEMBI
KoncynwranT [Ltoc,
I'apanT
CocraBurernsb:

K.T.H. J[.A. MuTiommsa
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[Tpunoxenue 2

K JINCTY U3MEHEHUI

2. O6HOBJIEHHE CTPYKTYPbI JUCHHUILIAHBI (MOYJIs1) 1715 04HOI (popmbl 00yuenusi (2018 r.)

CTpyKkTypa IMCUMIJIMHBI JJIS 04HOI opMbI 00yUeHMsI

Ob6mas Tpy10EMKOCTh AUCITUIUINHEL cocTaBnsier 4 3.e., 144 4., B TOM YHCIle KOHTAaKTHas pabora

00ydJaromuxcs ¢ mpernojaBaTeaeM 56 4., MpoMeXxyTodHas arrectamms 18 4.,
camocTosiTeNbHas paboTa o0yvaromuxcsi _70 .

Bunsl yueOHOI paboThI

(B yacax) ®DopMbI TEKY-
KOHTaKTHAas HIETO KOHTPOJIS
No 9 9 N é yCIIEBaEMOCTH,
e TeMbl TUCIHUIUTUHBL/ = a o g E 5 ¢dbopma ipome-
ol © 1) > 5| © ©| KYTOYHOM aT-
=y =21 B B =R R I <A
5 = z = = s = GEJ =l 2 8| Tecraunn (no
% g = é = L{Sﬁ 5|2 o 2 5| cemecmpam)
S| 2| S| 53 S3Eg09=
1 | Obwue nousmus cemeu. Mo-| 5 | 2 4 | Ompoc
oenv OSI/ISO, unxancynayus
2 | llepeoauu cuenana uepez kanan | 5 | 2 4 8 | Ompoc, BbI-
c6a3u, (huzuyeckuil yposeHo. MOJIHEHUE
MIPAKTUIECKOTO
3a/laHus
3 | KananvHulil yposenv nepedauu 5 | 4 6 12 | Ompoc, BbI-
ungopmayuu IIOJIHEHUE
MIPAKTUIECKOTO
3a/laHus
4 | Cemesoti ypogens, popmam 5 | 4 8 12 | Ompoc, BbI-
3azon06ka npomoxoaa IP, MOJHEHHE
NPOMOKOIbL MAPUPYMU3AYUU MIPAKTUIECKOTO
3a/laHus
5 | Tpancnopmmuulil yposenv, npo- 5 | 4 6 10 | Ompoc, BHI-
mokoavt TCP u UDP MOJIHEHUE
MIPAKTUIECKOTO
3a/laHus
6 | Paspewenue adpeca. I[lpomo- 5 |2 4 10 | Ompoc, BbI-
konvlt ARP, DNS. MOJIHEHUE
MIPAKTUIECKOTO
3a/laHus
7 | IIpomokonsi npukiaorHo2o 5 |2 8 18 | Ompoc, BbI-
yposus. HTTP, FTP, noumosble MOJTHEHUE
cepeucyl MPAKTUIECKOTO
3a/laHus
IK3AMEH 5 18 9K3aMeH no
ounemam
UTOTO: 20 36 18 | 70




3.00Ho0B/1eHue pa3aesa 9. MeToanyecKue MaTepUuabl

B paznen 9 BHecTu cnenyroiiye n3MeHEHUs.
1. 3aMeHUTh MPOM3BOJHBIE CJIOBA OT CJIOBA «J1a00PATOPHBIN» HA COOTBETCTBYIOIINE MTPOU3BO/I-
HBIE CJIOBA OT CJIOBA «IIPAKTHYECKUN».
2. B criucok nuTeparypbl KaKA0Tro MPaKTHIECKOTO 3aHATHS 100aBUTh:
Cemesasn 3awuma Ha 6a3ze texnonoruii pupmer Cisco Systems. I[IpakTuueckuii Kype: YueOHOE
nocooue / Arnponunk A.H., Komnepo A.C., Cunaackuit H.W., - 2-e usn., crep. - Mocksa :
®nuaTa, 2018. - 178 c.: ISBN 978-5-9765-3523-7 - Tekcr : anektponssid. - URL:
https://new.znanium.com/catalog/product/965101
3. B teme 4 3amanue U3J10KUTH B peJaKuu:
«1. Uzyuenue crpykrypsl kaapa Ethernet B CPT.
2. Ortcnenuthb MPOXOXKACHUE Kaapa yepe3 kommyTatopsl B CPT.
3. [poanamusuposats Buasl MAC-agpecos.
4. Wzydats VLAN-TEXHOIOTHUIO.
5. CocrtaBUTb OTUET O 1A0OPATOPHOM 3aHITHH.».
4. B teme 4 3amanue U3JI0KUTh B peIaKIUU:
«1. Uzyuenue crpykryps! IP-makera B CPT u B Wireshark.
2. ®opMupOBaHHE MOICETEH.
3. MHccrnenoBanue craTHyecKor MapIpyTH3aIUH.
4. VccnepoBaHue MpOTOKOJIOB AuHaMudeckoil Mapmpytuzanuu RIPv2 u OSPF.
5. Hactpoiika DHCP-cepBepa. Ucnons3zoBanne npotokosa DHCP.
6. CocraBUTh OTUET O MPAKTHUECKOM 3aHSATUH.).
5. B reme 7 cTpoky:
«4. Uzyuenue cepBepoB Apache niau Nginx u Hactoiika nmpotokonoB HTTP.».
3aMEHUTDb Ha CTPOKY:
«4. Hactpoiika HT TP-cepsepa. Pabota ¢ nmporokonom HTTP B CPT».

4.00HOBJIeHHE OCHOBHOI M 10NOJHHUTEIbHOI JuTepaTypsbl (2018 r.)
B pazgen 6. YueOHO-MeTOAN4YeCKOe U MH(pOpMaNOHHOE olecnedyeHNe TUCHMILUIMHBI BHO-
CATCS CIEAYIONINE U3MEHEHUS:

JlononHuTh paznen Ocnoenasn numepamypa

Cemesasn 3awuma Ha 06aze TexHomoruii ¢upmbl Cisco Systems. Ilpaxtuueckmii Kypc:
Yyebnoe mocobue / Aunponunk A.H., Komnepos A.C., Cunanckuii H.W., - 2-e u3z., crep. -
Mocksa :@aunTa, 2018. - 178 c.: ISBN 978-5-9765-3523-7 - Tekcr : snekrponHsid. - URL:
https://new.znanium.com/catalog/product/965101

5. Cocras nporpammuoro oboecnedenus (IIQ), coBpemeHHbIX NpodeccHoOHATbHBIX 0a3
nanHbIX (b/1) u undpopmaunonno-cnpasounbie cucrem (MCC) (2018 r.)

Ilepeuens 11O
Tabauya 1
Nent Hanmenosanue 110 [IpousBonutens | Crocod pacnpocTpaHeHUs
/i (ruyensuonnoe unu c60600-
HO PACNpOCMPansiemoe)
1 Adobe Master Collection CS4 Adobe JMLEH3MOHHOE
2 Microsoft Office 2010 Microsoft JIMIICH3MOHHOE
3 Windows 7 Pro Microsoft JTUIICH3UOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOIHO pacmpoCTpaHsie-
Mo€e
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5 Archicad 21 Rus Student Graphisoft CBOOOIHO pacmpoCTpaHsie-
MOC

6 SPSS Statisctics 22 IBM JIALEH3NOHHOE

7 Microsoft Share Point 2010 Microsoft JUIEH3UOHHOE

8 SPSS Statisctics 25 IBM JIALEH3NOHHOE

9 Microsoft Office 2013 Microsoft JUIEH3UOHHOE

10 OC «AnwsT O6pazoBanue» 8 000 «bazanpT | IUIEH3MOHHOE

CIIO

11 | Microsoft Office 2013 Microsoft JUIEH3UOHHOE

12 | Windows 10 Pro Microsoft JIALEH3NOHHOE

13 | Kaspersky Endpoint Security Kaspersky JIMLEH3MOHHOE

Iepeuens B/l u UCC
Tabauya 2

Neni/mt HaumenoBanue

Mexaynaponansie pedeparuBHbie HaykomeTpuueckue bJl, noctymnHbie B paMkax

HanuoHaJIbHOU moanucku B 2018 .
Web of Science
Scopus

[Ipodeccuonanbubie moHOTEKCTOBBIE B/I, JOCTYITHBIE B paMKax HaIlMOHAIbHOU

noanucku B 2018 r.
Kypnaner Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals
XKypuansr Taylor and Francis

DJIeKTPOHHBIC U3/IaHMsI U3AaTeILCTBA Springer

[TpodeccuonanpHbie MOMTHOTEKCTOBBIE b1
JSTOR

W3pganus no O6I_I_ICCTBCHHBIM U T'YMAHUTApPHbIM HAYKaM

KomnbroTepHble cipaBOYHbIE PABOBBIE CUCTEMBI
Koncynprant [Lmtoc,
I'apanT

CocraBurenb:

K.T.H. [J.A. MuTromua
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[punoxenue 3
K JIUCTY M3MCHEHHI

6. OO0HOBJIEHHE OCHOBHOIM ¥ JIOMOJTHUTEIbHOM JuTepaTypsl (2019 r.)

B paznen 6. YueOHO-MeTOoaMUYecKOe M HHPOPMALMOHHOE o0ecriedyeHue JUCHMUIJIMHBI BHO-
CATCA CIAEAYIOIINE U3MEHEHUS:
Hononuute pasnen /JonorHumenvuas iumepamypa

JluceeB, I'.A. IlporpamMmmHoe oOecrieueHHE KOMITBIOTEPHBIX CeTel M web-cepBepoB :
yue0. mocodue / I'.A. JIucwes, I1.}O. Pomanos, FO.U. Ackepko. — Mocksa : UHOPA-M, 2019.
— 145 c. — (Beicmiee oOpa3oBaHmue: bakanaspuar). —
www.dx.doi.org/10.12737/textbook _5a93ba6860adc5.11807424. - ISBN 978-5-16-013565-6. -
Tekcr : anextponusiit. - URL: https://znanium.com/catalog/product/1002586.

7. CoctaB nporpammuoro odecneyenust (II0), coBpeMeHHBIX MPo(hecCHOHATBLHBIX 0a3
nanubIX (b/1) u undpopmannonno-cnpapounbie cucrem (MCC) (2019 r.)

IHepeuens 11O
Nert Haumenoanue [10 [IpousBoauTenn Crnioco6 pacripoctpane-
/m HUS (TUYeH3UOHHOE UIU
€c680000HO pacnpocmpa-
Hsiemoe)
1 Adobe Master Collection CS4 Adobe JIMIICH3UOHHO®
2 Microsoft Office 2010 Microsoft JIALIEH3UOHHOE
3 Windows 7 Pro Microsoft JIALIEH3UOHHOE
4 AutoCAD 2010 Student Autodesk CBOOO/IHO pacmpocTpa-
HSIEMOE
5 Archicad 21 Rus Student Graphisoft CBOOO/THO pacmpocTpa-
HSIEMOE
6 SPSS Statisctics 22 IBM JIULIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JIMIEH3UOHHOE
8 SPSS Statisctics 25 IBM JIULIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JIMIICH3UOHHO®
10 | OC «Anbt O6pazoBaHue» 8 00O «bazanpt CIIO | nM1IeH3MOHHOE
11 Microsoft Office 2013 Microsoft JIALIEH3MOHHOE
12 | Windows 10 Pro Microsoft JINIEH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIMIIEH3MOHHOE
14 Microsoft Office 2016 Microsoft JINIEH3UOHHOE
15 | Visual Studio 2019 Microsoft JIALEH3MOHHOE
16 | Adobe Creative Cloud Adobe JIIICH3UOHHO®
Ilepeyens B/l u UCC
Nen HaumeHnoBanue
/m
1 | MexnyHapoaHsle pedepaTUBHbIE HayKoMeTpuueckue bJl, 1ocTynHbIe B paMKax Hallu-
OoHaJILHOU moamucku B 2019 r.
Web of Science
Scopus
2 | Ilpodeccuonanbuplie moaHoTekcToBbie B/], mocTynHbIe B paMKax HallMOHAIBHOM MOJI-
nucku B 2019 1.
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XKypuansr Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals

XKypnanst Taylor and Francis

3 | IIpodeccronanbHbie MOTHOTEKCTOBBIE B/]

JSTOR

W3nanus o oO1EeCTBEHHBIM U TYMaHUTAPHBIM HayKaM
DnekTponHas oubimoreka Grebennikon.ru

4 | KoMmbloTepHbIe CIIPaBOYHbIE IPABOBBIE CHCTEMBI
Koncynsrant Ilmtoc,
I"apanT

CocraBurenb:

K.T.H. [{.A. MuTromua
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[Ipunoxenue 4

K JINCTY U3MEHEHUH

8. O0HOBJIEHHE CTPYKTYPBI TUCHHUIJIMHBI (MOIYJI51) AJ1s1 04HOii (popmbl 00yuenus (2020 r.)

CrpykTypa AMcUMNIJIMHBI (MOXYJIs1) 1JIsl O4HOM (pOpMBI 00yUeHU s

OO01mmast TpyA0eMKOCTh JUCIHUILIUHBI COCTaBIseT 4 3. €., 152 4., B TOM YHCIie KOHTAKTHAS

paboTta 00ydJarOIIUXCs C MPEnoaBaTesieM 56 4., cCaMOCTOsTeNIbHas pabora oOydaromuxcs 78 4.

Bunsl yueOHOI paboThI

(B yacax) ®DopMbI TEKY-
KOHTaKTHAas HIETO KOHTPOJIS
No 9 2 LB é yCIIEBAEMOCTH,
e TeMbl TUCIHUIUTUHBL/ = E- 5 E 5 ¢dbopma ipome-
ol @ S > 5| S o | )KyTO4HOH aT-
a, S T | B |% B ES
5| 8| 2| E=S| 88 ¢ £| 8 &| Tecrammu (no
e 2| E| & E S E S | 2 5| cemecmpanm)
Sl S|EE|SEFE 0 -
1 | Obwue nousmus cemeu. Mo-| 5 | 2 4 | Ompoc
oenv OSI/ISO, unxkancynayus
2 | llepeoauu cuenana uepez kanan | 5 | 2 4 10 | Ompoc, BbI-
C853U, PuzUYecKUll yposeHs. MIOJTHCHUE
MIPAKTUIECKOTO
3a/laHus
3 | Kananvnotii yposenv nepedaqu 5 | 4 6 10 | Ompoc, BHI-
ungopmayuu IIOJIHEHUE
MIPAKTUIECKOTO
3a/laHus
4 | Cemesoti yposens, popmam 5 | 4 8 12 | Ompoc, BbI-
3azon06ka npomoxoaa IP, MOJHEHHE
NPOMOKOIbL MAPUPYMUZAYUU MIPAKTUIECKOTO
3a/laHus
5 | Tpancnopmmuulil yposenv, npo- 5 | 4 6 10 | Ompoc, BHI-
mokoavt TCP u UDP MOJIHEHUE
MIPAKTUIECKOTO
3a/laHus
6 | Paspewenue adpeca. I[lpomo- 5 |2 4 12 | Ompoc, BbI-
konvlt ARP, DNS. MOJIHEHUE
MIPAKTUIECKOTO
3a/laHus
7 | [Ipomokonvl npukiaonozo 5 |2 8 12 | Ompoc, BbI-
yposua. HTTP, FTP, noumosysle MOJIHEHUE
cepsuchl MIPAKTUIECKOTO
3a/laHus
9K3aMeH 5 18 8 | okzamen no
ounemam
UTOTO: 20 36 18 | 78
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9. O6HOBJIEHHE OCHOBHOI M JI0MOJTHUTEIbHOM JuTepaTypsl (2020 r.)

B pazgen 6. YuyeOHO-MeTOoaMUYeCKOe U MH(POPMAIIMOHHOE O0ecriedeHue TN CIUIINHbI
BHOCATCS CIEAYIOIINE U3MEHEHUS:

1. JononmuuTs paznen OcHOBHas JuTepaTypa
Kypasnes, A. E. NHbHOKOMMYHUKAIIMOHHBIE CHCTEMBI. AMMapaTHOE OOECIEUYEeHHE : Y4eOHOe
nocobue st By30B / A. E. XKXypasnes, A. B. Makmanos, A. B. ViBaaumes. — Cankr-IlerepOypr
: Jlanw, 2020. — 392 ¢. — ISBN 978-5-8114-5342-9. — Tekcrt : a5ekTpoHHbIN // JlaHb : 2J1ek-
TpoHHO-OMOMMoTeuHas cucrema. — URL: https://e.lanbook.com/book/147334.

2. loniosiHUTh paszzaen JonoaHuTe/ibHasA JIUTEpaTypa
Amnpakcul, 0. K. Ynpasnenue nHGOpMAaLMOHHBIM B3aMMOJECHCTBUEM B pacIpe/leIeHHbIX TeX-
HUYECKMX CHUCTEMaxX: KOHEYHO-aBTOMATHBIA monmxon : monorpadust / FO.K. AnpakcuH. —
Mockga : By3zosckuii yuebnuk : MHOPA-M, 2020. — 184 c. — (Hayunas kuura). - ISBN 978-
5-9558-0554-2. - Tekcrt : anekTponHsIit. - URL: https://znanium.com/catalog/product/1028962.

10. B snemeHT paboueii mporpammbl m.4 OOpa3oBaTe/ibHbIE€ TEXHOJOTHH BHOCSTCS
CJIEIYIOIINE U3MEHEHUS:

B mepuon BpeMEHHOro MPUOCTAHOBIICHUSI MOCEIICHUS] OOYYarOUUMUCA TOMEIICHUN 1
tepputopun PITY. ans opranuszanuu ydeOHOro mpolecca ¢ MPUMEHEHHEM D3JIEKTPOHHOTO
00y4eHUs] W JMCTAHIMOHHBIX OO0pa30BaTEIbHBIX TEXHOJIOTMM MOTYT OBITh MCIOJIB30BaHbI
crenyromue o0pa3oBaTellbHbIE TEXHOJIOTHH:

— BUJICO-TICKIINH;

— OHJIAWH-JIEKIINH B PEKUME PEAIbHOTO BPEMEHH;

— DJIEKTPOHHBIC YUYEOHUKHU, YICOHBIE TOCOOMS, HAyYHbIE U3/aHUS B DJIEKTPOHHOM BHJIE U
JOCTYT K HHBIM 3JIEKTPOHHBIM 00pa30BaTeIbHBIM PeCypcaM;

— CHUCTEMBI JIJIsl DJIEKTPOHHOTO TECTUPOBAHUS,

— KOHCYJIBTALIMM C UCTIOJIb30BAHUEM TEJIEKOMMYHUKAIIMOHHBIX CPEJICTB.

11. B snemeHt paboueil mporpamMmsbl 7. MaTepHajbHO-TeXHHMYeCKoe oOecreyeHHe
JAUCUMITUHBI/MOYJSl BHOCSTCS CIEIYIONINE N3MEHEHMS .

Ilepeuens B/l u UCC
Neni/n HanmenoBanue
1 MexayHaponnsle pedeparuBHble Haykomerpuueckue bJI, mgocTymHble B paMKax
HarmoHaJILHOU moanucky B 2020 r.
Web of Science
Scopus
2 [Ipodeccuonanpupie monHoTekcTOBBIE BJl, AOCTYyNHBIE B pamMKax HalMOHAJIBHON

noamucku B 2020 T.

Kypuaner Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals

XKypnanst Taylor and Francis

3 [Tpodeccuonanpabie TOTHOTEKCTOBBIE B[

JSTOR

W3nanust mo oO1ecTBEHHBIM B T'YMaHUTAPHBIM HayKaM
OnekrponHas 6ubnroreka Grebennikon.ru

4 KomnbroTepHble ClIpaBOYHbIE TPABOBBIE CUCTEMBI
Koncynprant Ilntoc,
l"apanT
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7. MarepuajibHO-TeXHHMYECKOe olecneyeHue
AUCHHUILIMHBL/MOIYJISA BHOCSITCS CJICIYIOLIUE U3MEHEHUSI:
Cocras nporpammuoro odecnevenusi (I10)

Nent Haumenosanue 10 [IpousBoauTens Crnioco6 pacripoctpaHne-
/i HUS (1UYeH3UOHHOE UNU
€c80000HO pacnpocmpa-
HAeMoe)
1 Adobe Master Collection CS4 Adobe JIMIEH3UOHHOE
2 Microsoft Office 2010 Microsoft JIMLIEH3MOHHOE
3 Windows 7 Pro Microsoft JTUIECH3NOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOJTHO pacmpocTpa-
HAEMOE
5 Archicad 21 Rus Student Graphisoft CBOOOJIHO pacmpocTpa-
HSIEMOE
6 SPSS Statisctics 22 IBM JUIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JIMLIEH3UOHHOE
8 SPSS Statisctics 25 IBM JUIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JIMLIEH3UOHHOE
10 | OC «Anwpt ObGpazoBanue» 8 00O «bazanst CIIO | nuneH3noHHoe
11 | Microsoft Office 2013 Microsoft JTUICH3NOHHOE
12 | Windows 10 Pro Microsoft JUIEH3NOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIMIIEH3HOHHOE
14 | Microsoft Office 2016 Microsoft JTUICH3NOHHOE
15 | Visual Studio 2019 Microsoft JIMIEH3UOHHOE
16 | Adobe Creative Cloud Adobe JIMIIEH3UOHHOE
17 | Zoom Zoom JIMIIEH3UOHHOE
CocTtaButelnb:

K.T.H. J[.A. MuTiomma




