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1. [losicHuTEIbHAA 3aIMCKA

1.1. Lenp u 3ama4uu AUCIUTLINHBI

Lenp aucuumuimHel — popMupoBaHue 0a30BBIX 3HAHUH B 001acTu obecriedeHust HHPOP-
MaI[MOHHON 0€30MacHOCTH aBTOMAaTHU3HPOBAaHHBIX CHUCTEM; HABBIKOB OpPTaHU3AlMM padOTHI MO
IPUMEHEHHUIO BUPTYaJIbHBIX YAaCTHBIX CETEH, ONTUMAIBbHOTO BBIOOpPA M MHTETPALMU CETEBBIX
MPOTOKOJIOB BUPTYalbHBIX YacTHBIX cereir (BUC).

3ana4uy JUCLUIUINHBIL:

— paccMOTpeHHuE CyIIecTBa IMpoOiIemMbl Oe30macHoi nepenayn nHpopManuu B UHGHOPMAIMOH-
HBIX CHCTEMaxX, OCHOBHBIX CIIOCOOOB oOecreyeHHs KOH(PHIECHIMATbHOCTH M LEIOCTHOCTU
uH(popMaluu Mpu e€ mepenaye, OCHOBHBIX MPOTOKOJIOB, MPUMEHSEMbIX NJIsl OpraHU3aluu
sanmménHbpx BUC, kputepueB BbIOOpa ONTUMAIBHBIX CXEMHBIX PEIICHHUN JUIsI OpTaHU3aIiH
samumEHHbIX BUC Ha KaHAJIbHOM, CETEBOM U MPUKJIIATHOM YPOBHSIX.

1.2. ®opmupyemble KOMIIETEHIIMH, COOTHECEHHBIE C IUIAHUPYEMBIMH pe3yJbTaTaMu O0Yy4YeHUs
10 IUCLMILINHE:

Koanbi Coaepxxanue komnereHunii | [lepeyeHb MUIaHUPYEMBIX pe3yJabTATOB 00y4e-
KOMIIeTeH- HHUS N0 JUCHHUILIHHE
U

IIK-13 CIOCOOHOCTH MPUHUMATH y4a- |3HATh: OCHOBHBIE BHUIBI YIpo3 0OE30MAaCHOCTH WH-
ctue B popMupoBaHuM, opra- |dopmanuu npu e€ nepenaye Mo KOMIBIOTEPHBIM
HHU30BLIBATH U MOAACPIKUBATL | CCTAM; CHOCO6BI MOCTPOCHUA BUPTYAJIbHBIX KaHa-
BBINIOJTHEHUE KOMILUIEKCAa MEp | JIOB; MPOTOKOJbI opranu3anuu BUC.

no obecrieueHno nHGopMa- | YMeTh: NMPOBOAUTH aHAIU3 NpobiieM Oe3ormacHo-
IIMOHHOM 0€30IacHOCTH, CTH TIepefadrl WHPOPMAIMH C TOYKH 3PEHHS KOH-
YIPaBIATH IPOIECCOM UX pea- |(PUACHIUMAIBHOCTH W LEJIOCTHOCTH; IPOBOAUTH
JIA3alun aHaJIM3 U BBIOOp ceTeBbIX MpoTokosioB BUC.

Biagers: nmpuémaMu HaCcTpOWKHM M INPUMEHEHUs
COBPEMEHHBIX ceTeBbIX MPoTOK00B BUC.

1.3. MecTo qUCHMIUIMHBI B CTPYKTYpe 00pa30BaTEIbHOM MPOrpaMMbl

JuctmmumHa «Opranu3anusi BUPTYaIbHBIX YaCTHBIX CETeH» OTHOCHUTCS K TUCIHILTHHAM
0 BEIOOPY BapHaTUBHON YacTH OJIOKA AUCIUILTUH Y4€OHOTO IIaHa.

Jlnist OCBOCHHS JUCIUTUIMHBI HEOOXOAUMBI 3HAHUS, YMCHHS U BIIAJICHHS, CHOPMHUPOBAH-
HBIC B XOJI€ M3yUYCHUS CICAYIOIMUX NUCHUIUIHH: «CeTH M CHCTEeMBI Mepeiadyu HHPOpMAaIuny,
«TexHUYecKas 3anuTa HHPOpMaun», «OU3NIeCKre OCHOBBI 3aIUTHI HHPOPMAITUN.

B pesynbrare ocBOCHHS AMCHHUILTUHBI (OPMUPYIOTCS 3HAHHS, YMEHUS U BIIAJCHUS, He-
00XOAMMBIC ISl U3YYEHUS CICTYIONNX TUCIUILINH: AUCIUIUINHA SBJSICTCS OJHOM M3 3aBeplia-
I0IUX 00y4eHuUe.

2. CTpyKTYypa JUCUMILIIHHBI
CTpyKTypa JTUCHUILIMHBI JJI51 04HOI (pOPMBI 00yUEeHUs
O6mas TpynoEMKOCTh AUCHUIUIMHBI COCTaBIsIeT 2 3.€., 72 4., B TOM YHCJE KOHTaKkTHas paboTa

o0ydJaromuxcs ¢ npenogasaresieM 28 4., MPOMEKyTOYHas aTTecTauus - 4.,
camocTosiITelbHas paboTa o0ydarommuxcsi 44 .

Buasr yueOHOI pabOTEI DopMBI TEKYIIIETO
No Pa3nen mucrmiuim- ya P P
(B yacax) KOHTpPOJISL yCIIEBa-
n/m HBI/TEMBI o O =
@) KOHTaKTHas \ €MOCTH,




(&)}

ek

Cemunap

[IpakTnyeckue
BaHATUS

JlaGopaTopHbIe
BaHATUA

[IpomexyTou-
Hasl aTTeCTalus

dbopma nmpomexy-
TOYHOM aTTeCcTa-
IIUU (no cemecm-

pam)

OchosHble yepo3vl
UHDOPMAYUOHHOLL
bezonacHocmu

Onpoc

Onpeoenenue, yenu u
3a0ayu UPMYAILHBIX
yacmuwix cemeil

Ompoc

3awuma eupmyains-
HbIX KAHANI08 HA Ka-
HANbHOM U CeaHCOBOM
yposusx modenu OSI

Ompoc.

3awuma eupmyains-
HbIX KAHANI08 HA ceme-
80M YpO8He MoOoenu
OSI

10

Ompoc.

Hngpacmpyxmypa
3auumsl Ha NPUKIAO-

HOM YposHe Mooenu
OSI

Ompoc.

Cpeocmea 3awumuol
ungopmayuu, 0onoi-
HAIOWUEe UPMYAlb-
Hble YaCmHble Cemu

Ompoc.

Ilpoepammmno-
annapammuvie KoM-
neKchl OJisl CO30aHUS
BUPMYANbHBIX Yacm-
HbIX cemell

Ompoc.

Opeanuszayus supmy-
ANIbHBIX YACTHBIX Ce-
metl ¢ UCNONIL30BAHU-
em OpenVPN

12

O1ieHKa BLITIOIHE-
HUS HpaKTI/I‘-IeCKO-
ro 3aJaHus

3ayém

3auém no bunemam

HUTOTO:

16

12

44




3. Copep:xkanue TUCHUINIMHBI

Tema 1. OcHoBHBIE YIPO3bl HH(POPMANUOHHOI 0€30MACHOCTH

Amnanus yrpo3 ceteBoit 6e3omnacHoctH. IIpobaemsr 6e3omacHocTu [P-ceteii. Yrpo3sl u ysa3BUMO-
CTH KOPITOPATHBHBIX MPOBOJHBIX CETEH. YTPO3bl U YA3BUMOCTH OeCrpoBOHBIX ceTeil. CriocoOb
obecrnieueHns HHOPMAIMOHHON OE30MTACHOCTH.

Tema 2 OnpenesieHue, e U 3a1a44 BUPTYAJIbHBIX YACTHBIX ceTel

OcHOBHBIE TOHATUS M (PYHKIIMH BUPTYyalbHbIX 4acTHBIX ceTeil (VPN). .BapuaHTsl moctpoeHus
BUPTYJIbHBIX 3aIUIEHHBIX KaHaaoB. CpencTBa obecnieueHus 6ezonacHocTd VPN. kimaccudu-
kauua cereil VPN. OcHoBHble BapuaHTbl apxuTekTypsl VPN. JlocTOMHCTBa MCIOJB30BaHUs
TexHoaoruu VPN.

Tema 3. 3amuTa BUPTYaJbHBIX KAHAJOB Ha KAHAJBLHOM H C€aHCOBOM YPOBHSX MO/ C/IH
OSI

Kananphsiii yposens monenu OSI. Ilpotokon PPTP. Ilporokon L2F. IIporokon L2TP. Ilporo-
koa SSL/TLS. IIporokon SOCKS.

Tema 4. 3amuTa BUPTYaJbHbIX KAHAJOB Ha ceTeBOM YpoBHe Moaean OSI

CereBoii ypoBenb Mozenu OSI. Apxurektypa cpeacts 6e3onacHoctu [PSec. 3amura nepenana-
eMBIX JaHHBIX ¢ nomoupto npotokoiaoB AH u ESP. IIpoTokon ympaBieHus KpUITOKIIOYAMH.
Ocob6ennoctu peanuzanuu cpeacTs [PSec.

Tema 5. UndpacTpyKkTypa 3a10UThI HA IPUKJIATHOM YpoBHe Moaean OSI

VYnpasnenne uaeHtudukanueid u noctynom. OcoOEHHOCTH yNpaBieHHUs TOCTYHNOM. (YHKIHO-
HUPOBAHUE CUCTEMBI yIIpaBieHUs JocTynoM. Opranu3anys 3alluIIEHHOrO yaIEHHOIO JOCTYIIA.
[IpoTokomnsl ayreHTHU(GUKAINK YIATEHHBIX MOIb30BaTenei. [leHTpasm3oBaHHbI KOHTPOJb yaa-
A€HHOTrO noctyna. YupasieHue goctynom o cxeme SSO. IIpotokon Kerberos. Mudpactpykry-
pa ympaBieHuss OTKpbIThiIMU Kitodamu PKI. TlpuHiumnber QyHKIIMOHUpOBaHMS, JOTHYECKas
CTpPYKTYypa U KoMIoHeHThl PKI.

Tema 6. Cpencrsa 3amuuThl HHGOPMALMH, TONOJHAKIIHNE BUPTYAJIbHbIE YACTHbIE CETH
MesxceteBoe skpanupoBanue. CUCTeMbl aHTUBUPYCHOM 3aiuThl. CUCTEMbI OOHApYKEHHs BTOP-
xenuid. KomriekcHas 3amura nHbopMaIum.

Tema 7. IIporpaMMHoO-annapaTHble KOMILJIEKCHI Il CO3JaHUA BUPTYaJbHbBIX YaCTHBIX Ce-
Tel

[Toctpoenue cereit VPN Ha 6aze mapmpyruzatopoB. Co3gaHue 3alMIIEHHBIX TYHHeENEH ¢ 1mo-
MOUIBIO MEXKCETEBBIX 3KpaHoB. [locTtpoenue cereii VPN ¢ momompio cnenuanau3upoBaHHOTO
[10. TynHenupoBaHue Ha OCHOBE CIELMAIBHBIX anmapaTHbIX cpeacTB. VPN-pemenns xkommna-
Hun «MHportekc». VPN-pemenus B cemeiictBe npoayktoB «Net-PRO» kommannn «Curnan-
KOMp».

4. O0pa3oBaTe/ibHbIEe TEXHOJIOTHH

Ne . |OOpa3oBaTeJbHbIE TEXHOJIO-
HanmenoBanmue pasgena |Buabl yueOHbIX 3aHATHI
n/n MU
1 |2 3 4
1. |OcHosHvlie yepo3vl un- Jlexyus 1. Tpaouyuonnas ¢ ucnorb306auu-
¢opmayuonnoii bezonac- emM npezenmayuii
HOoCMU
Camocmosmenvras paboma|HU3yuenue mamepuanos iekyuii
2 |Onpeoenenue, yeau u 3a- |Jlekyus 2. Tpaouyuonnas ¢ ucnorb308auu-
oauu UPMYAIbHLIX YACT- emM npezenmayuii
HbIX cemetl

Camocmosmenvrasn paboma |Hzyuenue mamepuanog nexyuii




3 |Bawuma eupmyanvnvix  |Jlekyus 3 Tpaouyuonrnas ¢ ucnorb308aHU-
KaHano6 Ha KaHaaibHOM U em npeseHmayuti
Ceancos8om yposHax mooe-
au OSI Camocmosmenvras paboma |zyuenue mamepuanos nexyuii
4 |Bawuma eupmyanonvix  |Jlexyus 4. Tpaouyuonrnas ¢ ucnonb308aHU-
KaHanoe Ha cemegom em npeseHmayuti
yposre mooenu OSI
Camocmosmenvnasn paboma |Beinonnenue 3a0anus
H3yuenue mamepuanog nexyuti
5 |Hugpacmpyxkmypa 3a- Jlexyus 5.1 Tpaouyuonrnas ¢ ucnonb308aHU-
Wumul Ha NPUKIAOHOM Jlexyus 5.2 emM npezeHmayui
yposre mooenu OSI
Camocmosmenvuas paboma |U3yuenue mamepuanog iexyuil
6 |Cpeocmsa zawumol un-  |Jlexyus 6 Tpaouyuonrnas ¢ ucnonb308aHU-
Gopmayuu, oonoanawue em npeseHmayuti
8UpMYabHble YacmHble
cemu Camocmosmenvuasn paboma |U3yuenue mamepuanog iexyuil
7 |llpoepammmno- Jlexyus 6 Tpaouyuonnas ¢ ucnorv3o6auu-
annapammbvie KOMNIEeKC bl em npeseHmayuti
0J1A CO30AHUsL BUPMYAlb-
HbIX YACMHBIX cemell Camocmosmenvras paboma |Vzyuenue mamepuanog nexyuii
8  |Opeanuzayus supmyans- |lIpakmuueckoe 3anamue Buvinonnenue 3a0anus
HbIX YACMHBIX cemell ¢
UCNONIL308AHUEM
OpenVPN

5. Ouenka NJIaHUPYeMbIX Pe3yJIbTATOB 00y4eHM I

5.1. Cucrema oLleHUBaHUA

®opMa KOHTPOJIS Makc. K0J1M4ecTBO 0aJ1JI0B
3a onny pa- |Bcero
ooty
Tekyimuii KOHTPOJIb:
— onpoc (memvt 1-8) 5 6anna 40 6annos
— npakmuydeckoe 3a0anue 20 6annos 20 6annos
[IpoMexxyTouHas arTecTanus 40 6annos
3a4ém
HToro 3a 1uCHUIINHY 100 6annos
3a4ém

[lepeueHr KOMIETEHLINUH C YKa3aHHUEM 3TanoB UX (OPMUPOBAHUS B IIPOLIECCE OCBOEHUS AUCIIU-

IUIMHBI IPEJICTABIISICTCS B BUE TaOJIHIIBL:
No KonTponupyemsie paznensl | Kox konTponupye- HanmeHnoBanue o1ieHOYHOTO
/i (TeMBbI) JUCIUTLIAHBI MOW KOMITETEHIIUU CpeacTBa
1. Tema 1 -8 ITK-13 Y CTHBIN ONpOC HA 3aHATHSIX
IIpakTrueckoe 3aHsTHE I1K-13 [11aH npakTUYECKOro 3aHsATUs
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[Tomy4yeHHBII COBOKYIHBIN pe3ylbTaT KOHBEPTUPYETCS B TPAAULIMOHHYIO IIKATY OLCHOK U B
mIKany oreHok EBpomeiickoii cucteMbl mepeHoca u HakorieHus kpeautoB (European Credit
Transfer System; nanee — ECTS) B coorBeTcTBUM ¢ TaOnMIIEH:

100-0aipHad 1mKa- TpazmionHas mKaa IlIkana
Ia ECTS
95 -100 A

83 — 94 OTJIMYHO B

68 — 82 XOPOIIO 3a4TEHO C

56 — 67 D
5055 YAOBJIETBOPUTEILHO E
20-49 FX

0 — 19 Hey,Z[OBJIeTBOpI/ITe.HBHO HEC 3a4TCHO F

5.2. Kputepuu BbICTABICHHS OLICHKHU MO TUCUUILINHE

Bbananl/ Onenka mo auc- Kpurtepun ouneHku pe3yjbTaTroB 00y4eHusl MO JUCIH-
HIxanaa HUIIJINHE IJINHE
ECTS
100-83/ COTIUIHOY/ BricTaBnsercst oOyuaromemycs, eCiu OH riIy00KO U TIpod-
AB «3a4TeHo (OTINY- HO YCBOWJI TEOPETUYECKUM U IIPAKTUYECKUN MaTepHall,
HO)»/ MOXET MPOJAEMOHCTPUPOBATH ITO HA 3aHATUAX U B XOJI€
«3a4TEHO» IIPOMEXYTOUYHOH aTTeCTaluy.
OO0yuaromuiicst KICYEPIBIBAIOIIE U JIOTHYECKH CTPOUHO U3-
Jaraet yueOHbI MaTepuall, yMeeT yBsI3bIBATh TEOPUIO C
MIPAKTUKOM, CIIpaBIISIETCS C PEeUICHHEM 3aJay mpodeccuo-
HaJIbHON HAIpPaBJIEHHOCTU BBICOKOI'O YPOBHS CJI0KHOCTH,
MPaBIWJILHO OOOCHOBBIBAET MPUHSTHIE PEILICHUSI.
CB000/IHO OpUEHTHpYETCs B yueOHOH 1 podeccuoHalb-
HOU JIuTepaType.
OneHka no JUCHUILIMHE BBICTABISAIOTCS 00ydaromeMycs ¢
Y4ETOM pe3yIbTaTOB TEKYILEH U POMEKYTOYHOM aTTe-
CTalUU.
Komnereniyu, 3akpeniéHnble 3a JUCUUIUITMHON, CPopMHU-
pPOBaHbI HA YPOBHE — «BBICOKUI».
82-68/ «XOPOIIO»/ BricraBisiercss o0yyaromemMycs, €Clii OH 3HaeT TeopeTHye-
C «3a4TeHo (XOopo- CKMH M MPAKTUYECKHUI MaTepuaj, TpPaMOTHO U MO CYIIECTBY
1110)»/ U3JIaraeT €ro Ha 3aHATHAX U B XOZ€ IPOMEKYTOUHOM aTTe-
«3a4TEHO» CTallMU, HE JOIYCKasl CyIIECTBEHHBIX HETOYHOCTEM.

OOyuaromnuiicst IpaBUIBHO MPUMEHSET TEOPETHUECKHUE TT0-
JIOXKEHUS IIPU PELICHNU MPAKTUYECKUX 3a]ad Ipodeccuo-
HaJIbHOM HaIpaBJIEHHOCTU Pa3HOI'O YPOBHS CII0KHOCTH,
BJIaJie€T HEOOXOAMMBIMHU AJIsl 3TOTO HAaBbIKAMU U MPUEMa-
MHU.

JlocTaTogHO XOPOIIO0 OPHUEHTUPYETCS B YIE€OHOU U TIPO-
(dbeccruoHaIpHOM IUTEpaType.

OreHka o JUCHUIUIMHE BBICTABIIAIOTCS 00YJaIOMEMYCs C
y4E€TOM pe3yIbTaTOB TEKYILEU U IIPOMEKYTOYHOM aTTe-
CTaLlUH.

KomnereHiyu, 3akpeniéHnble 3a JUCUUIUIMHON, ChopMHU-
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Banany/
HIxana
ECTS

OneHka 1o auc-
IUILJINHE

Kpurepun oueHKH pe3yJibTaTOB 00y4eHHsI MO U CIU-
TUINHE

POBaHbI HA YPOBHE — «XOPOLLIUI».

67-50/
D.E

«yIIOBJIETBOPH-
TEIHHOY/
«3a4teHo (ymoBie-
TBOPUTEIBHO)»/
«3aYTCHOY

BricTaBnsercst oOydaromemMycs, eciu OH 3HaeT Ha 6a30BOM
YPOBHE TEOPETUYECKUN U ITPAKTUYECKUM MaTepUall, 10-
MyCKaeT OTAEIbHbIC OMNUOKU MIPH €ro W3JI0KEHUHU Ha 3aHs-
TUSAX U B X0J1€ IPOMEKYTOUHOM aTTECTALUH.
OOyuaromuiics UCTIBITHIBAET OIpeIeIEHHbIC 3aTPYIHEHUS
B IIPUMEHEHUH TEOPETUUECKUX TOJI0KEHUH NPU PELIEHUH
MPaKTUYECKHX 3a7a4 MpodeccnoHalbHOI HAlIPaBICHHOCTH
CTaHJApTHOTO YPOBHS CIIO’KHOCTH, BJIa/IeeT HEOOXOMMBbI-
MU JJIs1 3TOr0 0a30BBIMU HaBBIKAMH U MIPUEMAMH.
JIeMOHCTpHUpPYET 1OCTaTOYHBIN YPOBEHb 3HAHUS YUEOHOM
JUTEPaTyphl 10 AUCIUILIMHE.

OreHka 1Mo JUCHUIUIMHE BBICTABIISIOTCS 00YYalOmEeMycs C
Y4ETOM PE3YyIbTATOB TEKYIIEH U MPOMEKYTOUHOM aTTe-
CTaLlUH.

Kommnerenum, 3akpeniéHubie 3a AUCIUIUTMHON, CHOPMHU-
pPOBaHbI Ha YPOBHE — «10CTATOYHBINY.

49-0/
F,FX

«HEYJIOBJICTBOPH-
TEJILHOY/
HE 3aYTEHO

BricTaBnsercst oOydaromemycs, €Ciiu OH He 3HaeT Ha 6a30-
BOM YPOBHE TEOPETHUYECKUHN U IIPAKTUYECKUNA MaTepual,
JOTyCKaeT rpyOble OMUOKY MPHU €ro U3JI0KEHUHN Ha 3aHs-
TUAX U B X0J1€ IPOMEKYTOUHOM aTTECTALUH.
OO0yuaromuiicst HICTIBITHIBACT CEPHE3HBIC 3aTPYTHCHUS B
IIPUMEHEHUH TEOPETUUECKHUX IOJIOKEHUH NPU PELIEHUN
MPaKTUYECKHX 3a7a4 MpodeccnoHalbHOI HAIPaBICHHOCTH
CTaHJApTHOTO YPOBHS CIIO’KHOCTH, HE BIIaJieeT He0OX01u-
MBIMH /ISl 3TOTO HaBBIKAMU U TPUEMaMHU.

JleMOoHCTpHpYeT (parMeHTapHbIe 3HaHUS YUeOHOH JHUTe-
paTypsl IO JUCIUIUIMHE.

OreHka 1Mo JUCHUIUIMHE BBICTABIISIOTCS 00YYaIOmEeMycs C
Y4ETOM PE3YyIbTATOB TEKYIIEH U MPOMEKYTOUHOM aTTe-
CTaLlUH.

KommereHium Ha ypoBHE «OCTaTOYHBIHY, 3aKPETUIEHHBIE
3a AMCUUIUINHON, HE C(OPMHUPOBAHBI.

5.3. OueHouHble cpescTBa (MaTepualibl) Uil TEKYIIET0 KOHTPOJIS YCIEBAEMOCTH, MPOMEXKYTOY-
HOM aTTecTanuy 00YJarOIIUXCs IO UCIUILTHHE

Yemmuwuii onpoc

YceTHBIH 0OMPOC — 3TO CPEACTBO KOHTPOJISA, OPraHM30BAHHOE KaK CHelalibHas Oecena
npenoAaBaresnss ¢ 00yJarouMMcsl Ha TEMBbl, CBSI3aHHBIE C M3y4aeMOW AMCHIMIIMHOW, U paccdu-
TaHHOE Ha BBIACHEHHE 00BbEMA 3HAHUIA, 00YJAIOIIETOCs 10 OTMPEACIEHHOMY pa3/einy, TeMe, IMPo-

OJieMe M T.II.

Ilepeuensv ycmuwix 60npocos 013 npoeepKu 3HaAHU

| No | Bompoc

| Peanmsyemas \
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KOMITETEHITHS

1. | Jaiite pa3nuuHble ONpENENeHUs BHUpPTyadbHOM uacTtHoM cern u | [IK-13
MOSICHUTE UX.

2. | Kakue 3amaum pemaer noctpoenue VPN, a kakue — ycraHoBka MO? I1K-13

3. | KakoBbI 3HaU€HUSI TEPMUHA "YACTHBIA" TPUMEHUTEIHLHO K VPN? ITK-13

4. | B yem paszinuue UCNOJIb30BaHUS NPOBaWEpOB cBA3U U nposaiinepos | I1K-13
Internet mis cozmaguss VPN?

5. | Bo3MOXHO 1M HCHOJB30BAaHUE TOJBKO KaHaJOB cBA3M mnpexnmpustus | [1K-13
g co3ganusg ero VPN?

6. | KakoBbl mpeuMymiecTBa M HEAOCTaTKH Hcnosb3oBaHus Internet mis | [TK-13
co3ganust VPN?

7. | B uéMm 3akmrouaroTcss MapKeTHHTOBas M moTpeOutenbHas cymHocTs | [TK-13
VPN?

8. | Kak moHnMaeTcs 3aluImEHHOCTD OT IIOTOKOB JaHHBIX B VPN? TIK-13

9. | Kakue ycayru mo 3ammTre JaHHbIX oOecrieunBaioT VPN? I1K-13

10. | Yto Ba)KHO /U151 KOHEUHBIX MTOJIb30BaTeNel pu ucnoias3oBannn VPN? | T1K-13

11. | KakoBbl 0OCOOEHHOCTHM COBpPEMEHHBIX ceTeil, Ha ocHoBe KoTopbix | I1IK-13
NPUXOAUTCS co3naBaTh VPN?

12. | Kakue TpeboBaHUs NpeabsIBIAIOTCS K co3naBaeMon VPN? I1K-13

13. | KakoBsl ocobennoctr noctpoenus VPN B paznuunbix cetsax nepenaun | [1K-13
nanubix (FR, ATM, X.25, TCP/IP)?

14. | Kakue ycayru npeiaratoT npoBaiepsl o nocrpoenuto VPN? I1K-13

15. | B uém 3akmrouaercss MeXaHu3M TyHHeaupoBaHus B ceTsax? Kakosel ero | [TK-13
0COOEHHOCTH M CXEMBI HCTIOIH30BAHUS?

16. | Yro Takoe VPN-areHThl ¥ KaKOBbI UX (PYHKITUU? ITK-13

17. | Haiite ompenenenue noiautuku OezomacHocth VPN u mpusemute | [1K-13
HECKOJIBKO MPHUMEPOB.

18. | [TosicHuTe ompeneneHus KpuTepueB Oe30MmacHOCTH NpuMeHuTenbHO K | [TK-13
3agayaM VPN.

19. | Kakumu cpencrtBamu 3amuThl nHGopManuu HY>kHO nonosHuth VPN, | ITK-13
YTOOBI peaTn30BaTh KOMIUICKCHYIO 3alIUTY?

20. | Ha xakmx ypoBHsx wozemun OSI paboraror kakue mnporokons! | [TK-13
co3manus VPN?

21. | YTo un KaKuMH CpPEeACTBAMM 3aIUIIACTCS HA IPUKIATHOM YPOBHE? T1IK-13

22. | Kakue npoToKoIbl BBIMOMHSIOT 3aIUTy J1aHHbIX B VPN Ha kananeHoMm | [1K-13
ypoBHe? CpaBHUTE UX BO3ZMOKHOCTH.

23. | Pacckaxure 06 ocobenHocTsx nmporokona PPTP. Paccmorpute cxemsr | [TIK-13
ero npumenenusi. Hapucyiite crpykrypy nakera PPTP.

24. | Pacckaxwure 006 ocobeHHOCTsX mpoTtokona L2F. I1K-13

25. | Pacckaxute 06 ocoberHoctsax nporokona L2TP. Paccmorpure cxemsr | [TK-13
ero npuMeHeHus. CpaBHute ¢ nporokosom PPTP.

26. | Kakue mpoToKoJIbI BBINOJHAIOT 3amiuTy gaHHbIX B VPN Ha cereBom | I1K-13
ypoBHe? CpaBHUTE UX BO3ZMOKHOCTH.

27. | Pacckaxure 00 ocobGeHHocTsx mnportokona [PSec m pemaembix um | [IK-13
3ajavax. PaccMoTpute cxembl ero npuMeHeHusl.

28. | Kakue npoTOKOJbI BBITOJIHAIOT 3aUTy JaHHBIX B VPN Ha ceancoBom | I1K-13
ypoBHe? CpaBHUTE UX BO3ZMOKHOCTH.

29. | Pacckaxure 00 ocobeHHocTsix mportokona SSL. Tloscaure paboty | I1K-13
npoTokosa auanora SSL.

30. | Pacckaxxure 06 ocobeHHOCTsIX poTokosa TLS. ITK-13

31. | Pacckaxxute 00 ocoberHocTssx mpoTtokosa SOCKS. Tlosicaure | [TK-13
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00OOMmIEHHYI0O CXeMy YCTaHOBICHHS COCIMHEHHS 10 HPOTOKOIY
SOCKS. CpaBHute 4-10 1 5-10 BEpCHH IPOTOKOJIA.

32. | YUro moHUMAaeTCs MOJi TEPMUHOM ympapieHue kKpunrorpaduueckumu | [TK-13
kiarouamu? KakoBa OCHOBHAs 1i€b M OCHOBHBIE 33Ja4M YIPABICHUS
KJIFOYaMH?

33. | YUto Takoe KU3HEeHHBIN 11K K1oua? KakoBwl ero ocHosuble craguu? | [1K-13

34. | B xakux COCTOSIHUSIX TpeObIBalOT KpunTorpadudeckue kimtoun 3a | [TK-13
BpPEMsI CBOEIO KM3HEHHOro 1ukia? [Ipyn Kakux ycioBUSAX MPOUCXOAAT
NEepexX0/ibl U3 OJJHOTO COCTOSIHUSA B Jpyroe?

35. | B ueM oTiauuMe KU3HEHHOIO LMKJIA CEKPETHbIX U OTKpbIThIX | [IK-13
KpUNITOTpaQUIeCKUX KITFOUCH?

36. | Uro Takoe wuH(ppacTpykTypa OTKphIThIX Kiroued? Kakoa ee | [1K-13
jorudeckast v pusnydeckas cTpykrypa?

37. | Kakue OCHOBHBIE JIOTHYECKHE MOACIH HHOPACTPYKTYphl OTKpHITHIX | [TK-13
KIII04el pa3paboTaHbl MEXIYHAapOAHBIMU opraHu3auusMu? B uém
3aKJIIOYAI0TCSA UX 0COOEHHOCTH?

38. | KakoBbl MepCrneKTUBBl MpakTUYECKOro mnpuMeHeHus koHuenuuu | [TK-13
WH(PPACTPYKTYPHI OTKPHITHIX KIIOUCH?

39. | KakoBbl OCHOBHBIE CIIOCOOBI paclpoCTpaHeHHUs OTKPHITHIX Kitoueit B | [1IK-13
KpUNTOCHUCTEMAX ?

40. | U3noxxute B 00muxX ueprax cymectBo Merona ceprudukanuu | [1K-13
OTKpBITBIX KJIO4YedH. B uéM 3akimodaroTcs NpeuMyliecTBa U
HEJOCTATKU ATOT0 MeToJ1a?

41. | B uem pasznmuuue Mexay uaeHTH(PUKanuoHHBIMH U aTpuOyTHbIME | [TK-13
cepTuduKaTamMu’?

42. | Kakre oCHOBHBIC CTaHIAPTHI, onKchiBaromue Gopmatel ceprudukaros | [IK-13
U CITMCKOB aHHYIIMPOBAHHBIX CEPTU(UKATOB, pa3pabOTaHbl U MPUHSTHI
MEXJTYHApOJAHBIMU OpTaHU3alusIMH?

43. | Kakue TpeboBaHUs NPEAbABIAIOTCS K mpoaykram noctpoeHuss VPN? | TIK-13
IlosicHuTe NX.

44. | Pacckaxutre o BapuaHTax peanuzanuu VPN, ux npeumymectBax u | [1K-13
HepocTaTKax. [IpuBeanre npuMepsl IPOIYKTOB.

45. | Kakue @ynkiuu B VPN BBIMOTHSIOT NITIO36I U KIIMEHTHI? ITK-13

46. | Kakue cereBble CpeICTBA PEAIM3YIOT MPOTOKOIIBI co3aanust VPN? I1K-13

47. | CpaBHUTE JOCTOMHCTBA M HemocTatku cpeactB co3ganus VPN | T1K-13
pa3JIMYHBIX KaTErOPUil

48. | Pacckaxute o mocrpoenun VPN Ha 6a3e cereBoit OC. IlpuBenure | [1K-13
PUMEPBI.

49. | Pacckaxxute o moctpoenun VPN Ha 06aze wmapmpyrtusaropos. | [1K-13
[IpuBenuTe npuMepsl.

50. | Pacckaxkute o moctpoennn VPN Ha 6aze MD. [IpuBeaure npumepsl. ITK-13

51. | Haiite ompenenenne MO u pacckaxuTe 00 wux HaszHaudeHuw, | [TK-13
KOMIIOHEHTAaX, TUIIAX U CXEMax MOJKIOYEHHS] B CETH.

52. | Pacckaxkute o moctpoennn VPN nHa 06aze [10. [Ipueaure npumepsl. ITK-13

53. | Pacckaxxute o moctpoenun VPN Ha 06a3e ammapatHbix cpencts. | [1IK-13
IIpuBeauTe MpuMeEpHI.

54. | Kakue Buasl VPN BaM n3BECTHBI M Kakue 3a7jaui OHM peIarT? I1K-13

55. | Pacckaxkute 00 Intranet VPN. IlpuBenure cxemy mocTpoeHus. ITK-13

56. | Pacckaxxute o Client/server VPN. Hapucyiite cxemy nocrpoeHusl. I1K-13

57. | Pacckaxxute 06 Extranet VPN. Cxemarumuno mnpencraBbTe cnoco0 | ITK-13

TIOCTPOCHHSL.
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58. | Pacckaxute 0 VPN ¢ ynan€HHBIM JOCTYIIOM U UX BapHaHTaXx. ITK-13

59. | KakoBbl Ha3HaueHHME, OCOOEHHOCTH, cocTaB u Bo3MoxkHocTH | ITK-13
anmapaTHO-POTPAaMMHOTO ~ KOMIUIEKCa  3amuThl  WH(OpManuu
"Kontunenr-K"?

60. | Kakue MPOTpaMMHBIE MPOAYKTHI KOMIIaHUH "2JIBUCH+" | TIK-13
ucnosap3yrorcs A nocrpoerust VPN u kak nmMenHo? Kakoil ocHOBHOM
IPOTOKOJI YIIPABJIEHHsI KJIFOYaMH IPUMEHSIETCS B 3TUX NPOJYyKTax?

61. | Pacckaxxute 00 VPN-pemenusax komnanuu "Muadotekc". Kakosr ux | I[1K-13
0COOCHHOCTH M (PYHKIIMOHATIBHBIE BO3SMOXKHOCTH? B uéM 3akmogaercs
texHosoruii ViPNet?

62. | Kakue ¢ynkimuu no co3manuto VPN m xak mmeHHo peasm3oBanbl B | [TK-13
cemelictBe npoaykToB "Net-PRO" kxommnanum "Curnan-KOM"? Ha
OCHOBE KaKoro MpOTOKOJIa OCyIIecTBIseTcs mudpoBaHue?

63. | PaccmoTpure HazHaueHHe M BO3MOXxHocTU npoxaykros MO ITHUOU | TIK-13
"[LUNIT" n "Nrna-2" ¢ Touku 3peHus nocrpoeHust VPN.

64. | Kakue  cocraBismone — amnmapatHo-porpammHoro — komruiekca | I[TK-13
"OIICY-IP" xomnanum "AMUKOH" W C KaKUMH OCOOCHHOCTSIMU
ucnonp3yrores mig  noctpoeruss VPN?  Urto peanmuzyer VPN-
SKpaHUpPOBaHUE?

65. | [lo kakuM OCHOBHBIM TIOKa3zaTelssM yaoOHee Bcero cpaBHuBaTh | [1K-13
OPOAYKTHI 1711 co3anus VPN?

Ilpumepnvie mecmosuwie 3a0anusn — npogepka cgpopmuposannocmu komnemenuyui — INK-13

l. YkaxuTe mnpuMepsl HEMpeIHAMEPEHHOTO HECaHKIMOHMPOBAHHOTO  BO3JCHCTBUSA  HA
nHpopManuo:

a) owubdKU norv3osameneli U NepcoHaNa

0) 6;10KupoBaHUE MHGOPMAITHHI

8) cOou u omKazbl MexHUuKu

') HCKa)XeHue nHdopMaImu

1) YHUYTOXXEeHHUE HH(HOpMaIUn

e) npupooHvle A61eHUs

21c) ympama nocumens ungopmayuu

3) KomMpoBaHue WH(popMaIUu

1) XUIICHUE HOCUTENS HHPOpMAITIH

2. BriGepute mpoTOKOIBI TYHHEIMPOBAHUS KaHATHHOTO YpoBHS Mojaenu OSI:
a) PPTP

6) PPPoE

B) ARP

e) L2F

0) L2TP
e) PPP

Ilpumepnsie 6onpocet k 3auémy — nposepka cpopmuposannocmu komnemenyuii — [1K-13

1. Amnamu3 yrpo3 cereBoi 6e3omacHocTu. [Ipo6iemsr 6e3omacHoctu IP-cereid.

2. VYrpo3sl U yI3BUMOCTU KOPIIOPATUBHBIX MPOBOTHBIX CETEH.

3. YTrpo3bl ¥ yA3BUMOCTH OECIIPOBOIHBIX CETEH.

4. Cnoco0sl obecriedeHrsi HHPOPMAITMOHHOM 0€30MaCHOCTH.

5. BapuaHThl NOCTPOCHHS BUPTYAIbHBIX 3alUIIEHHBIX KaHanoB. CpenctBa obecrieyeHUs
6e3omacHocTr VPN.

6. Kmaccudukanums cereit VPN.

7. OcHOBHbIE BapuaHThl apXUTeKTypbl VPN.

8. JlocTomHCTBa HCIOAb30BaHUs TexHojgorun VPN.
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10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.

21.
22.

23.
24.
25.
26.

13

Kananphsiit yposens monenu OSI. IIpotokon PPTP.

[Ipotokon L2F. ITporokon L2TP.

IIpotokon SSL/TLS.

ITpoToxon SOCKS.

CereBoii ypoBenb Mozenu OSI. Apxurektypa cpencts 6ezomacHoctu IPSec.

3anuTa rnepeaaBaeMbIX JaHHBIX ¢ MOMOIIbIO MpoTokoiaoB AH u ESP.

[Iporokos ynpaBiaeHUs] KPUIITOKIOYaMH.

Ocob6ennoctu peanuzanuu cpeacTs [PSec.

VYnpasienue uneHtTudukanueit u qoctynom. OCoOOEHHOCTH YIPaBICHUS JOCTYIIOM.
Opranuzanus 3alyIEHHOr0 yIaléHHOro JOCTYyIa.

[IpoToKOIBI ayTEeHTUDHUKAIIMH YIAIEHHBIX ITOJIb30BaTENCH.

[leHTpaIM30BaHHBIN KOHTPOJb YAAJEHHOTO JOCTyNa. YMIpPaBICHHUE IOCTYNOM IO CXEMeE
SSO.

[Tporokon Kerberos.

Wndpactpykrypa ynpasieHus oTKpeIThIMU Kitouamu PKI. [IpuHImne! GpyHKIMOHUPOBaHMS,
JIOTHYECKasi CTpYKTypa v koMrnoHeHTsl PKI.

[Moctpoenne cereit VPN Ha 6aze MapuipyTH3aTOpPOB.

Co3nanue 3aIMIIEHHBIX TYHHEEH C TOMOIIBIO MEXKCETEBBIX IKPAaHOB.

[Toctpoenue cereit VPN ¢ nomoueto crienuanusupoBanHoro [10.

TyHHENINpOBaHNE HA OCHOBE CIEIMAIBHBIX alllIapATHBIX CPEJICTB.

6. YueOHO-MeTOAMYECKOE M HH(POPMALMOHHOE 00ecnieYeHHe U C UM ILTUHBI

6.1. CiucoKk NCTOYHUKOB M JINTEPATYPHI

JIureparypa
OCHOBHas

OcHogbl nocmpoerus BUPTYaTbHBIX YaCTHBIX ceTeil: YueOHoe mocobme s By3oB / C.B.
3aneunukoB, H.I'. Munocnasckas, A.W. Toncroi. - Mocksa : ['op. nuaus-Tenexkom, 2011. -
249 c.: 60x88 1/16. - (CnermanbHOCTh). (0010%kKa) ISBN 5-93517-139-2, 3000 3k3. - Teker :
anektpoHHbA. - URL: https://new.znanium.com/catalog/product/563048

Ilanacenko C.I1. BuptyanbHble 4acThle CETH U JIpyTHe€ CIOCOOBI 3aIIUThl MHpopManuu //
Mup T1IK. — 2002. — Ne 4. https://www.osp.ru/pcworld/2002/04/163195

6.2. [lepeuens pecypcoB HH(HOPMALIMOHHO-TEIIEKOMMYHHKAITMOHHON ceTu « THTepHET».

1.

2
3.
4.
7

Buoeo ypoxu Cisco Packet Tracer. Kypc monomoro 6otima. [nexTponssiid pecypc] : Pexxum
noctyna : https://www.youtube.com/playlist?list=PLcDkQ2Au8aVNYsqGsxRQxYyQijlLa
94T9, cBoOOAHBIN. — 3ari. ¢ FKpaHa.
https://telecom-sales.ru/content/stati/technologii-cisco-vpn-vidy-i-tipy-udalennogo-dostupa/
https://infotecs.ru/

https://www.signal-com.ru/

. MaTepuajibHO-TeXHUYECKOE o0ecnevyeHre JUCHUIIMHBI

I[J'I}I MaTCpruaJIbHO-TCXHUYCCKOTO obecreyeHns JUCHUITIINHBI HGOGXOI[I/IMO:
1) 1 TeKIMOHHBIX 3aHATHH — JICKIIMOHHBIA KJIACC C BHJICONMPOECKTOPOM M KOMITBIOTEPOM, Ha
KOTOPOM JIOJDKHO OBITh ycTaHOBJIeHO ciaenyromee [10:

Neri/mm HaunmenoBanue [10 [TpouzBoauTENH Crnoco6 pacrpocTpane-
HUS

1 Microsoft Office 2010 Microsoft JIMLIEH3UOHHOE

2 Windows 10 Pro Microsoft JIMLIEH3UOHHOE

3 Kaspersky Endpoint Security Kaspersky JIUIEH3UOHHOE
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2) nns MPaKTHYECKUX 3aHATUH — KOMITBIOTEPHBIN Kilacc, 000pyIOBaHHBIM COBPEMEHHBIMH IEp-
COHAJIbHBIMHM KOMIIBIOTEPAMU JUIsl KaX0ro cTyAeHTa. Ha koMnbroTepe T0KHBI ObITh YCTaHOB-
neHo caexyroniee [10:

Neri/mt Haumenoanue 10 [IpousBoaurens Crmioco0 pacrmpocrpane-
HUS
1 Microsoft Office 2010 Microsoft JIUIEH3UOHHOE
2 Windows 10 Pro Microsoft JIMLIEH3UOHHOE
3 Kaspersky Endpoint Security Kaspersky JIUIEH3UOHHOE
4 Cisco Packet Tracer v.7.2 Cisco Systems cBOOOIHOE
5 OpenVPN OpenVPN Inc cBOOOJIHOE
3) Ilepeuens b/ u UCC
Neni/m HaumenoBanue
1 MexayHaponnsie pedeparuBHble HaykomeTpuueckue b/, 1ocTymnHble B paMKax Halu-
OoHaJILHOU moamucku B 2018 1.
Web of Science
Scopus
2 KoMInproTepHbl€ ClIpaBOYHBIE IIPABOBBIE CHCTEMBI
Koncynperant Ilmroc,
l'apanT

8. ObGecneyenne 00pa3oBaTeIbLHOIO NMpoLeEcca IJIsl JHUIl ¢ OTPAHNYEHHBIMHA BO3MOKHOCTS-
MH 3/10POBbSI H HHBAJIW/I0B

B xone peanuzanuu IUCHMUIUTMHBI UCTIOIB3YIOTCS CIEAYIOLINE TOMOTHUTEIbHBIE METOIbI
00y4YeHUsI, TEKYIEro KOHTPOJIS YCTIEBAEMOCTH M MPOMEKYTOYHON aTTeCTallui 00yUJaIOIUXCs B
3aBUCUMOCTH OT WX UHAUBUIYaTbHBIX OCOOCHHOCTEH:

e JUIS CIENbIX U cITaO0BUISIINX:

— JIEKIIMH OQOPMIIIOTCS. B BHUJIE€ JIEKTPOHHOTO JOKYMEHTA, JOCTYIHOTO C MOMOIIbIO KOM-
IBIOTEPA CO CIIEUATN3UPOBAHHBIM MPOTPAMMHBIM 00ECTIEUCHUEM;

— IIUCbMEHHBIE 3a/IaHMS BBINOJHSAIOTCS HAa KOMIBIOTEPE CO CHEUUATU3WPOBAHHBIM IIPO-
TPaMMHBIM 00€CTICUeHUEM, HITH MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

— obecrieunBaeTCsl HHANBUIYaIbHOE paBHOMEPHOE ocBenieHue He meHee 300 Jrokc;

— 17 BBIMOJHEHHS 3a/laHds TpPH HEOOXOJWMOCTH TMPENOCTABISACTCS YBEIWYUBAIOIICE
YCTPOMCTBO; BO3MOXKHO TaKKe UCII0JIb30BAaHHE COOCTBEHHBIX YBETUUYMBAIOIINX YCTPOUCTB;

— MUChMEHHBIE 3a7aHus O(OPMIISIOTCS YBEITUICHHBIM IPUPTOM;

—3K3aMeH U 3a4€T IMPOBOJATCSA B YCTHOW (pOopMe HIIM BBIIOJIHSIOTCSA B MUCbMEHHOU dopme
Ha KOMIIBIOTEPE.

® JUIS TIYXHUX U CIa0O0CIBIIIAIINX:

— JIGKIIMM OQOPMIISIFOTCSI B BUJE AJIEKTPOHHOTO JIOKYMEHTa, JTUOO MpEeAoCTaBisieTcs 3BYKO-
YCWJIMBAIOILIAS alllapaTypa UHIAUBUAYAIbHOTO TOJIb30BaHUS;

— MUChbMEHHbIE 3aJJaHHsI BBHITTOJIHAIOTCS Ha KOMIIBIOTEPE B MUCbMEHHOU hopme;

—9K3aMEeH M 3a4€T MMPOBOJAATCS B MUCbMEHHOH (popMe Ha KOMIIbIOTEpE; BO3MOXKHO IPOBE/IE-
HUE B (popMe TECTUPOBAHHS.

® Ui JUI C HAPYIICHUSIMUA OMIOPHO-ABUTATEIILHOTO aIllapara:

— JIeKUuu O(POPMIISIOTCS B BUJE JIEKTPOHHOTO JOKYMEHTA, JOCTYITHOTO C IOMOIIbIO KOM-
NBIOTEPA CO CIELMATU3UPOBAHHBIM POTPAMMHBIM 00ECIICUEHHUEM;

— NUCbMEHHBIC 3a/IaHMs BBIMOJHSAIOTCS HAa KOMIBIOTEPE CO CHEHUATU3UPOBAHHBIM IIPO-
TPaMMHBIM 00€CTIEUCHUEM;

—9K3aMeH U 3a4€T MPOBOJATCS B YCTHOH (popMe MIIM BBIOJHSIOTCS B MHUCBMEHHOH (opme
Ha KOMITBIOTEPE.

[Tpu HEOOXOIUMOCTH MpeyCMaTPUBACTCS YBEITUUYEHUE BPEMEHHU JJIsl TIOATOTOBKU OTBETA.
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[Ipouenypa  mpoBenAeHHS  MPOMEKYTOUYHOW  arTecTamuud Ui  OOyYaroIIuXcs
YCTaHABIMBAETCS € YYETOM UX UHAUBUAYAJIBHBIX ICUXO(U3HUECKHX OCOOEHHOCTEH.
[TpomexxyTouHas aTTecTalus MOXKET MPOBOAUTHCS B HECKOIBKO JTAIOB.

[Ipu mpoBeneHuu Mporueayphbl OLCHUBAHUS PE3yJAbTaTOB OOyuUeHUs IpeaycMaTpUBaeTCs
UCIIONB30BAaHUE TEXHUYECKUX CPEACTB, HEOOXONMMBIX B CBSI3U C HHIUBUIYaTbHBIMU
O0COOCHHOCTAMHU OO0y4YaromMXcsl. DTU CPEACTBa MOTYT OBITh MPEIOCTaBICHBl YHUBEPCUTETOM,
WA MOTYT HCIIOJIB30BaThCSl COOCTBEHHBIC TEXHUYECKUE CPEIICTBA.

[IpoBenenne mpoueAypbl OLEHUBAHUS  pe3ylbTaToB  OOy4YeHHS  JIOMYCKaeTcs C
MCIIOJb30BaHUEM JTMCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOIOTHA.

O6GecneunBaeTcss AOCTyNn K MHGOPMAIIMOHHBIM M OMOIHOrpaduyecKuM pecypcaM B CETH
HuTeprer mig kaxaoro odydaromerocs B (hopMax, alaiTUPOBAHHBIX K OTPAHUYEHUSIM HX 3]10-
POBBS ¥ BOCIIPUATHS MH(DOpMAaLIUU:

® JUIS CIENBIX U CTAO0BUISIINX:

— B IIe4aTHOU (popme yBeIHMUEHHBIM HIPUPTOM;
— B hopMe IIEKTPOHHOTO JIOKYMEHTA;

— B ¢popme ayauodaiina.

® JUIS TIIYXUX U CIa0OCIBIIIAIINX:

— B re4aTtHo# (opme;

— B hopMe JIEKTPOHHOT0 TOKYMEHTA.

e IS OOYYAIOIIMXCS C HAPYIISHUSIMU OTIOPHO-IBUTATEIILHOTO armapara:
— B 1e4aTtHo# (opme;

— B hopMe JIEKTPOHHOT'O IOKYMEHTA;

— B opme ayauodaiina.

VY4eOHble ayAUTOpUH IS BCEX BUAOB KOHTAKTHOM M CaMOCTOSITENIbHON pabOThl, HayuyHas
OnbnuoTeKka W WHBIC TOMEIICHUS IJisi OOyYeHUs OCHAIICHBI CHEIHATLHBIM OO0OPYJOBAaHHEM U
y4eOHBIMU MECTaMH C TEXHUUYECKUMHU CPEJICTBAMU O0yUEHUS:

® JUIS CIENBIX ¥ CTaO0BUISIINX:

— YCTPOMCTBOM /Ji cCKaHupoBaHus U ureHus ¢ kamepod SARA CE;

— nuctuieem bpaiing PAC Mate 20;

— npuHTtepoM bpaitng EmBraille ViewPlus;

® JUIS TIYXHUX U CIa0OCITBIIIAIINX:

— aBTOMAaTU3UPOBAaHHBIM pabOYMM MECTOM JJIS JIIOJIEH C HapyIICHUEM cllyXa U ci1aboCIbl-
HIaIux;

— aKyCTUYECKUN YCUTTUTEINb U KOJIOHKU;

e IS O0YYArOIIMXCS C HAPYIISHUSIMU OTIOPHO-/IBUTATEIILHOTO armapara:
— TePeBUKHBIMU, PEryITUPYEeMbIMU dproHoMudeckumu mapramu CHU-1;
— KOMIIBIOTEPHON TEXHUKOM CO CHEIHalbHBIM IPOTrPAMMHBIM 00€CIIeUeHUEM.

9. MeToau4eckue MaTepHaJIbl

9.1. I1na"el MpakTHYECKUX 3aHATHH — MpoBepka chopmupoBanHOCTH KomneTeHIuid — [1K-13

Ilpakmuueckoe 3anamue Ne 1 (12 u.) — npoeepka cghopmupoeannocmu komnemenyuit — I1K-

13

1. IocTpouts Moaens cetu amns padoTsl B VPN.

2. YCTaHOBHTH Ha BUPTYAIbHYIO MaluHy ceTeByro Linux-mogoonyto OC u nokanpabsie OC Ub-
untu u Windows.

3. Ha xaxno# rocreBoit OC yctanoButh coorBercTBytoniee [10 OpenVPN.

4. CocraButb cxemy VPN-cetu ¢ ucnons3oBanuem I10.

Yka3aHus 10 BHIMOJIHEHUIO 33aHUS:

1. [IpenogaBaTens BBIIAET KaXAOMY CTYICHTY IPUMEPHYIO CTPYKTYPY CETHU OpTaHU3aIUH H al-
pecHoOe MPOCTPAHCTRO.

2. CTyz#eHT HacTpanBaeT CEPBEPHYIO U KIIMEHTCKYIO YacTh VPN.
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3. OdpopMuTh OTUET N0 MPAKTUUECKOI1 padoTe.

4. OTBETUTH HA YCTHBIE BOIPOCHI

MartepuanbHO-TEXHHUECKOE 00eCTICUCHIE 3aHsTHS:

KOMIIBIOTEPHBIN KJ1acc, 000pyA0BaHHBIN COBPEMEHHBIMU NIEPCOHAIBHBIMU KOMITBIOTEPAMHU IS
KaXXI0ro CTyaeHTa. Ha KoMmbloTepe TOKHBI OBITh YCTaHOBJICHBI:

— munenznonnoe [10 MS Windows 7 u crapie;

— muuensuonHoe [10 MS Office 2010 u crapie;

— mporpammubIi makeT OpenVPN, knuenTckas u cepBepHas 4acTthb (cBobogHoe [10).

Pe3ynbrarhl npakTHUecKUX 3aJaHuil oOydaroniecss opopMIisiioT B Buae oT4€ToB. OTUYET 0hopm-
nsiercst ¢ ucnonb3oBanreM [IKIT MS Office 2007 u Bbiie u nepenaércs mpemnogaBaTelio Mmo-
CPEICTBOM OTOBOPEHHOTO CIoco0a CBS3H.
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Ipunoowcenue 1

AHHOTAINUA TUCHUITJIMHBI

JucuummHa «OpraHu3aiys BAPTYalbHbIX YaCTHBIX CeTei» peanusyercs Ha (akyabTeTe
NHpopManimoHHBIX CUCTEM U O€30MAaCHOCTH ISl CTYACHTOB 4-10 Kypca, 00yJarmuxcs Mo mpo-
rpamme OakanaBpuarta 1o HampasieHuto noarotrosku 10.03.01 Mudopmanmonnas 6e30macHOCTb
(mpodune moaroroBku — Ne 3 KomrmuiekcHas 3anmurta o0bekTOB MHGOpMaTH3anun) kadeapon
KOMILJICKCHOM 3aIUThl HH(POPMAIIHH.

Hens quctummnHbl: popMupoBaHue 0a30BbIX 3HAHUK B 00J1acTu obecriedeHus: nHpopma-
IIMOHHOW 0€30MacCHOCTH aBTOMATH3UPOBAHHBIX CUCTEM; HABBIKOB OPraHU3alUU PaOOTHI 1O MPH-
MEHEHUIO BUPTYaAJIbHBIX YACTHBIX CETEH, ONTUMaIbHOTO BIOOpAa U MHTETPALIMH CETEBBIX MPOTO-
KOJIOB BUPTyalbHbIX YacTHbIX cereil (BUC).
3amaun: pacCMOTPEHHE CYIIecTBa MpoOiemMbl O0e30macHor nepenayn nHbopmaruu B nHpopMa-
IIMOHHBIX CHCTEMaX, OCHOBHBIX CIIOCOOOB oOecrieueHHs] KOH(PUICHINATBHOCTH U LEIOCTHOCTH
uH(popMaluu npu e€ nepeaaye, OCHOBHBIX NMPOTOKOJIOB, MPUMEHSEMBIX JJIsi OpraHU3aluu 3a-
munéHabix BUC, kpuTepueB BbIOOpa ONTHMAJIBHBIX CXEMHBIX PELICHUN AJIi OpraHu3aliy 3a-
nmméHHbIX BUC Ha kaHaIbHOM, CETEBOM M IIPUKIIATHOM YPOBHSX.

JlucuuiuiiHa HampasieHa Ha (OPMHUPOBAHUE CIACAYIOIUX KOMITETEHIIHIA:
e JIK-13 — cnocoGHOCTh MPUHUMATh y4acTue B (HOPMUPOBAHUU, OPTaHU30BLIBATh U TOJ-
JIep>KUBATh BBHIIIOJHEHUE KOMIUIEKCa Mep 1o obecnieueHnio nH(opMaImoHHoOK Oe3omac-
HOCTH, YIPABJIATH IPOIIECCOM UX PEeaTH3ALHH.
B pe3ynbrare ocBOEHUS AUCHUIIIMHBI 00 yYaIOLIUICS TOJKEH:
3HaTh OCHOBHBIC BH/IbI YIp0o3 O6e30nmacHOCTH HH(pOpMauy pu e€ nepeaye Mo KOMIbIOTep-
HBIM CETSIM; CIIOCOOBI MOCTPOEHUSI BUPTYAJIbHBIX KaHAJIOB; IPOTOKOJIBI opranu3zanun BUC.
YMeTb NpOBOAMTDH aHATIH3 MPOoOJIeM Oe30MacHOCTH Nepeaayr HHPOPMALUU ¢ TOUYKH 3PEHHUS
KOH(UICHIIMATBHOCTH U 1IeJIOCTHOCTH; MPOBOJIUTE aHAIIU3 U BBIOOP ceTeBbIX mpoTokosoB BUC.
Bnaners npuémamu HaCTpOHWKH U IPUMEHEHUS COBPEMEHHBIX CeTEBBIX IpoTokoiaoB BUC.
[To nucrumuinHe IpeTycMOTpEeHa MPOMEXKYTOUHas aTTecTauus B opme 3auéTa.
OO6m1ast TpyA0EMKOCTh OCBOCHHUS AUCUUIUIMHBI COCTABIISACT 2 3a4ETHBIC €IMHUIIBI.
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Ilpunoscenue 2

JIUCT UBMEHEHUI
No TekcT akryanuzanuu Wi npuwiaraemsiii k P11/ nokymenT, Hara Ne ipoto-
COZIEPIKALLINI U3MEHEHHUS KoJa
1 Obnosnen cocmas npocpammuoco obecneuenus (110), co- 29.06.2017e. 10
8peMeHHbIX NpodeccuonatvHvlx 6az oanuwix (B/]) u un-
dopmayuonno-cnpasounvie cucmem (MCC)
2 Obnosnen cocmas npocpammuozco obecneuenus (110), co- 26.06.2018 a. 11
8peMeHHbIX NpodeccuonatvHvlx 6az oanuwix (B/]) u un-
dopmayuonno-cnpasounvie cucmem (MCC)
3 Obnosnena ocHo8Has 1 OONOIHUMENLHAS TUmMepamypa 29.08.2019 2 1
4 Obnosnen cocmas npocpammuoco obecneuenus (I110), co- | 29.08.2019 2 1
8peMeHHbIX NpogeccuonatvHvlx 6az oannwix (B/]) u un-
dopmayuonno-cnpasounvie cucmem (MCC)
5 Obnosnena cmpykmypa Oucyuniunsl (MoOyis) 01 OYHOL 23.06.2020 14
dopmot obyuenus (2020 2.)
6 Obnosnena ocHo8Has 1 OONOIHUMENLHAS TUMmepamypa 23.06.2020 14
7 Obnosnen pazoen n.4 Obpazosamenvhvie MexHONI0SUU 23.06.2020 14
8 Obnosnen cocmas npocpammuo2o obecneuenus (110), co- 23.06.2020 14

8pemenHbIX npogheccuonanvuvix 6az oannvix (B/]) u un-
dopmayuonno-cnpasounvie cucmem (MCC)
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[Tpunoxenue 1
K JINCTY U3MEHEHU U

1. CocraB nporpammHuoro oboecnedenus (I10), coBpeMeHHbIX PodeccHOHATIBLHBIX 043 T1aH-

HbIX (b/1) 1 undpopmannonno-cnpaBounsnie cucrem (MCC) (2017 r.)

Ilepeyens 11O
Tabauya 1
Neri/mm Haumenosanue [10 [TpousBonutens | Crocol pacpocTpaHeHUs
(ruyensuonnoe unu c60600-
HO pacnpocmpansemoe)
1 MicrosoftOffice 2013 Microsoft JIMIEH3UOHHOE
2 Windows XP Microsoft JIMLIEH3UOHHOE
3 KasperskyEndpointSecurity Kaspersky JIUTIICH3UOHHOE
4 OC «Anbt O6pazoBanue» 8§ 00O «bazanbT | JULEH3UOHHOE
CIIO
IMepeuens Bl u UCC
Tabauya 2
Neni/m HaumenoBanue
1 Mexnynapoanasie pedepaTuBHbIe HaykomeTpuueckue bJl, noctymHsie B paMmkax

HaIIMOHAJILHOM nmoamucku B 2017 T.

Web of Science
Scopus
2 [Tpodeccuonanpubie momHOTEKCTOBBIE B/, TOCTYITHBIE B paMKax HAITMOHAITBHOM
noamucku B 2017 T.
Kypnansr Oxford University Press
3 KoMnbroTepHble ClIpaBOYHBIE TIPABOBBIE CHCTEMBI
Koncynperant Ilmtoc,
I'apant
CocraBurernb:

K.T.H. [[.A. MuTromua
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[Tpunoxenue 2
K JINCTY U3MEHECHUI

2. CoctaB nporpammuoro obecneuyeHus (I10), coBpemeHHbIX NPOdecCHOHAIBHBIX 0a3 1aH-
HbIX (B/l) 1 undopmanuonno-cnpaBounsie cucrem (MCC) (2018 r.)

Ilepeuens 11O
Tabauya 1
Neri/mm Haumenosanue [10 IIpousBonu- Crioco6 pacripocTpaHeHus
TeIb (nuyensuonnoe unu c60000-
HO pacnpocmpansiemoe)
1 Adobe Master Collection CS4 Adobe JINLIEH3UOHHOE
2 Microsoft Office 2010 Microsoft JIUIEH3UOHHOE
3 Windows 7 Pro Microsoft JIMLIEH3UOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOIHO pacrpocTpaHsie-
Moe€
5 Archicad 21 Rus Student Graphisoft CBOOOJHO pacmpocTpaHsie-
Moe€
6 SPSS Statisctics 22 IBM JIUIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JIUIEH3UOHHOE
8 SPSS Statisctics 25 IBM JIMLIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JTUTICH3NOHHOE
10 OC «AnwsT O6pazoBanue» 8 00O «bazaneT | TUIEH3UOHHOE
CIIO
11 Microsoft Office 2013 Microsoft JINLIEH3UOHHOE
12 Windows 10 Pro Microsoft JIUIEH3UOHHOE
13 Kaspersky Endpoint Security Kaspersky JUIEH3UOHHOE
Iepeuyens B/l u UCC
Tabnuya 2
Neni/n HaunmenoBanue
MexnayHnaponnsie pedepaTuBHbIE HaykoMeTpudeckue bJl, mocTymHple B pamMKkax
HaIIMOHAJILHOM nmoamucku B 2018 T.
Web of Science
Scopus
[Tpodeccuonanbubie moTHOTEKCTOBBIC B/I, MOCTYyIHBIE B paMKax HaIlMOHATIbHON
noamucku B 2018 T.
Kypuaner Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals
Kypnansr Taylor and Francis
DNEeKTPOHHBIC M3JaHUs U3JIaTeIbCTBA Springer
[IpodeccronanbHbie MOTHOTEKCTOBBIE B/
JSTOR
W3 nanus mo oO1ecTBEHHBIM U TYMAaHUTAPHBIM HayKaM
KomnbioTepHbie cripaBOYHbIE PABOBbIE CHCTEMBI
Koncynprant Ilntoc,
l"apanT
Cocmasumensw:

Kanouoam mexnuuecxkux nayx, u.o. 3as. kagpeopou K31 J].A. Mumwowun
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[Tpunoxenue 3
K JINCTY U3MEHECHUI

3. O0HOBJIeHHE OCHOBHOI M 1I0NOJHUTEJbHOI auTepatypsl (2019 r.)

B paznen 6. YueoHO-MeTOAMYeCKOEe M HH(POPMALMOHHOE 0O0ecnieYeHrue THCIUILINHBI
BHOCSTCS CIICAYIOIINE N3MCHCHUS:

HononHutk pazaen OCHOBHAs JIUTEpaTypa
KommiekcHas 3amuTa HHQOpPMAIMU B KOPIIOPATUBHBIX CUCTEMax : yuel. mocobue / B.D.
[[Manprun. — Mocksa : U «®DOPYM» : I/IH<I)PA M, 2019. — 592 c. — (Bsicuiee obpazoBanue:

bakanaspuar). - Tekct ANEKTPOHHBIN. - URL:
https://new.znanium. com/catalog/product/996789 (mara oopamenus: 11.08.2019)
[TporpamMHo-annapaTHast 3amurta nHpopmanuu : yueb. mocodue / I[1.b. XopeB. — 2-e

u3., uchp. u aorn. — Mocksa : ®OPYM : UHOPA-M, 2019. — 352 ¢. — (Bricmee o6pazoBa-
Hue). - Tekct : anekrponnbiit. - URL: https://new.znanium.com/catalog/product/1025261 (narta
obpamenus: 11.08.2019)
JononHuts pasnen JlonosHuTenbHAs IuTepaTypa

L]ecnos, A. FO. 3amurta nHGOPMAIMKA: OCHOBBI TEOPHH : YUCOHHK JIs OakajgaBpuaTta v
maructpatypsl / A. 0. llernos, K. A. Illerno. — Mocksa : M3aarensctBo FOpaiit, 2019. — 309
c. — (Cepus : bakanmaBp m maructp. Akamemuueckuii kypc). — ISBN 978-5-534-04732-5. —
Texcr : oanekrponnsii //  3BC  HOpaiir  [caiit]. — URL: https://www.biblio-
online.ru/book/zaschita-informacii-osnovy-teorii-433715.

4.00H0BJIeHME cocTaBa mporpaMmMHoro odecnevyenus (I10), coBpemennbix nmpogeccuo-
HaJbHBbIX 0a3 1aHHbIX (B/]) 1 nHpopmaunonHo-cnpaBounsie cucrem (MCC) (2019 r.)
Ilepeyens 11O

No Haunmenosanue I10 [IpounsBoguTens Crnioco6 pacripoctpane-
/o HUS (TUYEH3UOHHOE UTU
Cc680000HO pacnpocmpa-
Hsemoe)
1 Adobe Master Collection CS4 Adobe JULIEH3UOHHOE
2 Microsoft Office 2010 Microsoft JIMLIEH3UOHHOE
3 Windows 7 Pro Microsoft JUALIEH3UOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOJTHO pacmpocTpa-
HEMOE
5 Archicad 21 Rus Student Graphisoft CBOOOJTHO pacmpocTpa-
HIEMOE
6 SPSS Statisctics 22 IBM JIMLIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JIMIIEH3UOHHOE
8 SPSS Statisctics 25 IBM JULIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JIMLIEH3UOHHOE
10 OC «Anbt ObpazoBanue» 8 00O «bazanpst CIIO | 1MIIEH3MOHHOE
11 Microsoft Office 2013 Microsoft JIMLIEH3UOHHOE
12 Windows 10 Pro Microsoft JIMIIEH3UOHHOE
13 Kaspersky Endpoint Security Kaspersky JIUTIEH3MOHHOE
14 Microsoft Office 2016 Microsoft JIMLIEH3UOHHOE
15 Visual Studio 2019 Microsoft JIAIIEH3UOHHOE
16 Adobe Creative Cloud Adobe JIMLIEH3UOHHOE
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ITepevens B/l u UCC

Ne
1/

HaunmenoBaunue

1

MexayHnapoanslie pedeparuBHble HaykoMeTpuueckue bJl, 1ocTynHbIe B paMKax Hallu-
OHaJIbHOM noamucku B 2019 r.

Web of Science

Scopus

[Ipodeccuonanpubie MOMHOTEKCTOBBIE b/, JOCTYNHBIE B paMKaX HallMOHAJILHOW MO/~
nucku B 2019 r.

Kypnaner Cambridge University Press

ProQuest Dissertation & Theses Global

SAGE Journals

Kypuainsr Taylor and Francis

[Ipodeccronanbhbie MOTHOTEKCTOBBIE B/
JSTOR
N3nanus mo oO1mecTBEHHBIM U TYMaHUTAPHBIM HayKaM
OnektponHas 6ubimoreka Grebennikon.ru

KomMniproTepHble CripaBOYHBIE TIPABOBBIE CHCTEMBI
Koncynbrant Ilmoc,
l'apanT

Cocmasumens:
Kanouoam mexnuueckux nayx, u.o. 3as. kageopoi K3U J[.A. Mumrwowun
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[Tpunoxenue 4
K JINCTY U3MEHEHU U

5. O0HOBJIEHHE CTPYKTYPbI AUCUUIIJIMHBI (MOIYJIs1) 1Jis1 04HOM (popmbl 00yueHus (2020 r.)
CrpykTypa AMcuMnJInHbI (MOXYJisl) AJIsl OYHOH (pOpMBbI 00yUeHU s

OO6m1ast TpyI0€MKOCTh TUCIMIUIMHBI COCTABIIsET 2 3. €., 76 4., B TOM YHCJIE KOHTAKTHas

pabota oOywaromuxcs ¢ mpernojaBareneM 28 4., caMocTosTenbHas padbota oOydarommxcs 48 d.

Bunpl yue6HOM paboThI
(B yacax) @OpMBI TEKYILETO
KOHTAKTHAadg KOHTPOJIA yCIICBa-
No 9 2 e é €MOCTH,
W Pazien nucuumniInHbl/ TeMbI = E 5 g E ] @OpMavaOMe)I(y-
5] 15 > 5| © d TouHOH aTTecTa-
% = § E = é = § E § Lccé LUK (N0 cemecn-
2l 2| 5|55 885182] 53 pan)
ol= |SIEES8|[FE]C T
1 Ocnognvie yeposvl ungopma- | 8 |2 4 Omnpoc
YUOHHOU be30nacHocmu
2 Onpeoenenue, yenu u 3adavu | 8 |2 2 Omnpoc
BUPMYATLHBIX YACMHBIX Ce-
metl
3 3awuma eupmyanvrolx kana- | 8 | 2 4 Ormpoc.
JI08 HA KAHATIbHOM U CeaHco-
6om yposHsx mooeau OSI
4 3awuma eupmyanvrolx kana- | 8 | 2 10 | Ompoc.
JI08 HA cemesoM ypoGHe MO-
denu OS]
5 Huppacmpykmypa sawumer | 8 | 4 8 Ompoc.
Ha NPUKIIAOHOM YPOBHE MO-
oenu OSI
6 Cpeocmea 3awumel uHgop- 8 (2 8 Ompoc.
mayuu, OONOaHAWUE BUD-
MyaibHble YacmHuvle cemu
7 IIpoepammmuo-annapammuole 8 (2 6 Ompoc.
KOMNJIEKCbl 015 CO30aHUs
BUPMYATLHBIX YACMHBIX Ce-
metl
8 Opeanusayus eupmyanvbHbIX 12 6 OreHKa BBINOJIHE-
YACMHBIX cemell ¢ UCNOb30- HUS IPAKTHYECKO-
sanuem OpenV PN I0 3aJJaHusA
3auem 3auém no bunemam
UTOrO: 16 12 48

6. O0HOBJIEHHE OCHOBHOM M 10MOJHUTEIbHOM JuTepatypsl (2020 r.)

B pazgen 6. YuyeOHO-MeTOoAMUYeCKOe U MH(POPMAINTMOHHOE O0ecreyeHHue TUCIUTIITHHbI
BHOCATCS CIEAYIOIINE N3MECHCHHUS:

1. Jonoauutk pazaen OCHOBHAA JUTEpPaTypa
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Hlansrun, B. @. KommuiekcHas 3ammra MHQOpPMAMU B KOPHIOPATUBHBIX CHUCTEMax : ydeOHOe
nocobue / B. ®@. [llanbrun. — MockBa : ®OPYM : UHOPA-M, 2020. — 592 c. — (Bwicmiee
oOpa3oBanme: bakamaBpuar). - ISBN 978-5-8199-0730-6. - Tekcrt : snextponHbIid. - URL:
https://znanium.com/catalog/product/1093695 (nata obpamenus: 11.09.2020). — Pexxum mocty-
na: 1o MoAIucKe.

7. B snemeHnt paboueil mporpammbl m.4 QOpa3zoBaTejibHbI€ TEXHOJOTHMH BHOCSTCS
CJIETyIOIINE U3MEHEHHUS:

B nepuox BpeMEHHOTO NMPUOCTAHOBIEHHS MOCEIIECHHUS O0YYalOIUMUCS TOMEICHUH U
tepputopun PITY. mna opranuszamuu ydeOHOTO Tpoliecca ¢ MPUMEHEHHEM AJIEKTPOHHOTO
o0y4eHHsI W JAMCTAHIMOHHBIX OOpPa30BaTENbHBIX TEXHOJOTUH MOTYT OBITH HCIIOJIb30BaHBI
cienyomue o0pa3oBaTesIbHbIE TEXHOJIOTUU:

— BUJICO-JIEKIINH;

— OHJIAMH-JIEKLUU B PEKUME pEalbHOT0 BPEMEHH;

— JIIEKTPOHHBIE Y4eOHUKH, yueOHbIe TOCOOUs, HAyUHbIC U3aHUS B 3JICKTPOHHOM BUJIE U
JOCTYT K MHBIM 3JIEKTPOHHBIM 00pa30BaTeIbHBIM PECYpCaM;

— CHCTEMBI JUIsl 3JIEKTPOHHOT'O TECTUPOBAHMSI;

— KOHCYJbTALIUU C UCTIOJIH30BAaHUEM TEJIEKOMMYHUKAIIMOHHBIX CPEJCTB.

8. B omemeHT paboueil mporpammbel 7. MarepuajibHO-TeXHH4YECKOe oOOecnevyeHue
AMCUMILIAHBI/MOAYJISl BHOCSATCS CIAEAYIOIINE U3MEHEHUS:

Ilepeuens B/l u UCC
Neri/it HaunmenoBanue
1 MexnyHaponneie pedepaTuBHbIE HaykoMmeTrpudeckue bJl, moctymHble B paMkax
HalMoHaJILHOU nmoanucku B 2020 r.
Web of Science
Scopus
2 [Tpodeccuonanbuble nosHoTeKcTOBBIE B/, mocTymHble B pamMkax HalMOHAIbHON

nonmucku B 2020 r.

Kypnaner Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals

Kypuainsr Taylor and Francis

3 [TpodeccrnonanbHbie MOTHOTEKCTOBBIE B]]

JSTOR

W3nanus mo oOuiecTBEHHBIM H T'YMaHUTAPHBIM HayKaM
OnektponHas 6ubimoreka Grebennikon.ru

4 KoMInproTepHbI€ ClIpaBOYHBIE TIPABOBBIE CHCTEMBI
Koncynbrant Ilmoc,
l"apanT

B oanement paGoueit mporpammsl 7. MaTepHasibHO-TeXHHYeCKoe o0ecnedyeHue
AUCHHUIIIHHBI/MOLYJI BHOCATCS CICAYIOLINE N3MCHECHMS:
CocraB nporpammHuoro odecnevenns (IIO)

Nont Haumenosanue I10 [IpousBoguTens Crnioco6 pacnpocTpane-
/m HUS (TUYyeH3UOHHOe Ul
Cc80000HO pacnpocmpa-
Hsemoe)
1 Adobe Master Collection CS4 Adobe JINLIEH3UOHHOE
2 Microsoft Office 2010 Microsoft JINLIEH3UOHHOE
3 Windows 7 Pro Microsoft JTUTICH3UOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOJTHO pacmpocTpa-
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HIEMOE

5 Archicad 21 Rus Student Graphisoft CBOOOIHO pacrpocTpa-
HIEMOE

6 SPSS Statisctics 22 IBM JIMIIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JIMLIEH3UOHHOE
8 SPSS Statisctics 25 IBM JIAIIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JINLIEH3UOHHOE
10 OC «AnpT O6pazoBanue» 8 000 «bazanest CIIO | mUIIEH3HUOHHOE
11 Microsoft Office 2013 Microsoft JIMIIEH3UOHHOE
12 Windows 10 Pro Microsoft JINLIEH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JUIEH3UOHHOE
14 Microsoft Office 2016 Microsoft JIMLIEH3UOHHOE
15 | Visual Studio 2019 Microsoft JIAIIEH3UOHHOE
16 | Adobe Creative Cloud Adobe JULIEH3UOHHOE
17 Zoom Zoom JINIEH3UOHHOE

Cocmasumens:

Kanouoam mexnuueckux nayx, u.o. 3as. kageopou K3U J[.A. Mumrwowun




