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1. IlosicHuTEILHAA 32T CKA
1.1. Heapb u 3272494 AMCHUTIMHBI

Henp nuctummuHbl — popMupoBaHue 0a30BbIX 3HAHUN B 00JacTu obecriedueHus] HHPOPMAIUOH-
HOW 0€30IIaCHOCTH aBTOMAaTU3MPOBAHHBIX CHUCTEM; HaBBIKOB OpraHW3alMyd pabOThl MO IMPUMEHEHHUIO
BUPTYaJIbHBIX YACTHBIX CETEH, ONTHUMAJIBLHOIO BHIOOpA U MHTETPALIMU CETEBBIX IIPOTOKOJIOB BUPTYallb-
HbIX yacTHBIX ceteit (BUC).
3ana4yu TUCUUIUIMHBL
— paccMOTpEeHME cyIlecTBa IpobiemMbl Oe3omacHoi nepegadn MHGopManuu B MHGOpMAIUOH-
HBIX CHUCTEMaxX, OCHOBHBIX CIIOCOOOB oOecreyeHHs KOH(PHICHIMAILHOCTH U LEIOCTHOCTH
uHpopMauuu npu e€ neperaye, OCHOBHBIX NPOTOKOJIOB, MPUMEHSIEMbIX JUIsl OpraHU3aluu
samuéHHbIX BUC, kputepreB BbIOOpa ONTUMAIBHBIX CXEMHBIX PEIICHUN 711 OpraHu3aluu
3amuiiéHHbIX BUC Ha kaHAIBHOM, CETEBOM M IIPUKJIAJIHOM YPOBHAX

1.2. IlepeyeHb NJIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHHUsI 110 JUCHHUIIJIMHE, COOTHECEHHBIX C UH-
AUKATOPAMH I0CTHKEHHSI KOMIIeTeHUM i

Komnerennus NuaukaTopbl KOMIIETEHI U Pe3yabTaThl 00yyeHus
(ko1 u HaMeHOoBaHue) | (KOJ U HaMMEHOBAHHE)
[1K-8 [1K-8.1 3HaTh:
CrniocobeH ocymiecTs- 3HAET OCHOBHBIE KPUIITOTPAQHUYECKUE | o KpUnTOrpaduuecKue METOIbI,
JIITh MOHUTOPUHT U METO/Ibl, aITOPUTMBI, TPOTOKOJIBI, UC- AJIITOPUTMBI, UCIIOJIb3YEMBIE B
ayaMT 3alMIIEHHOCTH | MOJIb3YyeMble JUIs 3alUThl UH(OpMa- BUC;
I/IH(bOpMaHI/II/I B aBTO- UKW B aBTOMATHU3UPOBAHHBLIX CUCTC- ® IIPOTOKOJIBI IPU OpraHu3anuu
MaTU3UPOBAHHBIX CH- Max, OpraHU3alMOHHbIE MEpPHI 110 3a- 3amumniéHAbX kaHamoB BUC.
cTeMax muTe nHGopMaIum
I1K-8.2 VYMmers:
YMeeT aHanu3upoBarh NPOrpaMMHBIE, | © TIPOBOANTH aHAIU3 MPOOIEM
ApPXUTEKTYPHO-TEXHUYECKHE U CXEMO- 0€30MMacHOCTH Nepeiayl UH-
TEXHUYECKHE PEIICHUS KOMIIOHEHTOB (bopmanmy ¢ TOUKH 3peHUS
aBTOMAaTU3UPOBAHHBIX CUCTEM C Lie- KOH(UIEHIIMATIBHOCTH U 11ie-
JIbIO BBISIBJICHUSI TOTEHIIMATIBHBIX Ys3- JIOCTHOCTH;
BUMOCTEH 0€301MacHOCTH HH(POPMAIIVH | @ TPOBOIUTE AHATU3 H BEIOOP
B aBTOMATU3HMPOBAHHBIX CHCTEMAX; CETEBBIX MPOTOKOJIOB BUC.
BECTH MPOTOKOJIBI U )KYpHAJIBI yuéTa
IIPU OCYILIECTBICHUH ayJIUTa CUCTEM
3alUThl HH(OPMAIMK aBTOMATH3UPO-
BaHHBIX CUCTEM
[1K-8.3 Bmagets:
Bnaseer HaBbIKaMK BBIPAOOTKH PEKO- | ® [pUEMaMM HACTPOMKH U IPU-
MEHAAUMN JUIs IPUHSTHS PELLIEHNUS O MEHEHUS! COBPEMEHHBIX CETe-
MOJIEpHU3AIINA CUCTEMBI 3aIUTEI NH- BbIX poTOK00B BUC
dbopmanuy aBTOMaTU3MPOBAHHOM CH-
CTEMBI

1.3. MecTO AUCHHUILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM NMPOrpaMMbl

Hucuunnmnza «Opranu3anusi BUPTYAJIbHBIX YaCTHBIX CETEW» OTHOCUTCA K JUCHMIUIMHAM K Ya-
cTH, hopMHUpyeMOl ydaCTHHUKAMHU 00pa30BaTeIbHBIX OTHOIIEHUH, OJ0Ka TUCIIUILIMH y4eOHOTO TUTaHa.

JInst ocBOGHMSI AMCIUIUITMHBI HEOOXOIUMBI 3HAHUS, YMEHUS M BIAJICHUs, CPOPMUPOBAHHEIE B
XOJIe M3YYCHHS CHEeAYIOUMX AUCHUIUTHH: «CeTH M CUCTeMbl nepeaadu uHdopmamum», «MeToasl u
cpenctBa KpunTorpaduyecKomn 3amuThl HHGOpMauny, «be30macHOCTh BRIYUCITUTENBHBIX CETEI.
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B pe3ynbTare 0CBOCHHS TUCIHMILIMHBI (POPMHUPYIOTCS 3HAHUS, YMEHHMS U BIaJeHUs, HEOOX0 u-
MBI€ Ul U3y4YCHUS CIEAYIOIUX TucHUIUInH: «lIpenaumniuomMuas mpakTukay.

2. CTpyKTYypa TUCHHILIHHBI
OO6mas TpyA0EMKOCTh TUCIUTUTHHBI COCTABISIET _2  3.€., (2 aKaJeMHYeCKHX Yaca.

CTpyKTypa AUCHHUILIMHBI JJIs1 04HOH opMbI 00yUeHusI

O06beM AUCIUIUIMHBI B ()OpME KOHTAKTHOW PaOOTHI 0OYYArOIIUXCS C MeJaroru4ecKuMu padboT-
HUKaMH ¥ (WJIHM) JUIAMH, TPUBJICKAEMBIMUA K peaau3aiuu o0pa3oBaTelbHON MpOTrpaMMbl Ha HMHBIX
YCJIOBHSX, ITPH MIPOBEICHUH YUCOHBIX 3aHSTHIA:

Cemectp | Tum yueOHBIX 3aHATHI KomnuectBo
4acoB
8 Jlekuuu 16
8 [IpakTuueckue paboTsl 24
Bcero: 40

O0beM TuCIHIIIHHEI B (hOpMe caMOCTOSTEIbHON pabOThl 00YJAIOIIUXCS COCTABISIET _32  aKa-
JAEMHYECKHUX Yaca.

3. Coepxanue U CUMILIMHBI
Tema 1. Ocnoenvie yepo3vt unghopmayuonnoil HezonacHocmu

Ananu3 yrpo3 cereBoil 6e3omacHocTH. [Ipobiemsr 6e3omacHocTu [P-cereii. Yrpossl u ysa3BUMO-
CTH KOPIOPATUBHBIX IMPOBOJHBIX CETEH. YTPO3bl U YA3BUMOCTH OecnpoBOAHBIX ceTeil. CriocoObl
obecrieueHrss ”HPOPMAIIMOHHOMN 0€30MacHOCTH.

Tema 2 Onpeodenenue, yenu u 3a0a4u GUPMYAIbHBIX YACMHBIX CEMell

OcHoBHble TTOHATUSA U (PYHKIIMK BUPTYyanbHBIX YacTHBIX ceteil (VPN). .BapuanTel moctpoeHwus
BUPTYAJIbHBIX 3alIMIIEHHBIX KaHaioB. CpenctBa obecrieuenus Oe3zonmacHocT VPN. kimaccudukanms

cerei VPN. OcHoBHble BapuaHThl apxuTekTypbl VPN. JlOCTOMHCTBa MCIOJIB30BaHUS TEXHOJIOTUU
VPN.

Tema 3. 3auyuma 6upmyanbHbvIX KAHAI06 HA KAHATLHOM U CEAHCO60M YPOBHAX modeau OST

Kanansnsiit ypoBenb monenu OSI. Tlporokon PPTP. Ilporokon L2F. IIpotokon L2TP. TIpoto-
kon SSL/TLS. Iporokon SOCKS.

Tema 4. 3awguma eupmyanbHbiX KAHA106 HA cemesom ypoeHe moodeau OSI

CerteBoit ypoBenb Mogenu OSI. Apxutektypa cpenctB 6e3onacHoct [PSec. 3amuTa nepenasa-
eMBIX JaHHBIX ¢ Tomolkio poTtokoiaoB AH u ESP. Ilporokon ynpasnenus kpuntoxkiaodamu. Oco-
O6eHHocTH peannzanuu cpencts IPSec.

Tema 5. Hnghpacmpyxkmypa 3augumel Ha npukiaonom ypoeue mooeau OSI

VYnpasnenue uaeHtudukanueit u nocrynomM. OCOOEHHOCTH YIpPaBIEHHs JOCTYMOM. (YHKIHUO-
HHUPOBAaHUE CHUCTEMBI YyIpaBieHUs AOCTynoM. OpraHuzanys 3allMIIEHHOIO yIAJEHHOTO JOCTyMa.
[IpoTokonbl ayTeHTHGHUKAINK YIaNEHHBIX NoJb3oBareneil. LleHTpaan3oBaHHbI KOHTPOIb YIAIEHHO-
ro gocryna. Ynpasienue goctynom mo cxeme SSO. IIporokon Kerberos. Uudpactpykrypa ymnpasie-
HUs OTKpbIThIMU KitouamMu PKI. TlpuHiune! QyHKIIMOHMpOBaHUS, JOTHYECKas! CTPYKTYpa U KOMIIO-
HeHThl PKI.

Tema 6. Cpeocmea 3augumol unghpopmayuu, OOnOIHAIOUUE BUPMYATIbHBLE YACHIHbIE CEMU

Me:xcereBoe skpanupoBanue. CucteMbl aHTUBUPYCHON 3amUThl. CrcTeMbl OOHAPYKEHUSI BTOP-
xeHuil. KomruiekcHas 3amura nHGopMarum.
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Tema 7. HpozpaMMHo-annapamete KOMMNJIEKCbl 011 CO30AHUA GUPMYA/IbHbIX YACHHbBIX Ce-

[TocTpoenue cereit VPN nHa 6a3e mapipyruszaropoB. Co3panue 3auuIEHHBIX TYHHEJIEH C 1o-
MOIIBI0 MEXCETeBBIX 3KpaHOoB. IlocTtpoenue cereir VPN ¢ momonipio cnenuanusupoBanHoro [10.
TyHHenupoBaHHe Ha OCHOBE CIIEHMAIBHBIX anmapaTHbIX cpencTB. VPN-pemenus kommnannu «HHpo-
tekc». VPN-pemenus B cemeiictBe mpoaykToB «Net-PRO» kommannu «Curnain-KOMy.

4. O6pa3oBaTejibHbIe TEXHOJOTHH

Jlj;-)n HanmenoBanmue pasiesa Buabl yueOHbIX 3aHATHI Oo0pa3oBaTte/ibHbIE TEXHOJIOTHHI
1 2 3 4
1. |OcHoBHBbIE yrpo3sl nHpOpMa- |Jlekius 1. TpanuuMOHHAs C UCIIOJIB30BAHUEM]
LMOHHOM 0€30I1aCHOCTHU Mpe3eHTalHI
Omnpoc
CamocTrosarenbHas paborta
N3ydenue MarepualioB JICKIHIA
2  |Onpenenenue, nenu u 3agaun  |Jlexmus 2. TpanuLMOHHAs C UCTIOJIB30BAHUEM]
BUPTYQJIbHBIX YACTHBIX CETEHN IIPE3EeHTalNN
Omnpoc
CamocrosTenpHas padoTta
W3yuenue marepuaios JeKIUil
3 |3amuTa BUpTyalbHBIX KaHa-  |JIekius 3 TpanuLMOHHAs C UCTIOJIB30BAHUEM]
JIOB HAa KAHAJILHOM U CEaHCO- Ipe3eHTalum
BOM ypoBHsX Mozenu OSI Omnpoc
CamocrosTenpHas padoTta
W3yuenue marepuaoB JeKIMi
4 |3amuTa BUPTyalbHBIX KaHa-  |Jlekmwus 4. TpaguunoHHAs C UCIOJIB30BAHUEM]
JIOB Ha CETEBOM YPOBHE MOJIE- Mpe3eHTalun
nu OSI
CamocTtosaTrenbHas paborta Brinonnenue 3aganus
N3ydenune MarepuasioB JICKIHUI
5 |Muadpactpykrypa 3ammuTs Ha |Jlexnus 5.1 TpaguunoHHAs C UCMOJIB30BAHUEM]
MPUKJIAJHOM YpoBHE Mozenu |Jlekuus 5.2 npeseHTanui Onpoc
OSl
CamocTosaTenbHas paborta W3yuenue marepuanos JeKIUI
6 |CpencrBa 3amutsl nHGOpMa- |JIekius 6 TpanuiioHHas ¢ UCTIOIB30BAHUEM|
WU, JOTIOJIHSIOIINE BUPTY- Mpe3eHTalun
aIbHBIC YACTHBIE CETU Ompoc
CamocTtosaTtenbHas padorta
N3ydenue MareprasioB JICKIHIA
7  |IIporpamMmHO-anmapaTHble Jlexuus 6 TpaaulIMOHHAS C UCTIOIB30BAHUEM]
KOMILIEKCHI JI CO3AaHMs Mpe3eHTalni
BUPTYaJIbHBIX YaCTHBIX CETEH Omnpoc
CamocTtosaTenbHas padorta
N3ydenune MarepuasioB JICKIHI
8  |[IpakTtuueckas pabora Ne 1.  |[Ipaktuueckas pabota Brinonnenue 3aganus
Cospnanue npocroro VPN ka-
Haja
9  |IIpakTtmueckas padota Ne 2. |[Ipaktudeckas pabora Beinmonsenue 3aganus

Pa3pa60T1<a " CO3aaHUEC CCTU




CJIO’KHOM CTPYKTYpBI TEPPU-
TOPUAIIBHO-PACTIPEIEIEHHON
koMmnanuu. Co3ganue VPN

KaHaJIOB

B nepuoa BPpEMCHHOI'O NPHUOCTAHOBJICHUA MMOCCIICHUSA O6y‘IaIOH_[I/IMI/IC$I HOMGH.[CHHP'I U TCPPUTO-
pun PI'TY nns opranuzanum yqyeGHOTO mporiecca ¢ IPUMEHEHNEM JIEKTPOHHOTO 00y4YeHUs ¥ TUCTaH-
IIUOHHBIX 00Pa30BaTEIbHBIX TEXHOJOTUH MOTYT OBITh MCIOJIB30BaHBI CIEIYIONINE 00pa3oBaTeIbHbIE

TCXHOJIOTHH:

— BUCO-JICKII1H,

- OHHafIH'HeKHI/II/I B PECKUME p€aIbHOT'O BPEMCHH,

— OJICKTPOHHBIC y‘-Ie6HI/IKI/I, y‘-IC6HBIC HOCO6I/ISI, HAY4YHBIC U3JaHW B 3JICKTPOHHOM BHJIC U JOCTYII
K UHBIM 3JICKTPOHHBIM O6paSOBaTCJ'IBHBIM pecypcam;

— CUCTEMBI IJId 3JICKTPOHHOT'O TCCTHUPOBAHUS;

— KOHCYJIbTaluU C UCITIOJIb30BAHUEM TCIICKOMMYHHUKAIITHMOHHEBIX CPEACTB.

5. OneHka NJIAHUPYeMBbIX pPe3yJIbTATOB 00y4eHUs!

5.1 CucreMa oleHUBAHUA

dopma KOHTPOJISK Makc. KoJIH4ecTBO 01108

3a ogny pa- Bcero
ooty

Tekyiuit KOHTPOJIb:

- onpoc 4 banna 20 bannos

- npakmuyeckas paboma 1-2 20 bannos 40 b6annos

[TpoMesxyTouHast aTTECTAIUS — 3aUET 40 6aysIoB

(3auer o OuyeTam)

HToro 3a cemectp 100 GanmoB

Ilosry4eHHBI COBOKYIHBIN pe3ybTaT KOHBEPTUPYETCS B TPAAULIMOHHYIO LIKAIY OLIEHOK U B
1iKaity oueHok EBponelickoil cucteMsl nepeHoca u HakorieHus: kpeautos (European Credit Transfer
System; nanee — ECTS) B cOOTBETCTBUM ¢ TaOIUIICH:

IIIxana
100-6annpHast mkana | TpagunuoHHas mkana ECTS
95 -100 A
83904 OTJINYHO B
68 — 82 XOpOIIIO 3a4TEHO C
56 - 67 D
50 55 YIIOBJICTBOPUTEIILHO E
20-49 FX
0-19 HEYIOBJICTBOPUTEIHHO HE 3a4TCHO F

5.2 Kputepuu BbICTABJIEHHS OI[€HKH 1O THCIUTIINHE

Banasl/ | Ouenka no Kputepuu oueHku pe3yjbTaTOB 00y4eHUsI MO JUCHUIJINHE

Hlkana | aucuunanHe

ECTS

100-83/ 3a4TEHO BricTaBisiercst 00y4aromeMycs, eClId OH IITyOOKO U IPOYHO YCBOMII TEOPETHUCCKUHA U

AB MPaKTHICCKHUI Matepuall, MOXKET IPOJIEMOHCTPUPOBATH OTO Ha 3AHATHAX H B X0zl
MIPOMEXYTOYHOH aTTECTAIUH.
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Banaepy/
Ixana
ECTS

Onenka no
JTUCHUIINHE

Kpurtepnu onieHKku pe3yabTaToB 00y4eHHUsI 0 AUCHUILINHE

OO0y4atoniuiicsi HCUSPITBIBAIONIE U JIOTHIECKH CTPOHHO M3IaraeT ydeOHBI MaTepua,

YMeEET yBS3bIBATH TEOPHIO C IPAKTHKOMH, CIIPABISIETCSI C pEIICHNEM 3aa4d mpodeccuo-
HaJIbHOM HaIpaBJIEHHOCTH BHICOKOTO YPOBHS CIIOKHOCTH, IPABHIBHO 000CHOBBIBAET

NPUHATHIE PELICHUS.

CB00OIHO OpUEHTHPYETCS B yueOHOH 1 Mpo(hecCHOHANBHOI JuTeparype.

OreHKa 1Mo AUCIMIUIMHE BBICTABISIFOTCS 00yYaronieMycs ¢ y4éToM pe3yIbTaToB TEKY-
HIeH U IPOMEXKYTOUHOM aTTECTaLlUH.

KomnereHuuny, 3aKperui€HHbIe 32 JUCLUIUIMHOMN, COOPMUPOBAHBI HA YPOBHE — «BBICO-
KU,

82-68/

3a4TCHO

BricTaBnseTcs o0y4aromemMycs, €CIH OH 3HAST TEOPETUIECCKUN M MPAKTUICCKUNA MaTe-
pHai, rpaMOTHO U M0 CYILECTBY M3JIaraeT €ro Ha 3aHATUAX U B XOJ€ TPOMEKYTOUHOM
aTTeCTallUH, HE JOIMYCKasl CYIeCTBEHHBIX HETOUHOCTEM.

OOyuaronuicst MpaBIIIbHO IPUMEHSIET TEOPETHIECKUE MTOT0KEHUS IIPU PEIICHUH
MPaKTHIECKNX 3a/1a4 IPo(heCCHOHATBHOM HANPaBICHHOCTH PAa3HOTO YPOBHS CI0KHO-
CTH, BIIaJICET HEOOXOJMMBIMH UISl 3TOTO HAaBBIKAMH U MIPUEMAMH.

JlocTaTOYHO XOPOIIIO OPHUEHTUPYETCs B y4eOHOII U podecCHOHAIBHON INTepaType.
O1ieHKa M0 AMCIMIUIMHE BBICTABISIFOTCS 00yUaromeMycs ¢ y4€TOM pe3yIbTaToB TEKY-
HIe ¥ IPOMEXKYTOUYHOM aTTECTALlUH.

KommereHnuu, 3akperui€éHHbIC 32 TUCIUIUTMHON, C(hOpPMUPOBAHBI HA YPOBHE — «XOPO-
IIu».

67-50/
D,E

3a4TCHO

BricTaBisiercs o0y4aroeMycsi, €Ciii OH 3HaeT Ha 6a30BOM YpOBHE TEOPETUUECKUI
MPaKTUIECKUN MaTepHal, JOMyCKaeT OTASIbHBIC OMIIOKH IPH €T0 N3I0KCHUH Ha 3a-
HATUAX U B XOJ€ IPOMEKYTOUHON aTTECTALIUU.

OO0yJaroniuiicsi UCTIBITHIBACT ONPEIeIEHHbBIC 3aTPYAHCHUS B IPAMECHCHUN TEOpETHYIC-
CKUX TIOJIOKCHHHN TPH PEIICHIH MPAaKTUICSCKUX 33729 IPOo(ecCHOHANIFHON HAIpaBIICH-
HOCTH CTaHJAPTHOTO YPOBHS CIIOKHOCTH, BIIa/IeeT HEOOXOAUMBIMU TSI 3TOTO 06a30-
BBIMU HAaBBIKAMH U IPUEMAMH.

JleMOHCTpHpYeT N0CTaTOYHBII YpPOBEHb 3HAHUS Y4eOHOM TUTEepaTyphl 10 JUCIUIUINHE.
OrieHKa Mo JUCLUIUIMHE BBICTABIIIOTCS 00ydaromeMycs ¢ y4€TOM pe3ynbTaToB TeKY-
HIe ¥ IPOMEXKYTOUYHOM aTTeCTalluHU.

KomrereHmuu, 3aKkperui€HHbIE 3a TUCIUIUTMHON, C(hOPMUPOBAHBI HA YPOBHE — «I0CTa-
TOYHBINY.

49-0/
F,FX

HC 3a4TCHO

Beicrasisiercst 00yJaromemMycs, eclii OH He 3HaeT Ha 0a30BOM ypOBHE TEOPETUUECKHUIH
U IPaKTHYECKUHM MaTepHuall, JOMycKaeT TpyOble OMMOKH MPH €ro U3JI0KEHUH Ha 3aHs-
TUSIX U B XOJI€ IPOMEKYTOUHON aTTECTALHH.

OOyu4aronuicst NCTIBITHIBACT CEPhE3HbIE 3aTPYAHCHHS B TPUMEHEHUN TEOPETHUECKUX
TIOJIO’KEHUH MTPH PEIICHUH MTPAKTHYECKUX 3a71ad MTPOQEeCCHOHANBHON HAIlPaBICHHOCTH
CTaH/IapPTHOTO YPOBHS CI0KHOCTH, HE BJIaJieeT HEOOXOIUMBIMHU AJISI TOTO HaBBIKAMHU H
NpUEMaMH.

JleMoHCTpHpYeT (parMeHTapHbIe 3HAHHS Y4EOHOI! JIUTepaTyphl 10 TUCLUIIIHHE.
OrieHKa Mo JUCHHUIUIMHE BBICTABIIIIOTCS 00ydaromeMycs ¢ Y94ETOM pe3ynbTaToB TeKY-
HIei ¥ IPOMEXYTOUHOM aTTECTALUH.

KoMrieTeHIIMU Ha YPOBHE «IOCTaTOYHBII», 3aKPEIUIEHHBIE 38 TUCLIUILIMHON, He chop-
MUPOBAHBI.

5.3 OueHounsble cpeacTBa (MaTepHaJIbl) JJIS TEKYHIEr0 KOHTPOJS yCHeBaeMOCTH, MPoO-
MEKYyTOYHOM aTTecTAuMu 00y4aroIMXCs M0 JMCUUILIHHE

Yemmuouii onpoc

YcTHBIH 0NPoc — 3TO CPEJICTBO KOHTPOJIS, OPraHW30BAaHHOE KakK CIlelHalibHast Oecesia nmpenogaBaress
¢ 00ydJarIKMCsl Ha TeMbl, CBSI3aHHBIE C U3y4aeMOH TUCIHUIUIMHOM, U PAaCCUYMTAHHOE HA BBIICHEHUE
00bEMa 3HaHMI, 00yJaroIIerocs 1o onpeAeaéHHOMY pasJieny, TemMe, Ipobdiaeme U T.11.

Ilepeuens ycmuuix 60npocog 011 npoeepKu 3HAHU

Ne | Bonpoc Peanusyemas
KOMIIETEHIUS
1. | laiiTe pa3nuyHble ONpeAeIeHUs BUPTYaAIbHOW YaCTHON CETH M MOSICHUTE HX. I1K-8
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2. | Kakue 3amaum pemaet nocrpoeHue VPN, a kakue — yctanoBka MD? I1K-8
3. | KakoBbl 3Ha4eHUs1 TepMHUHA "4acTHBINA" MPUMEHNTENbHO K VPN? I1K-8
4. | B ueM pa3iau4me MCIOIL30BaHUS TMPOBAWIECPOB CBs3M M mpoBaiaepoB Internet | [TK-8
Juist coznanust VPN?
5. | Bo3MOXkHO 1M UCHONIB30BAaHUE TOJBKO KaHAIOB cBsi3u mnpeanpusatus s | [1K-8
co3nanus ero VPN?
6. | KakoBel mpeumymiecTBa U HEIOCTaTKH HCMoib3oBaHus Internet mis cozmanus | [1K-8
VPN?
7. | B yem 3aKkiIr049aroTCs MapKETHHIOBAsI U MOTpeOUTEIbHAas CYITHOCTh VPN? I1K-8
8. | Kak moHuMaeTcs 3alMmEHHOCTh OT HOTOKOB JaHHBIX B VPN? [1K-8
9. | Kakwue ycmyru no 3ammre JaHHBIX oOecrieunBaoT VPN? I1K-8
10.| Yo BaykHO JIsl KOHEYHBIX TIOJIb30BATENICH MPU UCTIOJIb30BaHUU VPN? [1K-8
11.| KakoBBl 0COOEHHOCTH COBPEMEHHBIX CETel, Ha OCHOBE KOTOphIX mpuxomutcs | [1K-8
co3xaBaTth VPN?
12.| Kakue TpeboBaHMs MPEIbIBISAIOTCS K co3naBaeMoil VPN? I1K-8
13.| KakoBsl ocobennocTtu nocrpoenusi VPN B pasnuunbix ceTsix nepenayn nqaHubix | [1K-8
(FR, ATM, X.25, TCP/IP)?
14.| Kakue ycnyru npeajaratoT nposaiiieps! o noctpoeano VPN? I1K-8
15.| B yem 3akmrouaercs MexaHu3M TyHHenupoBanHusi B cersix? Kaxossl ero | [1K-8
0COOEHHOCTH M CXEMbI UCIIOJIb30BaHUs?
16.| Yro Takoe VPN-areHThl u kakoBbl uX (pyHKINN? TIK-8
17.| Haiite ompenenenue monutuku OezonmacHoctd VPN m mpuBenute Heckonbko | [TK-8
IPUMEPOB.
18.| IlosicauTe ompeneneHusi KpuTeprueB 0€30MacHOCTH MPUMEHUTENBbHO K 3amadam | [1K-8
VPN.
19.| Kakumu cpenctBamu 3amiuThl WHGOpMANUU HYXHO HomonHUTh VPN, uro6sr | I1K-8
peann30BaTh KOMIUIEKCHYIO 3alTUTY?
20.| Ha xakux ypoBHsx mozaenu OSI paboTaroT kakue IpoToKoJibl co3nanust VPN? I1K-8
21.| Uto u KaKuMHU CPEJICTBAMU 3aIIHINASTCS Ha MPUKIAJHOM YpOBHE? I1K-8
22.| Kakue npoTOKOJIbl BBIIOIHSIOT 3alIMTy AaHHBIX B VPN Ha kanansHoM ypoHe? | I1K-8
CpaBHHUTE X BO3MOKHOCTH.
Ilpomescymounas ammecmayus (npumepnsvie 60RPOCHL K 3a4émy)
Ne | Bompoc Peanusyemas
KOMIETEHIIHS
1. | Pacckaxxute 00 ocobenHocTsix mnpotokosna PPTP. Paccmorpurte cxemsr ero | ITK-8
npuMeHeHus. Hapucyiite crpykrypy nakera PPTP.
2. | Pacckaxkute 06 ocobeHHocTsx npoTokona L2F. I1K-8
3. | Pacckaxute 00 ocobenHoctsx mportokona L2TP. Paccmorpure cxemsr ero | [1K-8
npuMmeHeHust. CpaBHuTe ¢ mporokosiom PPTP.
4. | Kakue mpoTOKOJIBI BBIMOMHAIOT 3amMTy AaHHbIX B VPN Ha cereBom yposue? | [1K-8
CpaBHUTE UX BO3MOKHOCTH.
5. | Pacckaxute 06 ocobenHocTsix mpotokosia IPSec m pemaembix um 3amavax. | [1K-8
PaccmoTpuTe cXeMbl €ro NpUMEHEHHUS.
6. | Kakue npoToKOJIbI BBIMONHAIOT 3alUTy AaHHBIX B VPN Ha ceancoBom yposue? | I1K-8
CpaBHUTE UX BO3MOKHOCTH.
7. | Pacckaxute 00 ocobenHoctsix mpotokona SSL. Ilosicaure paboty nporokona | [1K-8
muanora SSL.
8. | Pacckaxxute 06 ocobeHHocTsX npotokona TLS. I1K-8
9. | Pacckaxkure 00 ocobeHHOCcTsx mporokosna SOCKS. Tloscaute 0600ménnyro | [TK-8
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CXeMy ycTaHOBJeHUs coenuHeHus no nporokony SOCKS. CpaBuure 4-10 u 5-
10 BEPCHUH MPOTOKOJIA.

10. | Yro noHumaercs noJ TEPMUHOM yIpaBieHue Kpunrorpadpuyeckumu kiarodamu? | I11K-8
KakoBa 0CHOBHasl 11€71b M1 OCHOBHBIE 334l YIIPaBJICHMsI KJIIouaMu?

11. | Yo Takoe )HU3HEeHHBIN UK Ki1roua? KakoBeI ero OCHOBHEIE CTaaUN? [1K-8

12. | B KakuX COCTOSHUSX MPeObIBAIOT KpUnTorpapuueckue Kirouu 3a Bpems csoero | [1K-8
AKHU3HEHHOro 1ukia? [Ipy Kakux yCIIOBHSIX NMPOUCXOAAT MEPEXO]bl U3 OJHOIO
COCTOSIHMSI B ipyroe?

13. |B  yem ominM4yMe OJKU3HEHHOIO IMKJAa  CEKPeTHbIX U OTKphITHIX | [1K-8
KPUNTOTpaQUUECKUX KIFOUEH?

14. | Yro Takoe uH(]pacTpyKTypa OTKpHITHIX Kitouei? KakoBa ee mormyeckas u | [1K-8
(busnueckas CTpykrypa?

15. | Kakue OCHOBHBIEC JIOTMYECKHE MOJCTH HUHQPPACTPYKTYphl OTKpBIThIX Kimtoueil | [TK-8
pa3paboTaHbl MEXIYHApOAHBIMM OpraHuzauusaMu? B yem 3akmrouaroTcs ux
ocobeHHoCcTH?

16. | KakoBbl OCHOBHBIE CHOCOOBI paclpOCTpaHEHHs] OTKpbITHIX Kioued B | I1IK-8
Kpunrocucremax?

17. | U3noxutre B OOUIMX uepTax CyIIeCTBO MeToja cepTudukanuu OTKpbIThX | [1K-8
KITII0Yel. B uem 3aKirouaroTcsi MpenMyniecTBa U HeJOCTaTKH 3TOro MeToaa?

18. |B  uem paznmuune Mexay uAeHTUPUKAMOHHBIMH U aTpuOytHbME | [1K-8
cepruduraramu?

19. | Kakue OCHOBHBIE CTaHIAPTHI, oONUcChIBawIme GopmaTtel ceprudukaroB u | [1K-8
CIHCKOB  aHHYJIMPOBAaHHBIX CEpTU(PUKATOB, pa3pabOTaHbl W  TPUHSITHI
MEXIYHAPOAHBIMU OPTaHU3aALUSIMU?

20. | Kakue TpeboBaHUs MPEABABISIOTCS K mpoaykTam noctpoenus VPN? Tlosicaure | [1K-8
ux.

21. | Pacckaxxute o Bapmantax peammszamuun VPN, wux mnpemmymectBax wu | [1K-8
Hepocratkax. [IpuBeaure npumepsl MPOAYKTOB.

22. | Kakue ¢pynkiuu B VPN BBINOJHSIOT NUTIO3bI U KIIMEHTHI? I1K-8

23. | Kakue ceTeBbIe CPEJICTBA PEATH3YIOT MPOTOKOJIBI co3ianus VPN? I1K-8

24. | CpaBHHTE JOCTOMHCTBA M HENOCTaTKH cpeacTB co3gaHuss VPN pasnuunbix | [1K-8
KaTEropHil.

25. | Pacckaxxute o noctpoenun VPN Ha 6aze cereBoit OC. IlpuBeaure npumepsl. I1K-8

26. | Pacckaxxute o moctpoennn VPN Ha 06aze mapmpyrtusaropoB. Ilpuseamre | [1K-8
IIPUMEDBI.

27. | Pacckaxkute o nmoctpoernn VPN Ha 6a3ze MD. [IpuBeaure npumepsl. I1K-8

28. | Haiite ompenenenue MD u pacckaxure 00 MX Ha3HAYeHMH, KOoMIlOHeHTax, | [IK-8
TUTIAX ¥ CXeMax IMOJKIIOYCHHUS B CETH.

29. | Pacckaxkute o moctpoernu VPN Ha 6a3e I10. [Ipuseaure npumepsl. I1K-8

30. | Pacckaxxute o moctpoenun VPN Ha Gaze anmapatsbeix cpencts. Ilpuseaute | [1K-8
TIPUMEDHI.

31. | Kakue Bunsl VPN Bam u3BecTHBI M Kakue 3a7aud OHH PEIaoT? T1IK-8

32. | Pacckaxxute 00 Intranet VPN. IIpuBenute cxemy mocTpoeHHs. I1K-8

33. | Pacckaxute o Client/server VPN. Hapucyiite cxeMy NOCTpOSHHS. I1K-8

34. | Pacckaxxute 06 Extranet VPN. Cxemarnyno npescraBpTe ciocod nocrpoerns. | [1K-8

35. | Pacckaxkute o VPN ¢ ynajaéHHBIM JTOCTYIIOM M UX BapHUaHTaX. TIK-8

36. | KakoBbl Ha3HaueHHE, OCOOEHHOCTH, COCTAaB M BO3MOXKHOCTH ammapaTHo- | [TK-8
MIPOrpaMMHOT0 KomIuiekca 3amuThl nHpopmanuu "Kontunent-K"?

37. | Kakue mporpammubie mpoaykTel kommnanuu "OJIBUC+" ucnonsdytorcs mus | [1IK-8

noctpoeHnss VPN m kak mmeHHO? Kakoil OCHOBHOM NIPOTOKOJN YIpaBICHUS
KJIFOUaMU IIPUMEHSETCS B 3TUX MPOAYKTaX?
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38.

Pacckaxute 00 VPN-pemenusx xommanun "WHporekc". Kakosr wnx | [1K-8
0COOCHHOCTH ® (YHKIMOHAIBHBIE BO3MOXHOCTH? B dWem 3akmrodaercs
texHosoruii ViPNet?

39.

Kakne ¢pynkunum no cozganuto VPN u kak uMeHHO peanmn3oBaHbl B cemelicte | [1K-8
npoayktoB "Net-PRO" kommanuu "Curnan-KOM"? Ha ocHoBe Kakoro
MIPOTOKOJIA OCYIIECTBIsIETCS MH(poBanue?

40.

PaccmoTrpuTe HazHaueHue u Bo3MoxkHOCTH TTpoykToB MO ITHUBU "LHUIT" u | T1K-8
"WNrna-2" ¢ Touku 3peHus nocrpoerust VPN.

41.

Kakue cocraBnstomue anmapatHo-iporpaMmHoro komiiekca "®IICY-IP" | T1IK-8
KoOMIaHuu "AMHKOH" M C KaKUMH OCOOCHHOCTSIMH WCIIOJB3YIOTCS IS
noctpoenust VPN? Urto peannzyer VPN-skpanupoBanue?

42.

[To kakMM OCHOBHBIM ITOKAa3aTeNIsIM YI0OHEE BCEro cpaBHUBATH MpoaykThl ais | [1K-8
co3nanusg VPN?

ok wn

6. YueOHO-MeTOAMYEeCKOe U HH(pOpMAIHOHHOE 00ecrieyeHne T CIHTILTHHBI
6.1 CnucoOK HCTOYHHUKOB H JINTEPATYPbI

Jluteparypa
OcHoBHas
Komnnexcnaa 3awuma wubopManiuu B KOPHOPATHBHBIX cHcTeMax: YueOHoe mocobue / B.O.
Mawerus. - M.: U] ®OPYM: HUL] UH®PA-M, 2013. - 592 c.: un.; 70x100 1/16. - (Bsiciee
o0Opa3oBaHue). (meperuter) ISBN 978-5-8199-0411-4 - Pexum JIOCTYyIIa:
http://znanium.com/catalog/product/402686
Mumiowun /[.A. icnons3zoBanue nporpammuoro komruiekca Cisco Packet Tracer v.7.3 B uzyuenuu
TEXHOJIOTUH 3ammThl wHQOpMammu: Y4eOHO-TipakTHueckoe mocobue (mpaktukym). M.: PITY,
2021. 220 c.
JononaurenpHas
Onugpep B.I'. KoMnbIOTEpHBIE CETH : MPUHIMIIBI, TEXHOJIOTUH, poTokoisl / B. I'. Onudep, H. A.
Omudep. — 3-e uzn. — M. [u ap.] : [Tutep, 2008. — 957 c.

6.2 Ilepeyens pecypcoB HH(POPMALHOHHO-TEIeKOMMYHUKANMOHHOM ceTH «HTepHET».
Buoeo ypoxu Cisco Packet Tracer. Kypc mosomoro Ooitma. [DnexktpoHHbIH pecype] @ Pexum
noctyma : https://www.youtube.com/playlist?list=PLcDkQ2Au8aVNYsqGsxRQxYyQijlLa 94T9,
CBOOOJTHBIN. — 3aril. ¢ 9KpaHa.
https://telecom-sales.ru/content/stati/tehnologii-cisco-vpn-vidy-i-tipy-udalennogo-dostupa/
https://infotecs.ru/
https://www.signal-com.ru/

ELibrary.ru Hayunas snexktponHas 6ubanoreka www.elibrary.ru
OnekTpoHHas 6bubmuoreka Grebennikon.ru www.grebennikon.ru

HanuonaneHas aiekrponHas oudnuorexa (HOB) www.rusneb.ru
ELibrary.ru Hayunast anexktponnas 6ubdiamnorexa www.elibrary.ru
Onekrponnas oudianorexa Grebennikon.ru www.grebennikon.ru
Cambridge University Press

ProQuest Dissertation & Theses Global

SAGE Journals

Taylor and Francis

JSTOR


https://telecom-sales.ru/content/stati/tehnologii-cisco-vpn-vidy-i-tipy-udalennogo-dostupa/
https://infotecs.ru/
https://www.signal-com.ru/
http://www.grebennikon.ru/
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6.3 IIpodeccnonabHbIe 0a3bl JaHHBIX H HH(POPMALHOHHO-CIIPABOYHbIE CHCTEMbI

Joctyn k npodeccruonanbHbiM 0a3am qanubIx: https://liber.rsuh.ru/ru/bases

HNudopmannoHHbIe CTIPABOYHBIE CHCTEMBI:
1. Koncynberant [Imtoc
2. Tapanr

7. MaTepHaJbHO-TeXHHYeCKOe o0ecneyeHue JUCIIUINHBI

Jns obecriedeHusl TUCHMIUIMHBI HCIOJNb3YeTCsl MaTepHalbHO-TEXHUYecKas 0aza 00pa3oBaTeIbHOIO
YUPEKACHUS:

1) s JEKIMOHHBIX 3aHATHH - ydeOHasl ayIuTOPHs, J0CKA, KOMIBIOTEP WJIH HOYTOYK, IPOCKTOP
(cTalMOHAPHBIN WM MEPEHOCHOM) I IEMOHCTPAIMK Y4€OHBIX MaTEpPHAIIOB.

CocraB MporpaMmMHOIo oOecrieueHus:
1. Windows

2. Microsoft Office

3. Kaspersky Endpoint Security

Jlyist mpoBeieHus 3aHATHH JIGKIIMOHHOTO TUTIA TIPEJIAraloTCsl TeMaTUICCKUE WILTIOCTPAIIUY B
dhopmare npezeHTanuii PowerPoint.

2) 1S IPAaKTHYECKUX 3aHATHH — KOMIIBIOTEPHBIN KJIacC WM J1abopaTopHsl, J0CKa, IPOeKTop (cra-
[MOHAPHBIA WJIM MMEPEHOCHOW), KOMIBIOTEP WM HOYTOYK JJISl TIPEIOIaBaTessl, KOMITBIOTEPHI TS
00y4aroIuxcs.

COCTaB nporpaMMHOTO O6CCH€‘I€HI/I${Z
Windows

Microsoft Office

Kaspersky Endpoint Security
Mozilla Firefox

Cisco Packet Tracer v.7.2

agkrownE

8. Obecneuenne 00pa3oBaTeJLHOr0 Mpolecca AJisl JHUI ¢ OrPAHUYEHHBIMH BO3MOKHOCTSAMH
310POBbSI H HHBAJTHI0B

B xone peanuzainuu TUCIUTIITUHBI UCTIOJIB3YIOTCS CIEAYIOIINE TOMOJTHUTEIBHBIE METOIBI 00yye-
HUS, TEKYIIETO KOHTPOJIA YCIIEBAEMOCTH M MPOMEKYTOYHON aTTeCTallud 00YyJaroOIIUXCs B 3aBUCUMO-
CTH OT UX UHAUBUIYaTbHBIX OCOOCHHOCTEH:

® ISl CIIENBIX U CIA0OBUISINNX: JEKIUU O(POPMIIIOTCS B BUJE IJIEKTPOHHOTO JOKYMEHTA, J10-
CTYITHOTO C MOMOIIBIO KOMITBIOTEpPA CO CIEIHATU3UPOBAHHBIM MPOTPAMMHBIM OOECTICUeHHUEM; MHCh-
MEHHBIE 3aJIaHUs BHITIOJHAIOTCS HAa KOMITBIOTEPE CO CHEIUATN3UPOBAHHBIM MMPOTPAMMHBIM o0ecreye-
HUEM WM MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM; 00ECIIEUNBACTCS MHIMBUyaTbHOE PABHOMEPHOE
ocsemeare He MeHee 300 JTIOKC; Ui BBIOJHEHUS 3aJaHUS TIPU HEOOXOAMMOCTH TMPEIOCTABISIETCS
YBEJIIMYUBAIOIIEE YCTPOMCTBO; BO3MOKHO TAaKXKE HCIOJNIb30BAHUE COOCTBEHHBIX YBEIUYMBAIOIINX
YCTPOWCTB; MMCbMEHHBIC 3a7aHus O(DOPMIISIIOTCS YBEITMYEHHBIM MIPUQPTOM; SK3aMEH U 3a4ET MPOBO-
JSTCS B YCTHOU (hOpMe WITH BBITIONHSIOTCS B TUCEMEHHOU (hopMe Ha KOMIIBIOTEPE.


https://liber.rsuh.ru/ru/bases
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® JUISl TIIYXUX M CITAOOCIBIIIAIINX: JIEKIUU OQOPMIISIOTCS] B BUJE AJIEKTPOHHOTO JOKYMEHTA, JIU-
00 mpenocTaBiIgeTCs 3BYKOYCHIMBAIOIIAS anaparypa WHANBUAYATBHOTO TOJIb30BaHNUS; MMCHbMEHHbIE
3aJJaHHs BBIMOJHSIOTCS HA KOMIIBIOTEpPE B MUCbMEHHOHN (hopMe; SK3aMeH M 3a4€T MPOBOJASATCS B MHCH-
MEHHOM (hOopMe Ha KOMITBIOTEPE; BO3MOXKHO MIPOBEJCHUE B (HOPME TECTHPOBAHMUSL.

® Ui JIMIl C HAPYLICHUSIMU OTOPHO-IBUTATEIBLHOTO armapara: JIEKIUU O(GOpMIISIIOTCS B BHJIE
3JIEKTPOHHOTO JOKYMEHTA, JOCTYIMHOTO C TOMOIIbI0 KOMITBIOTEPA CO CIEHUAIN3UPOBAHHBIM TPO-
rpaMMHBIM 00€CIeUeHHEM; MMChbMEHHBIC 33/IaHHSI BHIMOJIHIIOTCA HAa KOMIBIOTEPE CO CHEIUATU3UPO-
BaHHBIM MPOTPAMMHBIM OO€CIIEYeHUEM; IK3aMEH M 3a4€T MPOBOJATCS B YCTHON (hopMe WIIM BBINOJ-
HSIOTCS B MIMCBMEHHOH (popMe Ha KOMIIBIOTEpE.

[Tpu HEOOXOMUMOCTH MpeyCMaTPUBACTCS YBEITMUYEHUE BPEMEHHU ISl TIOATOTOBKU OTBETA.

[Tpouenypa mpoBeneHHs MPOMEXKYTOYHOH aTTeCTaluu sl OOyYaroIIMXCSl YCTaHABIMBAETCS C
y4€TOM WX WHAMBHUIYAIbHBIX TMCUXO(PU3NUYECKUX 0CcOOCHHOCTeH. [IpoMexxyTouHas arrecranus MOXET
IPOBOJIUTHCS B HECKOJIBKO 3TAIOB.

[Ipu mpoBeseHWMH TPOLEAYPHI OLEHHBAHUS pPE3YJAbTaTOB OOy4YeHHs IpeaycMaTpHBaeTCs
UCTIONIb30BaHNE TEXHUYECKUX CPEACTB, HEOOXOMMMBIX B CBS3M C MHIMBHUIYaJIbHBIMH OCOOCHHOCTSAMHU
oOydJarommxcsi. OTH CpEACTBA MOTYT OBITh MPEJOCTABICHBl YHUBEPCHUTETOM, WIM MOTYT
UCIIONIb30BaThCsl COOCTBEHHBIE TEXHUUECKUE CPE/ICTBRA.

[IpoBenenune mpoueaypsl OICHUBAHUS PE3YJAbTaTOB OOyUEHUS JOIMYCKAeTCs C MCIOJIh30BaHUEM
JMCTAaHIIMOHHBIX 00Pa30BaTEIbHBIX TEXHOIOTHI.

ObecneunBaeTcs 10CTYyN K HHPOPMAMOHHBIM M OubIHorpadudeckuM pecypcam B cetu MHTep-
HET JUIsl K&KI0ro o0ydaromerocs B popMax, aJanTUPOBAHHBIX K OIPAaHUYEHHSM HX 310POBbS M BOC-
HPUATHUSI UHPOPMALIUHU:

® IS CIIETIBIX U CINAa0OBUISIIMX: B Te4aTHOW (hOpMe YBEITHMUCHHBIM HIPUQPTOM, B GopMe dIeK-
TPOHHOTO JOKYMEHTa, B (hopme ayanodaiina.

® JIJIsl TITIYXUX U CJIA0OCIHBIIAIINX: B Te9aTHOU (hopme, B (OpME FIEKTPOHHOTO JJOKYMEHTA.

® U151 00YJaIOLINXCSl C HAPYIICHUSIMH ONOPHO-ABUTaTEIbHOTO ammapara: B Ie4aTHOH ¢opme, B
(dhopMe ATEKTPOHHOTO JOKYMEHTa, B hopme ayauodaiina.

VY4eOHble ayAUTOPUU ISl BCEX BUJOB KOHTAKTHOM M CAMOCTOSATEIbHOW paboThl, HayyHas OuO-
JMOTEKa U WHBIE TIOMEIEHHs Ui 00y4eHHsI OCHAIIECHbI CIeIHaIbHBIM 000pYA0BaHHEM U Y4eOHBIMU
MECTaMH C TEXHUYECKUMHU CPEJICTBAMU O0yUEHUSI:

® JUIsl CJIENBIX M CIAa0OBHISALIMX: YCTPOMCTBOM JJIsl CKAHMPOBAHUS M UTeHHs ¢ Kamepoil SARA
CE; nucnueem bpaitnia PAC Mate 20; npuntepom bpaiinsg EmBraille ViewPlus;

® JIJIsl TIYXUX U CJIA0OCIBIIIAIINX: aBTOMATU3UPOBAHHBIM PA00OYMM MECTOM IS JIIOJIeH ¢ Hapy-
LIEHUEM CiIyXa U c1a0O0CIbIIaINX; aKyCTUUECKUM YCHIINTENb U KOJIOHKH;

e /Uil 00Y4JaIOLINXCS ¢ HApYILIEHUSIMHU OIOPHO-JBUTATENILHOTO ariapara: MepeBIKHbIMU, Pery-
JUpyeMbIMU 3proHomuueckumMu napramu CH-1; KOMOBIOTEpHON TEXHHKOM CO CHEIMaIbHBIM IIPO-
I'PaMMHBIM 00eCIIeYeHUEM.

9. MeTonnyeckne MaTepHaJIbl

9.1 Mnanbl NPAKTHYECKUX 3aHATHI

Tembl yueOHON AUCUMILIMHBI IPEyCMAaTPUBAIOT IMPOBEACHUE MPAKTUUECKUX 3aHITUN, KOTOPBIE CITy-
KaT KaK LEJsIM TEKYLIEro U IMPOMEXYTOYHOI0 KOHTPOJISA MOATOTOBKU CTYAEHTOB, TaK U LEJISAM IOJY-
YEeHUs1 IPAKTUYECKUX HABBIKOB MPUMEHEHUS METOJIOB BHIPAOOTKHU PELICHUH, 3aKPETICHNs] U3YYEHHOTO
MaTepuaia, pa3BUTHS YMEHHM, MPUOOPETEHUS OIbITa PEIICHNs KOHKPETHBIX MpoOJeM, BeIeHus Juc-
KyCCHUH, apryMEHTallu! M 3alUThl BEIOpaHHOTO penieHus. [loMoms B 3TOM OKa3bIBAIOT 33JaHuUs A
MIPAKTUYECKUX 3aHATUH, BbIIaBa€MbI€ IIPENOAABATENIEM HA KAXKI0M 3aHATHU.

Llesablo MpakTUYECKUX 3aHATHH SBISETCS 3aKpeIyIeHHE TEOPETHUYECKOr0 MaTepuasia U MpruodpeTeHne
MPaKTUYECKUX HABBIKOB pabOThI C COOTBETCTBYIOLINMM 000pYy10BaHUEM, TPOTPAMMHBIM O0€CIieueHnEM
Y HOPMATUBHBIMU IPABOBBIMU JOKYMEHTaMHU.
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TemaTnka IpakTUYECKUX 3aHATUI COOTBETCTBYET IIPOrpaMMme AUCLUIUIVHBIL.

Ilpakmuueckas paboma Ne 1 (8 u.). Cozoanue npocmozo VPN kanana
[IpakTrueckas padota Ne 7 u3 yueOHOr0 rmocoous:
Mumiowun J{.A. Ucnons3oBanue nporpammuaoro komrmiekca Cisco Packet Tracer v.7.3 B m3yueHuun

TEXHOJIOTHH 3amuThl HHQOpMaIuu: Y4ueOHOo-npakTHYecKoe mocoodue (mpaktukym). M.: PITY, 2021.
220 c.

Ipakmuueckan paboma Ne 2 (14 u.). Pazpadomka u co3oanue cemu CioHcHol CIMPYKMypbl mep-
pumopuanvro-pacnpeoenénnoi komnanuu. Cozoanue VPN kananos

[TpakTuueckas padora Ne 10 u3 yue6HOTO mocoousi:

Mumrwowun J[.A. Uctions3zoBanue nporpammuoro komruiekca Cisco Packet Tracer v.7.3 B u3yuenuu
TEXHOJIOTHH 3alUTHl HH(pOpMaIMK: Y4eOHO-TIpaKTHIecKoe mocodue (mpaktukym). M.: PITYVY, 2021.
220 c.

[To pe3ynbTaram MpakTHUECKUX 3aHATUH 00y4aroUIecs: COCTABIAIOT OTYETh. OTUYET COCTABIACTCS B
anekTpoHHOU (hopme ¢ ucronb3oBanueM [TKIT MS Office u Bbimre u nepenarest mpernogaBaTelIto mo-
CpPEeACTBOM OTOBOPEHHOM (POPMBI CBSI3H.
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IIpunoxenne 1. AHHOTAITHS
paboueii mporpaMMbl JTUCIUTIIHHBL

AHHOTAIIUSI PABOYEHA ITPOTPAMMBI JIUCHUATLIAHBI

HucuumummHa «Opranuzanusi BUPTYAIbHBIX YaCTHBIX ceTeil» peanusyercs Ha (akymnbrere WH-
(hopMalMOHHBIX CUCTEM M 0€30IacHOCTH Kadeapoi KOMIUIEKCHOH 3alUThl HHPOPMAIIIH.

ens popmupoBanue 6a30BbIX 3HAHUK B 001acTH oOecriedeHuss HHPOPMAIMOHHON Oe30macHo-
CTH aBTOMATHU3WPOBAHHBIX CHCTEM; HABBIKOB OpraHH3alMyd pabOThl MO MPUMEHEHHUIO BHPTYaJIbHBIX
YaCTHBIX CETeH, ONTHMAaJIbHOIO BHIOOpA U MHTETPAllMM CETEBBIX NMPOTOKOJIOB BUPTYaJIbHBIX YaCTHBIX
cereit (BUC).

3aayn: pacCMOTpEHHUE CyliecTBa MpobieMbl O0e30macHo nepenayn nHGopmauu B uHpopma-
IIMOHHBIX CHCTEMaxX, OCHOBHBIX CIIOCOOOB obecneueHus] KOH(UICHIMAIbHOCTH U IIEJIOCTHOCTH WH-
dbopMaruu npu e€ nepeaaye, OCHOBHBIX MTPOTOKOJIOB, MPUMEHSEMBIX IS OPraHU3alnU 3a-IIUIIEHHBIX
BUC, xputepueB BbIOOpa ONTUMAIBHBIX CXEMHBIX PELICHUH 1715 opranu3anuu 3a-muiménHsix BUC Ha
KaHaJbHOM, CETEBOM U MPUKIIATHOM YPOBHSX.

JlucuuiuinHa HanpaBieHa Ha (pOpMUpPOBaHUE CIEIYIOIUX KOMITETEHIIMIA:
e JIK-8 — CrocobeH ocymiecTBIsATh MOHUTOPHUHT U ayJUT 3alIUIIEHHOCTH WH(POpPMAINU B aB-
TOMaTU3UPOBAHHBIX CUCTEMAX

B pe3ynbraTe 0cBOEHUS NUCHUIUIMHBI O0yUYatOIIUICS TOJIKEH:

3HaTh: OCHOBHBIE BH/JIbI YTPO3 0€30MacHOCTH MH(OpMaIK NpH €€ nepeaaye no KOMIbIOTEPHBIM
ceTsiM, crocoObl moctpoeHus U apxutekrypy BUC, mpaBuia HACTpOHKM U aIMUHHCTPUPOBAHUS
BUPTYaJIbHBIX KaHAJIOB, KPUNTOrpauueckre MEeTO/Ibl, alropuTMsl, ucnoiab3dyemsle B BUC, npo-
TOKOJIBI IPY OpraHU3alMU 3alluIIEHHbIX KaHanoB BUC.

YMeTh: NpOBOAMTH HACTOMKY MapaMeTpOB 3alUIIEHHOrO KaHaja, aHaJIM3HPOBATh MPOOJIEMbI
0e30MacHOCTH nepefadynd MHGOPMALUK ¢ TOYKH 3peHMs] KOHPUACHINAIbHOCTH U LEIOCTHOCTH,
MIPOBOJIUTH aHAJIN3 U BBIOOD ceTeBbIX MpoTokonoB BUC.

Brnaners: npuémamu nHactpoiiku u aaMunuctpupoBanus BUC tuna «JIBC-JIBC» u «JIBC-
YOAIEHHBIA XOCT», MPUEMAaMU HACTPOUKHU U IPUMEHEHHUs] COBPEMEHHBIX CETEBBIX IPOTOKOJIOB
BUC.

[To nucnumunHe TperycMOTpEeHa MPOMEXKYTOUHas aTTecTalus B hopme 3auéra.
OOw1ast TpyA0EMKOCTh OCBOCHUS AUCHUIUIMHBI COCTABIISAET 2 3a4ETHBIC €TUHUIIBI.



